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2. The informational technology for abnormal data detection in the Internet of Things based on the cluster analysis

Pedepar:

1. B pucepTaniiiniil poboTi 6yJ10 IOCTAHOBJIEHO Ta BUPILIEHO aKTyaJIbHE HAYKOBE 3aBJIaHHS CYTHICTb SIKOTO IIOJISITAE
B pO3pOOIli HOBUX Ta yIOCKOHAJIEHH] iCHYI0OUMX METO/iB BUSIBJIEHHS aHOMaJIbHUX JaHUX [HTepHETy peueil Ha OCHOBI
KJIACTEPHOTO aHaJli3y. YIOCKOHANIEHO METOJ, KJlacTepu3aallii JaHUX, [0 [PYHTYETbCS HA aITOPUTMI k-cepenHix.
OTpuMaHul METOJ, BiTlPi3HAETHCS Bif, iCHYIOUMX [TOKPalEHOI0 TOUHICTIO ifeHTUdiKallii KacTepiB JaHUX B
HECTaHJAPTHUX Ta CKJIAJHUX YMOBaX. YJOCKOHAJIEHO METO], OL[iHKM BUXIAHUX JAHUX, IO IPYHTYETLCS HA MaTPULIi
HETOYHOCTI Ta [J03BOJIsI€ BU3HAUUTY MHOXMHY XMOHO-TTO3UTUBHUX CIIPALI0OBaHb Ta MiABUIIUTH €(PEKTUBHICTD
00poOKU faHux. Briepie po3pob6yeHo HOBY iHOpMalliliHy TEXHOJIOTIIO BUSBIEHHS aHOMaJIbHUX AaHux B loT Ha
OCHOBI KJIaCTEpHOTO aHaJjii3y. 3anpornoHoBaHa iHpopMaliiliHa TEXHOJIOTiSI JO3BOJISIE€ BUSIBIISITY BTOPIHEHHS 3
BiporizHicTio B 98.6%, 1110 NiATBEPAKYETHCS Bi[IOBIIHUMY IOKa3HUKaMU €(PEeKTUBHOCTI BUSIBJIEHHS] aHOMAJIbHUX

IaHUX B I[HTEpHETI peyen.

2. The dissertation is dedicated to increase an efficiency of abnormal data detection in the Internet of things based
on the cluster analysis. The current scientific task was formulated and solved, the goal was to to improve methods



for abnormal data detection in the IoT. The data clustering method based on the k-means algorithm has been
improved. The method of evaluation of classifier and reliability of the output clustered data of was improved. For
the first time the new informational technology for abnormal data detection in the Internet of Things based on the
cluster analysis was developed. The proposed information technology allows to detect the intrusions with a
probability of 98.6%, which is confirmed by the relevant indicators of the effectiveness of detecting abnormal data
on the Internet of Things.
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