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Tema gucepranii:

1. MeTonu Ta MOJeli aJalTUBHOTO 3aXMCTy Ta PO3MEXKYBaHHS JOCTYIY IO PO3MNOJiNeHUX iHpOopMalilHUX pecypciB

2. Methods and models of adaptive protection and differentiation of access to distributed information resources

Pedepar:

1. lucepranis npucBaYeHa NUTAaHHIM CTBOPEHHS METOAY aanTallii CUCTEM PO3MEXKYBaHHS JOCTYIIY IO
posnoginenux iHpopMaLillHUX pecypciB, 10 peasidye HAIalTyBaHHS 3aC00iB 3aXUCTy CUCTEMU PO3MEKYBAHHS
IOCTYITY 1O IIOTOYHOTO CTaHy 6e3[1eKH Ha OCHOBi BUKOPHUCTAHHS IIapaMeTpiB Ipoliecy 06pooku iHpopmariii, mo
I0O3BOJIMJIO 3BMEHUIUTY BTPATH Yacy 3a PaxyHOK y3rOoJpKeHHSs IIpolieciB o6poku iHdopmallii Ta HalaHHS JOCTYITY 10
Hei. Po3po6sieHO po3mrpeHy MaTeMaTU4YHy MOJieJIb €JIEMEHTA HEMPOHHOI Mepexi 17151 BUPillleHHs 3a/4a4 afanTalii,
OOI'PYHTOBAHA AOLIIBHICTD ii BAKOPUCTAHHS B CUCTEMI PO3MEKYBaHHS OCTYIY, BUCBITJIEHI IPOGIEMH, IO
BUHMKAIOTb [IPU LILOMY, ¥ MIJIIXU iX TOA0IaHHS. JJOCHiIKEHO METOIM OpraHi3allii KOHTPOJIO JaHUX, SIKi
BHUKOPHUCTOBYIOThCS [J151 ineHTUdiKalii B cucTeMax gocTyny. Po3po6ieHo MeToau camoopraHisaliii 3acobiB ocTymy,
110 [103BOJINJIO aBTOMATU3yBaT MOAMU(IKALlil0 €JIEeMEHTIB CUCTEMH 3aXUCTY B XOJIi peaisalii mpouecy aganTarii.
3anponoHoBaHO 6a30Bi iHPOpMaLIiliHi KOMIIOHEHTH, 10 PO3MUPSIOTh 3aCO0M 3aXUCTY CUCTEMU JOCTYILY, 3aBASIKI

YOMY CTaJIO MO>KJIMBUM y3TOZPKyBaTU LIBUAKOIIO MIpoLieciB o6powi inopmarlii Ta HalaHHS TOCTYITy [0 Hel,



IIJISIXOM HaJIAIITYBaHHS BifITIOBIIHUX [IapaMeTPiB, 110 103BOJUIIO PO3MIUPUTH IIPEIMETHY 00J1aCTh 32 PaXyHOK
ajanTanii KOHTPOJIIO JOCTYILY. 3alIlpOTIOHOBAHO METOJ, afialTallii CUCTEMU PO3MEXKyBaHHS LOCTYIY 110 iHpopmaliii,
I[IpY IKOMY CHCTEMa 3[aTHA MiJJIalITOBYBATUCS IO PEAIBHO iCHYIOYMX 3arpo3 i aTak, 3MiHIOIOYY PiBE€Hb
3aXMIIEHOCTI, a BiITaK 3MiHIOIOYH 1 KiJIbKICTh BUKOPHMCTOBYBAaHUX J1JIs1 MOTO peasisalii pecypcis, o Hanpsamy
3HIKY€ HaBaHTQKEHHSI 3 60Ky CUCTEMMU 3aXUCTYy Ha 3arajibHy NPOAYKTUBHICTb CUCTeMU. Ha OCHOBI TeOpeTUYHUX
IOCTiIKeHb peasizoBaHi 3aco6u 3aXUCTy AJ1s ineHTUdiKalii 3a Ky1aBiaTypHUM [1I0YEPKOM 3 afiarTallielo 1o Horo
3MiH. Po3po6sieHo i1 BUNIpobyBaHO METO Y 3arajbHOI OpraHisalii BUKOpHUCTaHHS 3alIPOIIOHOBAHOI TEXHOJIOTII IIpU
IIPOEKTYBAaHHI KOHKPETHHUX aJANITUBHUX CUCTEM 3aXUCTY JOCTYIy 10 iHpopMaLiiHux pecypcis. Kimo4osi ciosa:
KOHTPOJIb JOCTYILY, 3aXUCT iHdopMaliii, po3nonineHi iHdopmawiiiHi cuctemy, inentudikaris, aBreHTHUIKALLS,
aBTOpU3aLlis.

2. The dissertation work solves and investigates the scientific and technical problem, which consists in solving the
contradiction between the need for high-performance processing of information resources with limited access,
the parallel processing of which puts forward high requirements for the speed of their preparation and single-
threaded mechanisms for differentiation of access cannot provide them, so it is proposed to develop methods and
models that can coordinate the performance of processing and protection methods and adapt them to each other
for high-performance and safe existence in distributed information , which allows to obtain new solutions for
scientific and technical problems of the formation of a system of differentiation of access to information resources
of a person, society and the state on the basis of the use of protection models, which by means of prompt
adjustment of the process of control of access separation, including on the basis of neural networks, allowed to
give the appropriate subsystem of protection properties of adaptation in relation to the criteria determined by the
parameters of the system security level and parameters that characterize the processes of information processing
in specialized distributed information systems. An important problem that needs to be solved when designing
protections for the access system is the implementation of such protections that could independently adapt to
certain changes that occur at the needs of users of the relevant system. In this case, there are problems of
recognition of authorized or legal users, the task of adapting the parameters of the means of protection and the
protection system as a whole to external changes that occur in users. From the above it follows that the means of
protection, which are inherent in the above properties, should be built on the basis of a theoretical apparatus and
such tools that would ensure the implementation of the necessary algorithms for solving these problems to the
maximum extent possible. One of these tools, which could to the greatest extent provide the possibility of solving
these problems, are neural networks. The dissertation is devoted to the issues of creating a method for the
functioning of information security systems, which implements the settings of the means of protecting the system
of access to information resources to the current degree of danger based on the use of parameters of the
information processing process, which made it possible to reduce the loss of time by coordinating information
processing processes and providing access to it. An extended mathematical model of an element of a neural
network for solving adaptation problems has been developed, the expediency of its use has been substantiated,
investigated that allow adjusting the parameters of a neural network that controls the access system adequately to
the real position of objects, the problems that arise in this case, and ways to overcome them are highlighted.
Methods of organizing data control, which are used for identification in access systems, have been investigated.
Methods of self-organization of access means have been developed, which made it possible to automate the
modification of the elements of the protection system during the implementation of the adaptation process. Basic
information components are proposed that expand the security means of the access system, due to which it
became possible to coordinate the speed of information processing and provision of access to it by setting the
appropriate parameters, which made it possible to expand the subject area by adapting access control. A method
for the functioning of the information security system is proposed, in which the system is able to quickly adapt to
real-life threats and attacks, changing the level of security, and accordingly changing the number of resources
used for its implementation, which directly determines the cost of functioning of the security system. On the basis
of theoretical research, security tools for identification by keyboard handwriting with adaptation to its changes
have been implemented. Methods for the general organization of the use of the proposed technology in the design



of specific adaptive systems for protecting access to information resources have been developed and tested.
Keywords: access control, information security, distributed information systems, identification, authentication,
authorization.
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