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Pedepar:

1. Y puceprauii 31iliCHEHO KOMIIJIEKCHE TEOPETUKO-METOAUYHE OOI'PYHTYBAHHS 3aCa]] PO3BUTKY CUCTEMU
€JIEKTPOHHOTO YpsioyBaHHs B YKpaiHi B ymoBax uudpoBoi TpancdopMallii my61iyHOro yIpasiliHHS Ta 3pOCTaHHS
aKTyaJIbHOCTI iHpOpMaLiliHO] 6€3I1€eKU SIK KJII0UOBOT0 YMHHMKA HU(POBOi AOBipU. AKTyasIbHICTh 06paHOI TEMU
3yMOBJI€HA HEOOXiIHICTIO MOOYN0BHU LiiylicHOI Ta 6€3Me4YHOi LUPPOBOi €KOCUCTEMHU ITyOJIIYHOTO YIIPABJIiHHS B
yMOBax BiilHU, Kibep3arpos i norpedu y eBpoinrerpaiiii. PO3BUTOK eJIeKTPOHHOI'O YPsIyBaHHS CbOTO[IHI BUBHAYAE HE
snuie epeKTUBHICTb aIMiHICTPaTUBHUX CEPBICIB, a 11 31aTHICTb Aep>KaBU PopMyBaTH LU(PPOBY HOBIipY,
3abe3nevyyBaTi CyBEPEHITET y KibeplpoCTOopi Ta aalTyBaTy yIPaBJIiHChKI MEXaHi3MHU 40 BUMOT HUQPOBi3aliii.
Mertoto nucepralii € HayKoBe OOI'PYHTYBaHHS HAIIPSIMiB PO3BUTKY CUCTEMU €JIEKTPOHHOTO yPsIyBaHHS B KOHTEKCTI
3abe3nevyeHHs iHopMallifiHoi 6e3neku YKpaiHy, a TaKoX po3pobKa MPakKTUYHUX PeKOMEeHallil om0
BIOCKOHAJIEHHS BiJJlIOBiIHOrO HOPMAaTUBHO-TIPABOBOrO 3a0e3NeYeHHs. Y IEPIIOMY PO3Aiji IucepTalii pO3KpUTO
CYTHICTb, IPMHUMIM Ta (PYHKLiI €IEKTPOHHOTO ypsIyBaHHS SIK Cy4acHOI (popmu UPPOBOro 1my61iYHOro

yl'IpaBJIiHHH. 3aHpOHOHOBaHO po3rngnatyvl €JIEKTPOHHE YPAOYBaHHA 4K 6aFaTOKOMHOHeHTHy CHUCTEMY, L0 BKJIIOYAE



TEXHOJIOTIYHUIA, HOPMATUBHO-TIPABOBUM, IHCTUTYLIMHNU, coLia/ibHUI Ta iHOpMaLiiHO-6€311€KOBUI KOMIIOHEHTH.
HoBusHa 11p0ro TeOpeTUYHOTro yIOCKOHAJIEHHSI I10JIAra€e y KOMIJIEKCHOMY IiAXOi, 110 Iependayae CUCTEMHICTb Ta
aJanTHUBHICTh €JIEKTPOHHOTO YPSAyBaHHS [0 BUKJINKIB LPpoBoi TpaHcdopMmallii, 30kpema 110 Kibepsarpos. V bomy
KOHTEKCTi CUCTEMATHU30BaHO Ta JONOBHEHO OCHOBHI MPMHLXNY TPO30POCTi, iIHTEPAaKTUBHOCTI, JOCTYIHOCTI,
e(eKTUBHOCTI, 6€3MeKH, iHKII03MBHOCTI €JIEKTPOHHOTO YPSAyBaHHS, 1[0 CTBOPIOE OCHOBY 17151 IOJAJIbLIOTO
Ppo3BUTKY LUPOBOi B3aeMoii AepskaBu i cycrinbcTBa. CUCTEMAaTU30BaHO PYHKIIii €JIEKTPOHHOTO YPsIyBaHHS,
30KpeMa iHpopMallifiHy, KOMyHiKaliliHy, CEpBiCHY, OpraHizallilHO-yIIpaBJliHCbKYy Ta KOHTPOJIbHY. EsleMeHTOM
HAYKOBOi HOBU3HU TaKOX € 3alIPOIIOHOBAHA CUCTEMHA MOJIeJIb B3a€MO3B'SI3KYy MK €JIeKTPOHHUM YPSIIyBAHHSIM Ta
iHopmariitHo 6e3MeKoIo, 10 KOMILJIEKCHO OXOILJIIOE CYCIiIbHI 3annTH, QYHKLiOHAIbHI 3aBAAHHS €JIEKTPOHHOTO
VPSIAyBaHHS, MEXaHi3MU 3aXUCTy iHpopmaliii, a TaKO>K THUIIOJIOLiIO Ta BIIUB Kibep3arpo3 Ha MexaHi3M1 3aXUCTY.
Jpyruil po3[ij IpUCBSIYEHO aHaJIi3y Cy4aCHOIO CTaHy PO3BUTKY €JIEKTPOHHOIO YPsiAyBaHHS B YKpaiHi. [IpoBeneHo
oniHky nudposizauii oprasis Aep>kaBHOI BJIaAy, BUSBIEHO OCHOBHI IOCATHEHHSI Ta OCHOBHI 3arpo3u. 31ilicHeHO
aHaJli3 HallioHaJIbHOI HOPMATUBHO-TIPABOBOI 6a3u 11070 3abe3neyeHHs iHpopmaliiiHoi 6e3nexu y cepi
€JIEKTPOHHOTO YPSIAYBaHHS, 10 JO3BOJIMJIO BUSIBUTH HENOJIIKA YMHHOTO 3aKOHOIABCTBA Ta HEOOXiJHICTh 10ro
ajanTanii 0 Cy4aCHUX BUKJIMKiB. OKpeMO IIPOAHATi30BaHO XapaKTep Cy4yaCHHUX 3arpo3 inpopMauiiiHiil 6esneti,
BHUSIBJIEHO OCHOBHI PU3KUKY, 1O CTOSITh TIepe], eJIeKTPOHHUM YpsinyBaHHSIM YKpainu. Lle 1o3Bosuio raubue
YCBiIOMUTYU NPIOPUTETU Y Jep>KaBHil NoJiTUL Mmoo 3abe3nedeHHs iHpopMaLifiHOi 6e31eK B yMOBaX
uu@posisanii ny6sidyHOro cexropy. TpeTiit po3fin NprucBsiYeHUI OOIPYHTYBAHHIO CTPATEriYHMX HAIPSIMIB PO3BUTKY
€JIEKTPOHHOT'O YPSIAYBaHHS 3 ypaxyBaHHAM iH(popmaliitHoi 6e3neKky. 3anporoHOBAaHO CTPATEriyHy MOZEJIb
IIJIaHYBaHHS, SIKa [lepedadyae ropM30HTaNIbHUI MOMiJ1 CTpaTerivHUX 3aBJaHb 32 YaCOBUMMU I1epiojjlaMy Ha KOPOTKO-,
CepelHbO- Ta JOBIOCTPOKOBY I1€PCIIEKTUBY, 3 YiTKMM BpaxyBaHHIM AMHAMIKU Kibep3arpos, CTyneHs 1u@poBoi
TpaHc@opMmalii Ta HA6IMPKEHHS L0 TaKMX €BPONENChKUX CTaHHAPTIB, Ik GDPR, NIS2, Al Act. HoBusHa mogeri
I0JISITa€ Y KOMILJIEKCHOMY BpaxyBaHHI 6€3I1eKOBHUX, YIIPABIiHCbKUX i TEXHOJIOTIYHUX CKJIAIOBUX, 11O BifIIOBinae
€BpOiHTerpauiiiHuM NparHeHHsM YKpaiHu Ta 3a6e3revye CTilKiCTb i aalTUBHICTb €JIeKTPOHHOTO YPsIyBaHHS 10
3MiHIOBaHMX YMOB. OCO0JIMBe MicClie B fucepTallii 3aliMae yIOCKOHAJIEHHSI MEXaHi3My peasisalii JepkaBHoi
perioHasIbHOI MOJIITUKY Y cPepi eJIEKTPOHHOTO ypsinyBaHHs. HaykoBa HOBU3HA Liiei pO3pOOKY MOJISITae Y BpaxyBaHHI
npocTopoBoi ngudepeHnuianii tndposoi iHPpacTpyKTypu, HEPIBHOMIPHOCTI HOCTYIY O €J1eKTPOHHUX I1OCIIYT,
perioHasibHUX PU3UKIB Ta 3arpo3 iHpopmaliiHii 6e3neni. lle no3Bossie chopmMyBaTy iHTErPOBaHY MOZETb
€JIEKTPOHHOTO YPSIAyBaHH4, 1[0 6a3yeTbCsl Ha MpUHLMINAX 11GPOBOi iHKIIIO3i], 3a6e3nedye iHCTUTYLiHY
CIIPOMO>KHICTb MiCLI€BUX OpraHiB BjaAy Ta e(eKTUBHY B3a€MOJII0 MiXK LIEHTPAJIbHUMU Ta PETiOHATIBHUMU
CTpyKTypamu. Jlucepranis TaKoK MiCTATb MPAKTU4HI peKOMEHAAllil 010 YIOCKOHAIEHHSI HOPMaTUBHO-TIPABOBOTO
3abe3ne4yeHHs iH(pOopMaliHOi 6€3eKU B €JIEKTPOHHOMY YPSIIyBaHHI, 110 MOTIMOJII0ETCS KOHKPETU3ALiel0
HamnpsMIB aanTalii yKpaiHCbKOr0 3aKOHOJABCTBA 0 €BPONENCHKUX CTaHAAPTIB. 3alIPOIIOHOBAHO PO3MUPUTU
3aKOHO/IaBCTBO IIJIIXOM BKJIIOYEHHS [IPUMHLIMITY HYJIbOBOI JOBipY, IpOLelyp 'POMaJChbKOT0 ayauTy Kibepoesnexku Ta
aganrauii nosnoxeHs 0o nupektusu NIS2 €C. [IpakTryHe 3Ha4Y€HHS OLEPKAHUX PE3YJIbTATIB I10JISITa€ Y MOKIIMBOCTI
iX BUKOPUCTAHHS B OisIJIBHOCTI OPTaHiB AEPKaBHOI BIaIX Ta MiCLIEBOTO CAMOBPSIAYBAHHS [IJIS ITiJ|BUILIEHHS
ePeKTUBHOCTI i1 6e3rneku u@POBOro yIpapJiHHSA Ta peaidalii zep>kaBHoi noJituky y cdepi uudposoi
Tpancdopmariiii.

2. The dissertation provides a comprehensive theoretical and methodological justification for the development of
the e-governance system in Ukraine amidst the digital transformation of public administration and the increasing
significance of information security as a key factor in digital trust. The relevance of the selected topic is driven by
the necessity of building a coherent and secure digital ecosystem for public administration under conditions of
war, cyber threats, and European integration requirements. Today, the development of e-governance determines
not only the efficiency of administrative services but also the state's capacity to build digital trust, ensure
sovereignty in cyberspace, and adapt governance mechanisms to digitalization demands. The aim of the
dissertation is to scientifically substantiate directions for the development of the e-governance system in the
context of ensuring Ukraine’s information security and to propose practical recommendations for improving

relevant legislative and regulatory frameworks. The first chapter reveals the essence, principles, and functions of



e-governance as a modern form of digital public administration. It is proposed to view e-governance as a multi-
component system encompassing technological, legal, institutional, social, and informational security components.
The novelty of this theoretical enhancement lies in its comprehensive approach, emphasizing systematic and
adaptive capacities of e-governance in response to digital transformation challenges, particularly cyber threats. In
this context, the key principles -transparency, interactivity, accessibility, efficiency, security, and inclusivity - were
systematized and expanded, providing a foundation for further development of digital interaction between state
and society. Additionally, the dissertation systematizes the functions of e-governance, including informational,
communicative, service-oriented, organizational-management, and supervisory functions. The novelty is further
emphasized by the proposed systematic model of the relationship between e-governance and information
security, comprehensively integrating societal demands, functional tasks of e-governance, mechanisms of
information protection, and typologies and impacts of cyber threats. The second chapter is dedicated to analyzing
the current state of e-governance development in Ukraine. An evaluation of the digitalization of public authorities
was conducted, highlighting significant achievements and identifying primary threats. The national legal and
regulatory framework concerning information security within the sphere of e-governance was analyzed, revealing
shortcomings and the need for legislative adaptation to contemporary challenges. Additionally, the nature of
current information security threats was separately assessed, identifying major risks confronting Ukrainian e-
governance. The third chapter substantiates strategic directions for the development of e-governance with a focus
on information security. A strategic planning model was proposed, incorporating a horizontal division of strategic
tasks across short-, medium-, and long-term perspectives, clearly considering the dynamics of cyber threats, the
level of digital transformation, and alignment with European standards (GDPR, NIS2, Al Act). The novelty of this
model lies in its comprehensive integration of security, managerial, and technological aspects, aligned with
Ukraine’s European integration aspirations and ensuring resilience and adaptability of e-governance under
changing conditions. Special attention in the dissertation is given to the improvement of mechanisms for
implementing state regional policy in the sphere of e-governance. The scientific novelty of this development lies in
its consideration of spatial differentiation of digital infrastructure, unequal access to digital services, regional risks,
and information security threats. This approach enables the creation of an integrated e-governance model
grounded on digital inclusion principles, enhancing institutional capacity of local authorities and promoting
effective interaction between central and regional governance structures. The dissertation also provides practical
recommendations for improving legislative and regulatory frameworks concerning information security in e-
governance, deepening these recommendations by specifying directions for adapting Ukrainian legislation to
European standards. It suggests expanding existing legislation through incorporating the «zero trust» principle,
procedures for public cybersecurity audits, and adaptation to the EU's NIS2 Directive. The practical significance of
the obtained results lies in their applicability within public authorities and local self-government bodies, enhancing
the efficiency and security of digital governance and implementation of state policy in digital transformation.
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InmenTudikarop ROR:

VIII. 3aKkJII04Hi BiZoMOCTi

BnacHe IlpizBume Im's I10-6aTbKOBI Pynenko Osnbra MctuciasisHa
TOJIOBH pagu

BaacHe IlpizBuime Im's [10-6aTbKOBI Pynenko Onbra MctucrnasisHa
roJIOBYIOYOroO Ha 3aciJaHHi

BignoBigassHHU 3a MiATOTOBKY JIucenko Harasis BosogumupisHa

00JIIKOBHX JOKYMEHTIB

Peectparop VkpIHTEI



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaIBHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

JisiIbHOCTI




