O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHUH 00J1iIKOBHH HOMeP: 0420U100867
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peecrtpamnii: 08-07-2020

Craryc: 3axumeHa

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. IIpaB Pomasn IOpiiioBry

2. Prav Roman

KBasmigikamis:

InenTudikarop ORCID ID: He 3acrocosyerbcs
Bup, pucepranii: kanguzaar Hayk
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HaykoBOi crieniaIbHOCTI: 25.00.05

Ha3Ba HayKoBOIi CIeniaIbHOCTI: [lepkaBHe ynpasiHHa y chepi JepKaBHOi 6€3MEKM Ta OXOPOHU

IPOMaJiCbKOT0 OPSAKY

T'asmy3sp / ranysi 3HaHB. He 3aCTOCOBY€ETbCS

OcBiTHBO-HayKOBa IIporpama 3i creniaJbHOCTI: He 3acTocoByeTbcs

Jara 3axucrTy: 17-06-2020

CIIeI.liaJII:HiCTb 3a OCBITOIO: MDKHapOJIHi EKOHOMIYHi BiTHOCUHU

Micue po6oTH 3400yBayva: Vipasninusa Ciyk6u 6e3neku YKpainu y XapKiBebKiit o6macri

Kopg 3a €IPIIOY: 20001711

Micue3Haxoa>KeHHS: By/mis MUPOHOCHIIBK, 2, M. XapKiB, XapKiBCbKuii p-H., XapkiBcbka 061., 61000, Vkpaina

dopma ByracHOCTI:
Cdepa ynpaBiiHHS: Ciyx6a 6e3neku YKpainu

InenTudgikarop ROR: He zacrocosyerscs



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT
Iudp cnenianizoBaHOi BYEHOI pagH (Pa30Boi CIeliaJi30BaHOI BYEHOI pagu): [l 26.142.04

TloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOH: [IpuBaTHE aKLiOHEPHE TOBAPKCTBO "BUIyii HaBYaIbHUIA

3aksaz "MixperionanbHa AKafeMis yIpaBiliHHS IEPCOHATIOM"

Kopg 3a €IPIIOY: 00127522

Micue3HaxoaKeHHS: ByJ. ®pomerTiBchKa, 2, M. Kuis, Kuisceka 061, 03039, Ykpaina
dopma BaacHOCTI:

Cdepa ynpaBitiHHS: MinictepcTBo oCBiTH i HayKu YKpainu

InenTugikarop ROR: He zacrocosyerscs

IV. BizomocTi nipo nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BUKOHaHO JHUCEPTALil0

IloBHe HaiMEeHYBaHHSI IOPHUAHUYHOI 0COOH: [IpuBaTHE aKIiOHEPHE TOBAPUCTBO "BUIuii HaBYAIbHUIA
3akiaf, "MixperioHasnbHa AKaieMist YIIPaBJliHHS II€PCOHAIOM"

Kopg 3a €IPIIOY: 00127522

Micue3HaxoaKeHHS: ByJ1. ®pomerTiBcbka, 2, M. KuiB, KuiBcbka 061., 03039, Vkpaina

dopma BaacHOCTI:

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH | HayKy YKpaiHu

ImenTudikarop ROR: He zacrocoyerbcs

V. BimomocTi npo gucepraniio
Moga guceprariii:
Koy TeMaTHYHHX PYyOPHK: 82.13.31

Tema guceprauii:
1. Mexanismu ¢popMyBaHHs i peasisaLii oJiTUKY Aep>kaBHOI 6e3reky B iHpopmaliliHii chepi

2. State security policy mechanisms in the information sphere.

Pedepar:

1. Inceprauiiiny po60Ty IPUCBSIYEHO PO3KPUTTIO TEOPETUKO-TIPUKIIAIHUX 3aCal, MEXaHi3MiB OpMyBaHH4 i
peanisanii nosyiTuky gep>kaBHOi 6e3neku B iHopMaliiiHiil chepi YKpaiHu Ta BUBHAYEHHIO HANIPSIMIB ix
YAOCKOHAJIEHHS. BUKOHaHO CUCTEMHUI aHaJIi3 MOHATIMHO-KAaTEerOPifiHOrO anapary JOCiIKEeHHS MeXaHi3MiB
dopmMyBaHHS i peasizallii noJiTHKY Aep>kaBHOi 6e3neku B iHpopMaliiHii cpepi YkpaiHu. 3anpornoHOBaHO
KOHLIENTyaJIbHi 3aCaiu KOMIVIEKCHOTO MEXaHi3My peasisallii MOoJiTUKY JepKaBHOI 6e3NeKy B iHpopmaliiHii cepi
Ha pi3HUX PiBHAX yIIpaBJliHHA (3arajlbHOJIePKaBHOMY, PETiOHaIbHOMY) Ta KOMIUIEKCY MO TUYHUX, OPraHizaliiiHO-
IIPaBOBUX, PiHAHCOBO-EKOHOMIUHUX, COLiaIbHO-TICUXOJIOTiYHUX, iIHPOpMalLiliHO-KOMYHIKal[ilHKX, MOTABALIITHUX
MexaHi3MiB. Habys10 noianbmoro po3BUTKY CTPYKTYpPYBaHHS OpraHisaliliHO-IpaBoBUX 3acaj, GOPMYBaHHS i
peanisanii nosyiTUKY gep>kaBHOI 6e3neku B iHdopmaliiiHiil cdepi YkpaiHu. YI0CKOHANIEHO CUCTEMY KPUTEPIiB

OLIiHKM e(eKTHBHOCTI MeXaHi3MiB pOopMyBaHHS i peasisalii MosiTUKY iep>KaBHOI 6e3nexky B iHpopmaliiHii chepi



IJISIXOM JOTIOBHEHHS ii pe3ysibTaTaMy aHasi3y piBHS iH(popMaliiiHoi 6e31exy, o gae 3MOTY BUSBIISTU AUHAMIKY ii
CTaHy Yy IIOPIBHSIHHI 3 iHIIMMU JlepKaBaMy, OLIiHIOBAaTH HasiBHY iHpopmMaliiiHy iHppacTpyKTypy, BULATKU Ha
iHopmaliiiny 6e3neKy, a TakoX 3[1iICHIOBAaTU KOHTEHT-aHajli3 BUKOHAHHS! OCHOBHUX 3aBJaHb, BU3HAUEHUX
KEPiBHUMU JJOKYMEHTAaMU 3 IATaHb ii 3a6e3nedeHHs. OOIPYHTOBAHO JOLIIbHICTE BUKOPUCTAHHS cxeMu «inverted
tree (risk and threat breakdown structure)» npu BusiBsieHHi Ta inentudikarii 3arpo3 gep>kaBHil 6e3mneri B
indopmauiitniit cdepi. PozpobaeHo npakTUyYHi peKOMeHallii 0710 yI0CKOHalIeHHSI MeXaHi3MiB GopMyBaHHS i
peastizallii noJyiTMKY gep>kaBHOi 6e3neku B iHpopMaLiliHii cepi Ta BU3BHaAUYE€HO IPiIOPUTETHI 3aBIAHHS 17151
HiATPUMKY piBHS 6Ge3neKku nep>kaBu B iHpopmaliiiHiil cepi. Kimovosi cyoBa: gepkaBa, HallioHaIbHA O€31eKa,
IepkaBHa 6e3neka, iHpopmaliiliHa 6e3reKa, fep>kaBHe yIIpaBiliHHS, Aep>KaBHa MOJITHKA.

2. The dissertation provides insight into theoretical and practical principles of state security policy mechanisms in
the information sphere of Ukraine and the identification of ways to improve them. It presents a systematic analysis
of conceptual and categorical framework of the study on the state security policy mechanisms in the information
sphere of Ukraine, which allowed to conclude that the state security policy in the information sphere should be
considered as a component of the state policy in national security and as measures taken by the actors of public
management, which include as follows: defining a set of mutually-linked purposes in the information sphere;
delivery mechanisms; staffing, logistics and compliance with certain principles, namely: ensuring freedom of
speech; adequacy of information protection measures for state interests, etc. The dissertation presents a
conceptual framework of the integrated state security policy mechanism in the information sphere at different
levels of administration (national, regional) and the complex of political, organizational and institutional, financial
and economic, socio-psychological, information and communication, motivational mechanisms. The paper
structurizes the institutional and legal framework of the state security policy in the information sphere of Ukraine
by a generalization and specialization level of the framework; it finds that it is advisable to divide it into four
blocks: the international acts and provisions of the Constitution of Ukraine; regulations comprising conceptual and
legal framework of information security; laws and regulations of Ukraine on information security and regulatory
legal acts on the regional information security policy and the information reintegration strategy for the occupied
Ukrainian territories. The paper identifies priorities of state security policy in the information sphere of Ukraine,
including but not limited to forming an integrated assessment of information security threats; improving state
institutions powers and authority; creating information security institutions; developing e-governance and
information technologies; and reforming government communications. The paper suggests an improved criteria
system on efficiency of state security policy mechanisms in the information sphere of Ukraine by supplementing it
with the analysis findings on the dynamics of Fragile States Index, Security Index Apparatus, and structural
elements of Global Cybersecurity Index, which allows to identify the dynamics of the state of information security
in comparison with other nation states, carry out a content analysis of tasks under specific guidance documents
on safety issues, and to resolve other issues. It substantiates the conceptual framework for the model of a
comprehensive state security policy mechanism in the information sphere, which allows for a systematic strategic-
oriented approach to the policy formation and the applicability of the “inverted tree (risk and threat breakdown
structure)” scheme when identifying threats to state security in the information sphere. The dissertation presents
a theoretical substantiation of the ways to maintain the state security level in the information sphere through
strengthening the security of its own information systems, constant comprehensive assessment of the information
systems of its potential opponents; modeling of the mechanism of threat countermeasure, which includes: their
detection, identification and evaluation, determination of counteraction methods (legal and regulatory, technical
and technological, procedural, legal, psychological, technical, electronic, communication etc.). The dissertation
contains a developed practical guidance on the improvement of state security policy mechanisms in the
information sphere by adding value of governmental agencies synergy and enhancing the involvement of civil
society institutions in the development and implementation of this policy. It also identifies a range of priority tasks
for maintaining the state security level in the information sphere by strengthening the protection of national
information systems. The paper has further developed directions of improvement for state security policy
mechanisms in the information sphere though the establishment of the State Information Security Coordination



Center within the regular staff of executive bodies (with its initial functions as follows: integral analysis of threats
to the state security in the information sphere and consideration of response options respectively, organizing
information security measures in critical national security matters) and the establishment of the Association of
Non-governmental Information Keywords: state, national security, state security, information security, public
administration, public policy.
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