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1. Teopis Ta npaxkTHUKa CTBOPEHHS PO3NOAINIEHUX CUCTEM BUSBJIEHHS 3JIOBMUCHOTO ITIPOTPaMHOT0 3a0€3MeUeHHS B

JIOKaJIbHUX KOMIT'IOTEPHUX Mepexkax

2. The Theory and Practice of Creating Distributed Malware Detection Systems on Local Area Networks

Pedepar:

1. Incepranis NpUCBsAY€HA BUPIIEHHIO aKTyaJbHOI HAYKOBO-TEXHIUYHOI IPO6IeMU PO3POOJIEHHS TeOpii i IPaKTUKU
CTBOPEHHS PO3MOJiJIEHUX CUCTEM BUSBJIEHHS 3JI0BMUCHOTO TPOIPAMHOTO 3a6€311€Y€HHS B JIOKAJIbHUX
KOMITIOTEpHHUX Mepekax JJ1sl IoKpalieHHs e(peKTUBHOCTI 0ro BuUsiBJIeHHS. B po60Ti po3p06JieHO yIOCKOHAJIeHY
MOJeJIb apXiTEKTYPH PO3NOJiIEHOI CUCTEMHU BUSBIJIEHHS 3/I0BMUCHOTO ITPOTPAaMHOTr0 3a0€311€UEHHS B JIOKAJIbHUX
KOMITIOTEPHUX MEPEXax Ta MOZEJb apXiTeKTypH ii TUTIOBMX KOMIIOHEHTIB Ha OCHOBI cTpyKTyp Kpirike, a Takox
METO]], B3a€MO/Iii KOMIIOHEHTIB PO3II0fiNeHo0i 6araTopiBHEBOI CUCTEMU BUSIBJIEHHS 3JI0BMUCHOTO [IPOTPAMHOTO
3abe3nevyeHHs JJ1s NiATPUMKU ii LislicHOCTI Ta BUBHAUEHHS IOPSIKY llepefayi 3HaHb MK il KOMIIOHEHTaMMU.
Po3po6seHi anredpaiyHi cuctemu Ta anre6pu 3 BBEAEHUMU oNepalisiMu Ha MHOXKUHI 3113 17151 cTBOpeHHs
noBeiHKOBUX curHatyp 3I13 3 meTolo ix (popmani3oBaHOrO MPeNCTABIEHHS B CUCTEMAX BUSIBIEHHS. PO3po6ieHO

METO BUSBJIEHHS 6OT—M€pe)K Yy JIOKAJIbHUX KOMI'[’IOTepHI/IX MEpPEXKaAX, CYTh AKOrI'O I10JIAra€ B BILiIZCHeHHi AKTHMBHOT'O



MOHITOPUHTY CUCTEMHUX IO Ta Y3rOIKEHIN B3aeMOZ il KOMIIOHEHTIB PO3IOAIIEHOI CUCTEMY IIPY IIPUAHATTI
pimenHs. Po3po6sieHo0 MeToZ, BUSIBJIEHHS (PaiiloBOrO 3/I0BMUCHOTO IIPOTPAMHOTO 3a6€311€Y€HHS B JIOKAJIbHUX
KOMITIOTEPHUX MEPEXKaXx, IKUH MOJISArae B IoeAHaHHI POOOTH ITPOrPAMHUX areHTiB, 0 3[iCHIOIOTh BUSBJIEHHS

3JIOBMUCHOTO IMPpOTpaMHOTO 3abe3reyeHHs B OKpEMUX KOMI'[’IOTepHI/IX CHUCTEMAX.

2. The dissertation is devoted to the solution of the actual scientific and technical problem of development of the
theory and practice of creation of the distributed systems of detection of malware in local computer networks in
order to increase its reliability of detection. Addressing this is important in all areas where LANs are being used
extensively. In the work the advanced model of architecture of the distributed system of detection of malware in
local computer networks is developed, based on complex consideration of the requirements of distribution,
decentralization, multilevel and self-organization, and the model of architecture of its typical components on the
basis of the Strengths components with representation of components which they may be in operation. It allowed
to take into account the presence of software modules in different states and became the basis for determining the
security status of the whole distributed system and its components. A method of interaction between components
of a distributed multilevel malware detection system was developed on the basis of maintaining its integrity and
determining the order of knowledge transfer between its components and using established analytical
dependencies between the security levels of software modules and the security level of the whole distributed
multilevel system. The method is the basis for the development of a linking piece of software that organizes the
interaction of the components of a distributed multilevel malware detection system on local computer networks.
Algebraic systems and algebras have been developed with the introduction of multiple malware operations, which
became the basis for creating behavioral signatures of malware for their formalized representation in detection
systems. The method of discovery of botnets in local computer networks was developed, the essence of which is to
carry out active monitoring of system events and coordinated interaction of components of the distributed system
when making a decision, made it possible to create tools that are able to integrate into the distributed system and
to classify botnets for them behavioral signatures formed by the functions embedded in their components. The
method of detecting malware on local computer networks has been developed, which consists in combining the
work of software agents that detect malware in individual computer systems, according to the methods
implemented in them: dynamic formation of behavioral signatures by tracking calls by example software interface,
finding polymorphic and metamorphic program code, scanning executable programs by creating them
autonomously these processes and related software agents in a distributed system. A method for detecting
malware is based on the dynamic formation of behavioral signatures by tracking API-calls. It can be used to detect
other types of virus programs, including new versions of existing viruses. The method involves the formation of a
signature of a viral program based on the trace of API-calls, which allows to detect a viral program represented by
a developed behavioral signature from the signature base. The behavioral signature includes critical API-calls by
malicious activity groups and reflects the frequency of their occurrence, as well as the nature of the interaction of
the critical API-features of the viral program and describes the relationship between the critical API-functions.
This makes it possible to differentiate virus programs from useful applications not only in the presence of critical
API challenges, but also in their interaction with each other. Classification is used to detect this. For the file-based
API that uses entanglement techniques, a method for detecting polymorphic and metamorphic viruses has been
developed based on an analysis of obfuscation functions. The peculiarity of the method is the analysis of the
software object and its modified versions, obtained from different modules, and further analysis based on the
search for equivalent functional blocks. This allows a more detailed analysis of the software object code for the
presence of polymorphic and metamorphic viruses.
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