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2. Peculiarities of proof in cases of fraud committed with the use of digital technologies

Pedepat/anoranis:

1. Incepraliito prUcCBsIY€HO KOMIJIEKCHOMY JOCJIiIPKEHHIO OCOOIMBOCTEN NOKa3yBaHHs 1aXpanCTB, yYYMHEHUX 3
BHMKOPHCTaHHSM I1(POBUX TEXHOJIOTIN. BUCBITIIEHO CTaH HAYKOBUX AOCJIIPKEHD 1010 NOKA3yBAaHHS MIaXPalCTBa,
BUYMHEHOT0 3 BUKOPUCTAHHSIM LIU(PPOBUX TEXHOJIOTIN. PO3IJISIHYTO BipTyasibHUI IIPOCTIp SIK CEpelOBuUllLe
axpaicTBa, BANHEHOTO 3 BUKOPUCTaHHSM HUPPOBUX TEXHOJIOTI. JlOCTiI>KeHO CYyTHICTh, 03HaKU Ta BUIU
maxpancTBa, BYNHEHOTO 3 BUKOPUCTAHHIM IU(PPOBUX TEXHOJIOTIN. Bu3HaYeHO K010 06CTaBYH, 110 MiAISraoTh
IIOKa3yBaHHIO y CIIpaBaX PO L1aXpaiCTBO, BUMHEHE 3 BUKOPUCTAaHHAM LU(POBUX TexHOJOriH. [IpoanasnizoBaHo
IpKepeJia IOoKa3iB y clipaBax [po MIaxpancTBO, BANHEHE 3 BUKOPUCTAHHIM LU(PPOBUX TEXHOJIOTIH.
OxapakTeprn30BaHO BUKOPUCTAHHS CIIE€Lia/IbHUAX 3HAHb y CIIPaBax PO MaxpatCTBO, BUNHEHE 3 BUKOPUCTAHHAM
M(PPOBUX TEXHOJIOTIN. BUCBiT/IeHO Tpo61eMU NOKa3yBaHHS Y CIIpaBax Ipo WaxpanCcTBO, BUMHEHE 3
BUKOPUCTaHHSIM LIM(PPOBUX TEXHOJIOTIN. [loBeeHO, 1[0 IPU3HAYEHHS CYLOBUX €KCIIEPTU3 € BaKJIMBUM

iHCTpYMEHTOM I1if] Yac po3CJifyBaHHs aXpancTB, 0COOINBO KOJIM HIEThCsI PO BUSIBJIEHHS MiIpOOIeHNX



JOKYMEHTIB, BUKOPUCTAHUX 3JI0YMHILISIMU IJ151 JOCSATHEHHS CBOIX Lisiel. KpUMiHAIICTUYHI €KCIIEPTU3N € OCHOBHUM
KJIACOM €KCIIEPTHU3, SIKi IPOBOIATHCS 1J1s 3'ICYBaHHS 0OCTaBUH, 1[0 MOXKYTh CTOCYBaTHUCS SIK CAMOTO IIaXpaicTBa,
TaK i KOHKPETHUX €JIEMEHTIB KpUMiHaJIIbHOTO IIPaBONIOPYLIEHHS, SIK-OT IIiAp0o06JieH] JOKYMEHTH, [Ie4aTKy, miAnucu
4y iHII IPeIMETH, 0 MAIOTh IOPUAAYHY 3HAYMMICTh. JJOCIIKEHO 3apyOiKHUI JOCBI] JOKA3yBaHHS Y CIIPaBax PO
IIaXpaliCTBO, BANHEHE 3 BUKOPUCTAHHSIM LU(PPOBUX TEXHOIOTIN. OXapaKTepru30BaHO MiXKHAPOLHE CIiBPOOITHULITBO
y CIIpaBax I1po MaxpaiCcTBO, BYNHEHE 3 BUKOPUCTAHHSIM UM(MPOBUX TEXHOJIOTINA. BcTaHOBIIEHO, O 17151 €(EKTUBHOI
npoTuii maxpanicTBaM, yYYMHEHUM 3 BUKOPUCTAaHHS LU(PPOBUX TEXHOJIOTIH, BXJINBO YHi(IKyBaTH: MeXaHi3MU
300Dy €JIEKTPOHHMX JIOKA3iB, OXOILIIOIOYY iX NPUUHSTHICTD y Cy[i; iIHCTPYMEHTU €KCTPaAMLii AJ1s1 MBUAKOTO

nepeclifyBaHHs 0Ci0, sIKi BUMHWIN KPUMiHaJbHI IPABOIIOPYIIEHHS B KibepIIpoCTOpi TOIIO.

2. The thesis is devoted to a comprehensive study of the peculiarities of proving fraud committed with the use of
digital technologies. The state of scientific research on proving fraud committed with the use of digital
technologies is highlighted. The virtual space as an environment of fraud committed with the use of digital
technologies is considered. The essence, signs and types of fraud committed with the use of digital technologies
are investigated. The author defines the range of circumstances to be proved in cases of fraud committed with the
use of digital technologies. The sources of evidence in cases of fraud committed with the use of digital
technologies are analysed. The use of specialised knowledge in cases of fraud committed with the use of digital
technologies is characterised. The problems of proof in cases of fraud committed with the use of digital
technologies are highlighted. It is proved that the appointment of forensic examinations is an important tool in the
investigation of fraud, especially when it comes to identifying forged documents used by criminals to achieve their
goals. Forensic examinations are the main class of examinations conducted to clarify the circumstances that may
relate to both the fraud itself and specific elements of a criminal offence, such as forged documents, seals,
signatures or other items of legal significance. The author examines foreign experience of proving in cases of fraud
committed with the use of digital technologies. The author describes international cooperation in cases of fraud
committed with the use of digital technologies. It is established that in order to effectively counteract frauds
committed using digital technologies, it is important to unify the following: mechanisms for collecting electronic
evidence, including its admissibility in court; extradition tools for the rapid prosecution of persons who have
committed criminal offences in cyberspace.
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