O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHHH 00J1iKOBHI HOMep: 0825U003914
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peectpaunii: 13-10-2025

Craryc: 3amanoBana

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. SIpommHCcekUil Mukosa CepriioBuy

2. Mykola Yaroshynskyi

KBasmigikamis:

InenTudikarop ORCHID ID: 0000-0001-6381-8588

Bupg, pucepranii: nokrop dinocodii

AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HayKOBOi cHIeniaIbHOCTI: 122

Ha3zBa HayKoBoi creniaJbHOCTI: KommiotepHi HayKu

lanyss / ralesi 3HaHb: iHdopMaLliiiHi TEXHOJIOTI
OcBiTHBO-HayKOBa Mporpama 3i CreniaJbHOCTi: Komm'ioTepHi Hayku
JlaTa 3axHcCTy:

CnenianbHICTB 32 OCBITOXO: TexHika i e1eKTpodi3rKa BUCOKUX HAMPYT

Micue po6oTH 34,00yBayva: IHcTuTyT Npobiiem MOJIeOBaHH B eHepreTui im. T. €. Tlyxosa HaujioHanbHOi

akazeMii Hayk YKpaiHu

Kopg 3a €IPIIOY: 05516949

Micue3Haxoa KeHHS: By [enepana Haymosa, Kuis, 03164, Vkpaina
dopma ByracHOCTI:

Cdepa ynpaBiiHHS: HaujonanbHa akaziemist HayK Ykpainu
InenTudgikarop ROR: He zacrocosyerscs

CeKTop HayKH: AkafemivyHui1



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT
Iudp cnenianizoBaHoi BYU€HOI pagH (pa30Boi Cleliagai3oBaHOi BYE€HOI pazu). PhD 11091

ITloBHe HaiMeHYBaHHSI IOPHUAHUYHOI OCOOH: [HCTUTYT IPO6IIEM MOJIENIOBAHHS B eHepreTul im. T'. €.

[lyxoBa HauionanbHoi akagemii HayK YKpaiHu

Kopg 3a €IPIIOY: 05516949

Micue3Haxoa KeHHS: By [enepana Haymosa, Kuis, 03164, Vkpaina
dopma BaacHOCTI:

Cdepa ynpaBiiHHS: Haujonanbna akaziemist Hayk Ykpainu
InenTugikarop ROR: He zacrocosyerscs

CeKTop HayKH: AkafemivyHui1

IV. BizomocTi n1po nmiznpueMcTBO, yCTaHOBY, OpraHisalliio, B sIKii 0yJ10
BUKOHaHO JHUCEPTALil0

IloBHe HaiMeHYBaHHSI IOPHUAHUYHOI OCOOH: [HCTUTYT IPO6IIEM MOJIENIOBAHHS B eHepreTul im. I'. €.

[lyxoBa HauionanbHoi akagemii Hayk YKpaiHu

Kopg 3a €IPIIOY: 05516949

Micue3HaxoO KeHHS: By [enepana Haymosa, Kuis, 03164, Vkpaina
dopma BaacHOCTI:

Cdepa ynpaBiiHHS: Haujonanbna akaziemist HayK Ykpainu
InenTudgikarop ROR: He zacrocosyerscs

CeKTop HayKH: AkagemivyHui1

V. BimoMocTi npo gucepraniio
MoBga guceprTaliii: Vkpaincbka
Koau TeMaTHYHHX PyOPHK: 20.54.02

Tema gucepranii:
1. MeTto[ BUSBJIEHHS HECYMICHUX BEPCIll CEPBICiB Nepe] pO3ropTaHHsIM PO3IOLiIEHUX IPOTPAMHUX CUCTEM

2. A Method for Detecting Incompatible Service Versions Prior to the Deployment of Distributed Software Systems

Pedepar:

1. Y po60oTi po3p0o6siIeHO METOJ, BUSIBJIEHHSI HECYMICHUX BepCill CEPBIiCiB Nlepes; PO3TOPTAHHSM PO3MNOiINIEHUX
IIPOrPaMHUX CHCTEM, 1110 3a0e31eyye aBTOMaTH30BaHe 6JI0KyBaHHS peJli3iB, 3aTHUX OPYMIUTU CyMicHICTb AP
Mertog 6a3yeTbcst Ha (popMali30BaHMX KPUTEPISAX CYMiCHOCTI IPUKJIAAHUX IPOrpaMHUX iHTepQeNCiB i 103BoJIsSE
nonepepkaTy BUHUKHEHHS KaCKaJlHUX BiIMOB Yy CKJIaJHUX iHQOpMaLilHUX cepefoBUIax. MeTa TOCIiIpKeHHS —
3a0e31e4yeHHs paHHbOI'O BUSIBJIEHHS KOHQJIIKTIB y MiXKCepBIiCHIN B3aeMo/ii, 1110 BUHMKAIOTh Yepe3 aCUHXPOHHI
3Minu API. Po3po6seHnii niaxin nigBuiye HafiliHICTb i cTabiIbHICTh (PYHKLIOHYBAHHS PO3IOJiJIEHUX CUCTEM,

MiHIMi3yI0uM pU3MKU Mif, Yac iX eBOJIOLiITHOrO po3BUTKY. OG'€KT ILOCTIIKEHHS — IPOLeC BUSBIEHHS HECYMICHUX



BEPCili CepBiciB 3 ypaxyBaHHsAM eBoJoLii APL [IpegMeT qOCiI)KeHHSI — METOJI, BUSIBJIEHHSI HECYMiICHUX BepCilt
cepBiciB nepen po3ropraHHaM. HaykoBa HOBU3HA Briepie CTBOPEHO METOJ, IKUI BifIpi3HAETHCS Bif, iCHYIOUMX
BUKOPHUCTaHHSIM (POpPMaIbHUX KpUTepiiB cyMicHOCTI API, 110 3a6e3neuyye aBToOMaTU4HE GJI0KyBaHHS HECYMICHUX
peJii3iB i rapaHTye y3rompKeHiCTb KOHQIrypauiil cepaiciB. Po3po6s1eHo nporpaMHe 3abe3ledeHHs 171 IepeBipKU
e(eKTUBHOCTI METOLY, SIKe peasisye aBTOMaTU30BaHy nepeBipKy cymicHocTi gRPC- ta JSON Schema-cepsgiciB i
interpyetbcs B Cl /CD-koHBeepu. Po3BrHeHo cTparerii MiHimizalii BIyiMBy HeCcyMiCHUX 3MiH yepes iHTerpariito
METO[y 3 IIPOLIECYaJIbHAM IiXOJOM: Ha [1IepPLUIOMY PiBHi 37iliICHIOETbCS 6JIOKyBaHHSI HECYMiCHUX BEpCill, a Ha
IpPyromy — T€CTyBaHHS CUCTEMHU B YMOBAX, HAOJIMKEHUX JI0 MPOLYKTUBHUX. 3MICT i pe3ysbTatu [IpoBeneHo aHani3
Cy4yacCHUX MiAX0iB [0 yIpasiiHHs eBoJolieto AP, Bussneno oomesxkenHs: DevOps Ta Cl /CD-1pakTuk, sIKi He
rapaHTyOTh PAHHBOTO BUSBJIEHHS KPUTUYHUX BiIMOB. 3alIpONIOHOBAHO «PeecTp cymicHOCTi API», 1110 aBTOMaTU4HO
nepeBipsie MiKCEPBiCHI 3aJI€5KHOCTI 11 (pOpMye CcLieHapii po3ropTaHHs Jiuile JJj1s1 CYMiCHUX KOHQirypauiil. CTBOpeHO
€KCIIepUMEHTAJIbHUI CTeH]] Ha OCHOBI Kubernetes, sikuil BifTBOpIoe peasibHi yMOBU (PYHKLIOHYBaHHS
PO3NOMINIEHUX CUCTEM i JO3BOJIS€ NOCIIKYBAaTU BIUIMB aCUHXPOHHUX 3MiH APl. EKcriepyuMeHTH 3acBiguunm
3/1aTHICTb CUCTEMU CBOE€YACHO 0JIOKYBAaTU HebGe3IeuHi peJsli3y Ta 3anobiraT KacKaJiHUM BiIMOBaM. BUKopucTaHHs
crpareriil Blue /Green-po3ropTaHHs Ta NepeMUKaHHs TpadiKy NifTBepAnIIO POOACTHICTb METOLY [JI CUCTEM i3
BMICOKOIO IMHAMIKOI0 3MiH. [IpakTnuyHe 3Ha4eHHS MeTo[ J03BOJIsIE aBTOMATUYHO BUSIBJIATU 1 YCyBaTU HECYMiICHOCTI
API me 10 po3ropTaHHs, 3HWKYIOUH KiJIbKICTb IHIUAEHTIB i BATPATH Ha IX YCYHEHHS. Moro inTerpauis y CI/CD-
npolecu 3abesnedye T04ATKOBUI pPiBeHb KOHTPOJIIO SIKOCTI Ta 60e3MepePBHICTb (PYHKILIIOHYBAHHS CEPBICIB, 0
0CO0JIMBO BaKJIMBO [1J11 KPUTUYHUX 3aCTOCYBaHb. Pe3yIbTaTi MOXKYTb OyTH BIPOBAIKEHI y KOMEPLIMHUX i
IlepKaBHYX OpraHizallisix, sIKi eKCIIyaTyloTh MaclITabHi po3IofisieHi cucTeMu — B eHepreTulli, TpaHCIIOPTi,
TeJIeKOMYHiKalisix, aBiauii Ta piHaHcoBiN cdepi. Anpobalis Ta nybsikauii Pesynbratu anpo6oBaHo Ha XLI HayKOBO-
TexXHiuHill KoHPpepeHuii monoaux yyenux ITIME HAH Ykpainu (2023), kpyriiomy croi “Meaningful Artificial
Intelligence” (2024), kondepenuii “Pe3unbeHTHICTh JuHaMiyHUX cucteM” (2024) Ta mibkHapogHili IEEE DESSERT
2024 (Adinu). Ony6sikoBaHo 12 npalp, cepes HUx 8 cratell y paxoBUX BULAHHSX, 4 3 SIKUX iHIEKCYIOTbCS y SCOpUs.

2. The research presents the development of a method for detecting incompatible service versions prior to the
deployment of distributed software systems, which ensures automated blocking of releases that may violate API
compatibility. The method is based on formalized criteria of API compatibility and enables the prevention of
cascading failures in complex information environments. The aim of the study is to ensure early detection of
conflicts in inter-service communication arising from asynchronous API changes. The developed approach
improves the reliability and stability of distributed systems, minimizing risks during their evolutionary
development. Object of research: the process of detecting incompatible service versions, taking into account API
evolution. Subject of research: the method for detecting incompatible service versions before deployment.
Scientific novelty For the first time, a method has been developed that differs from existing approaches by using
formal API compatibility criteria, ensuring automatic blocking of incompatible releases and guaranteeing the
consistency of service configurations. A software solution was created to verify the effectiveness of the method. It
implements automated compatibility checks for gRPC- and JSON Schema-based services and integrates seamlessly
into CI/CD pipelines. Existing strategies for minimizing the impact of incompatible changes have been further
developed through the integration of the proposed method with a procedural approach: at the first level,
incompatible versions are automatically blocked, while at the second level, the system is tested under conditions
close to production. Content and results An analysis of modern approaches to API evolution management was
conducted, and limitations of existing DevOps and CI /CD practices that do not guarantee early detection of
critical failures were identified. A novel “API Compatibility Registry” has been proposed, which automatically
checks inter-service dependencies and generates deployment scenarios only for compatible configurations. An
experimental testbed based on Kubernetes was developed, reproducing real-world operating conditions of
distributed systems and enabling the study of the impact of asynchronous API changes. The experiments
demonstrated the system’s ability to promptly block unsafe releases and prevent cascading failures. The use of
Blue /Green deployment and traffic switching strategies confirmed the robustness of the method for systems
characterized by a high rate of change. Practical significance The method enables the automatic detection and



elimination of API incompatibilities before deployment, reducing the number of incidents and the cost of their
resolution. Its integration into CI /CD processes provides an additional layer of quality control and ensures
continuous service operation, which is particularly important for mission-critical applications. The results can be
implemented in commercial and governmental organizations operating large-scale distributed systems,
particularly in the fields of energy, transportation, telecommunications, aviation, and finance. Approbation and
publications The results were presented at the XLI Scientific and Technical Conference of Young Scientists of the
H.E. Pukhov Institute for Modelling in Energy, NAS of Ukraine (2023), the round table “Meaningful Artificial
Intelligence” (2024), the scientific-practical conference “Resilience of Dynamic Systems” (2024), and the IEEE
International Conference on Dependable Systems, Services and Technologies (DESSERT 2024, Athens). A total of 12
scientific papers have been published based on the dissertation results, including 8 articles in peer-reviewed
journals, 4 of which are indexed in Scopus.
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