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Pedepar:

1. Y po60Ti po3po6s1€eHO MeTO, BUSIBJIEHHS HECYMICHUX BEPCiil CEpBiCiB Ilepe] PO3rOPTaHHSIM PO3IMOLiTEeHUX
IIPOrPAMHUX CUCTEM, IO 3a6e31euye aBTOMAaTU30BaHe 6JI0KyBaHHS peJlisiB, 30aTHUX NOPYMUTH CyMicHICTb APIL.
Mertopm 6a3yeTbcst Ha popmasi3oBaHMX KPUTEPISIX CYMiCHOCTI IPUKJIAAHUX IPOrpaMHuX iHTepdeciB i mo3BoJIsIe
nonepeykaTi BUHMKHEHHS KaCKalHUX BiIMOB y CKJIaIHUX iHPOpMaliliHUX cepelloBUIIaX. MeTa NOCiIKeHHS —
3a0€e31e4eHHs PaHHbOT'O BUSIBJIEHHS! KOH(JIIKTIB y MIXKCEPBICHIN B3a€MOii, 110 BUHMKAIOTh YePe3 aCUHXPOHHI
3Mminu API. Po3po6seHnnii miaxin nigBuiye HagilHICTb i cTabinbHICTD PYHKLIOHYBAHHS PO3NOLiIEHUX CUCTEM,
MiHIMI3yIOUM PUBUKM IIiJ] Yac iX €BOIOLIMHOr0 PO3BUTKY. O0’€KT NOCIiI)KEHHS — IPOLIEC BUSIBJIEHHS HECYMICHUX
BepCill cepsiciB 3 ypaxyBaHHAM eBoJoLii APL I[IpeIMeT JOCiI)KeHHs — METOJ, BUSBJIEHHSI HECYMICHUX BEPCiit
cepBiciB nepen, posropranHsam. HaykoBa HOBU3HA Briepiie CTBOPEHO METOJ, SIKUH Bifipi3HSETHCS Bifl iCHYIOYMX

BHUKOpHUCTaHHIM QOpMaIbHUX KpUTepiiB cymicHOCTI API, 110 3a6e3neyye aBToMaT4He 6JIOKyBaHHS HECYMICHHUX



periziB i rapanTye y3romkeHicTs KOHQirypauiii cepsiciB. Po3po6seHo nporpaMHe 3abe3rnedeHHs i epeBipKu
eeKTUBHOCTI METOY, sIKe peaslidye aBTOMAaTU30BaHy nepeBipky cymicHocTi gRPC- Ta JSON Schema-cepsiciB i
interpyetbcs B Cl /CD-koHBeepu. Po3aBuHeHO cTparerii MiHimizalii BIIIMBY HeCyMiCHUX 3MiH yepes iHTerpariito
METO[y 3 IPOLIECYaJIbHAM MiXOJO0M: Ha [1IEPLUIOMY PiBHi 3[ilICHIOETbCS GJIOKyBaHHSI HECYMICHUX BEpPCil, a Ha
IPYyromy — T€CTyBaHHS CUCTEMHU B yMOBAX, HAOJIMKEHUX [I0 MPOLYKTUBHUX. 3MICT i pe3ysbTatu [IpoBeneHo aHani3
Cy4yacHUX MiJX0iB [0 yIpaBiiHHs eBosolieto AP, BussieHo oomesxxenHst DevOps Ta Cl /CD-1pakTuk, sIKi He
rapaHTyIOTh PAHHBOTO BUSBJIEHHS KDUTUYHUX BiIMOB. 3alIpONIOHOBAHO «PeecTp cymicHOCTI API», 110 aBTOMaTU4HO
nepeBipsie MiKCEPBiCHI 3aJIE5KHOCTI 11 (pOpMye CLieHapil po3ropTaHHs Jiuile IJ1s1 CYMiCHUX KOHirypauiil. CTBOpeHO
eKCIIepMMEeHTaJIbHUI cTeH[, Ha ocHOBi Kubernetes, sikuil BiiTBOPIOE peasbHi yMOBU (PYHKLIOHYBAHHSI
PO3IMOMINIEHUX CUCTEM i JO3BOJIS€ NOCIIKYBAaTU BIUIMB aCUHXPOHHUX 3MiH APl. EKcriepyuMeHTH 3acBigdnnm
3aTHICTb CUCTEMU CBOEYACHO OJIOKYBATU HEOE3IEeYHi peJli3y Ta 3anobiraT KacKaJHUM BilMOBaM. BUKOpUCTaHHs
crpareriii Blue /Green-po3ropTtanss Ta nepeMuKaHHs Tpadiky miATBepauao po6acTHICTb METOAY IJ1s1 CUCTEM i3
BVICOKOIO IMHAMIKOI0 3MiH. [IpakTnyHe 3Ha4eHHS MeTo[ J03B0JIsIE aBTOMATUYHO BUSBJIATU 1 YCyBaTU HECYMICHOCTI
API e 10 pO3rOpTaHHSl, 3HWKYIOUM KiJIbKICTh iHIMIEHTIB i BUTpaTH Ha ix ycyHeHHs. Voro interpauis y CI/CD-
npolecu 3abesnevye NoJaTKOBUI PiBEHb KOHTPOJIIO SIKOCTi Ta 6e3NepepBHICTh GYHKIIOHYBAaHHS CEPBICiB, 10
0CO0JIMBO BaKJIMBO [1J11 KPUTUYHUX 3aCTOCYBaHb. Pe3yIbTaTi MOXKYTb OyTH BIPOBAIKEHi y KOMEPLIMHUX i
Ilep>KaBHYX OpraHizallisix, sIKi eKCIIyaTyloTh MaclITabHi po3IofiNieHi CUCTeMHU — B eHepreTulli, TPaHCIOPTi,
TeJIeKOMYHiKaljisix, aBiauii Ta piHaHCoBIN cdepi. Apobauis Ta nybsikanii Pesynbratu anpo6oBaHo Ha XLI HayKOBO-
TeXHiuHill KoHPpepeHuii monoaux yyenux ITIME HAH Ykpainu (2023), kpyriiomy croni “Meaningful Artificial
Intelligence” (2024), kondepenuii “Pe3usnbeHTHICTh JuHaMiyHuX cucteMm” (2024) ta mibxHapogHiii IEEE DESSERT
2024 (Adinu). Ony6sikoBaHo 12 npaup, cepef HUx 8 cratell y (paxoBUX BULAHHSX, 4 3 SIKUX iHAEKCYIOTbCS y SCOpUS.

2. The research presents the development of a method for detecting incompatible service versions prior to the
deployment of distributed software systems, which ensures automated blocking of releases that may violate API
compatibility. The method is based on formalized criteria of API compatibility and enables the prevention of
cascading failures in complex information environments. The aim of the study is to ensure early detection of
conflicts in inter-service communication arising from asynchronous API changes. The developed approach
improves the reliability and stability of distributed systems, minimizing risks during their evolutionary
development. Object of research: the process of detecting incompatible service versions, taking into account API
evolution. Subject of research: the method for detecting incompatible service versions before deployment.
Scientific novelty For the first time, a method has been developed that differs from existing approaches by using
formal API compatibility criteria, ensuring automatic blocking of incompatible releases and guaranteeing the
consistency of service configurations. A software solution was created to verify the effectiveness of the method. It
implements automated compatibility checks for gRPC- and JSON Schema-based services and integrates seamlessly
into CI/CD pipelines. Existing strategies for minimizing the impact of incompatible changes have been further
developed through the integration of the proposed method with a procedural approach: at the first level,
incompatible versions are automatically blocked, while at the second level, the system is tested under conditions
close to production. Content and results An analysis of modern approaches to API evolution management was
conducted, and limitations of existing DevOps and CI /CD practices that do not guarantee early detection of
critical failures were identified. A novel “API Compatibility Registry” has been proposed, which automatically
checks inter-service dependencies and generates deployment scenarios only for compatible configurations. An
experimental testbed based on Kubernetes was developed, reproducing real-world operating conditions of
distributed systems and enabling the study of the impact of asynchronous API changes. The experiments
demonstrated the system’s ability to promptly block unsafe releases and prevent cascading failures. The use of
Blue /Green deployment and traffic switching strategies confirmed the robustness of the method for systems
characterized by a high rate of change. Practical significance The method enables the automatic detection and
elimination of API incompatibilities before deployment, reducing the number of incidents and the cost of their
resolution. Its integration into CI/CD processes provides an additional layer of quality control and ensures
continuous service operation, which is particularly important for mission-critical applications. The results can be



implemented in commercial and governmental organizations operating large-scale distributed systems,
particularly in the fields of energy, transportation, telecommunications, aviation, and finance. Approbation and
publications The results were presented at the XLI Scientific and Technical Conference of Young Scientists of the
H.E. Pukhov Institute for Modelling in Energy, NAS of Ukraine (2023), the round table “Meaningful Artificial
Intelligence” (2024), the scientific-practical conference “Resilience of Dynamic Systems” (2024), and the IEEE
International Conference on Dependable Systems, Services and Technologies (DESSERT 2024, Athens). A total of 12
scientific papers have been published based on the dissertation results, including 8 articles in peer-reviewed
journals, 4 of which are indexed in Scopus.
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