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1. MeTop nigBUIEHHS 3aXUIIEHOCTI CTeraHOrpadivyHOro NoBiJOMJIEHHS HAa OCHOBI BUKOPHUCTAaHHS KJII0UOBOTO
eJieMeHTa

2. The method for increasing the security of steganographic message based the use of a key element

Pedepar:

1. Incepranifina po60Ta IpUCBIY€Ha pO3po0Li METOLY MiABUILEHHS 3aXULIEHOCT] CTeraHorpadiyHoro
IIOBiIOMJIEHHS HA OCHOBI BUKOPHUCTAHHS KJII0YOBOTO €JIeMEeHTa KOHTelHepa. Y poboTi po3pob6yieHo MeTor,
BOYZIOBYBAaHHSI JAHUX Y KOHTeHep-300pakeHHsI Ha OCHOBi LSB MeToqy, 1110 6a3yeThCsl HA BUKOPUCTAaHHI BUOPAHOTO
eJieMeHTa KOHTelHepa K KJII0YOBOTr0 eJIeMEHTA [1J1s1 MiABUIEHHS 3aXUI€HOCTI [MOBiTOMJIEHHS, 36ibIIeHHS
HiABUINWTY SIKICTh CUCTEM cTeraHorpadivyHoro 3axucry indopmauii. Po3pobseno meTton 36inbu1eHHs BapiaTUBHOCTI
aJIrOpUTMIB BOYJJOBYBaHHS cTeHOrpadiqyHoOro NoBilOMIIEHHSI HA OCHOBI yMOBHOTO iH(pOpMalliiiHOrO pe3epByBaHHs,
110 326e3M1e4YnsIo PaKkTopiaibHe 301IbIIEHHS MOXJIMBOI KiJIbBKOCTI aJIrOPUTMIB BOYZ0OBYBaHHS iH(popMallii Ta
MiJBUILEHHS JOCTOBIPHOCTI ITepeadi KJII0YOBOr0 €JIEMEHTA. Y JOCKOHAJIEHO METOI CUHTE3Y aJITOPUTMIB

BOYIOBYBaHHS CTEHOTPadivyHOro MOBiZOMJIEHHS] HA OCHOBI BUKOPHCTaHHS HAIJIMIIKOBUX IO3ULITHUX CUCTEM



YHMCJIEHHA, AKi KOHTPOJIIOIOTh TTIOMUJIKY, IO NaJ10 MOXJIMBICTh PO3MINPUTU MHOXKXURY aJIFOpI/ITMiB B6y,ILOBYBaHHH Ta

3a6€3MeYnTH MiABUIIEHHS TOCTOBIPHOCTI Nepefayvi MoBimoMIeHHS.

2. The thesis is devoted to the development of the method for increasing the security of steganographic message
based on the use of container key element. In this paper, the method for embedding the data into image container,
based on LSB method which is based on the use of selected container element as the key element to increase the
security of a message, the variability of algorithms for information embedding and the reliability of its
transmission, is developed, thereby improving the quality of the systems of data steganographic protection. The
method to increase the variability of algorithms for embedding a steganographic message on the basis of
conditional information reservation is developed, that has provided a factorial increase in the possible number of
algorithms for information embedding and the increase of the reliability of the key element transfer. Methods for
synthesizing of algorithms for steganographic message embedding have been improved on the basis of the use of
redundant positional notation systems, which control errors, that has made it possible to expand a set of
embedding algorithms and to ensure an increase in the reliability of message transmission.
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