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2. Structural steganographic transformation method to increase the bandwidth of a hidden data link

Pedepar:

1. BapanHik [I.B. MeTon, cTpyKTypHOro creraHorpagidyHoro nepeTBOpeHHs [jis NiIBUILEHHSI IPOITyCKHOI 31laTHOCTI
[IPUXOBAHOTrO KaHajy nepenadi gfanux. — KeasigikauiiHa HaykoBa Mpals Ha IIpaBax pyKonucy. Jlucepranis Ha
3100YTTSI HAYKOBOTO CTyIIeHs foKTopa ¢inocodii 3a cnenianphicTio 172 — eIeKTPOHHI KOMYHIKawii Ta pagioTexHika.
- XapkiBChKill HalliOHAJIbHUI YHIBEpCUTET pajiioesieKTpOoHikY, XapkKiB, 2024. Y nucepTaliiiHill po6oTi BupimeHa
HAyKOBO-TIPUKJIQJHA 337244, SIKA NI0JISTa€ B MiJBULIEHH] MBUAKOCTI IPUXOBAHOTO Y KOJJOBAHOMY BifleonoTowi
KaHaJly repejgadi BOyJoBaHUX MOBITOMJIEHD IJ1S1 3aJaHUX BJIACTUBOCTEN BiLE€OCEPBICIB 3 BAKOPUCTAaHHSIM OOPTOBHUX
inoxomyHiKaliliHKX cucTeM. Po3po6seHO TeXHOIIOr 0 ArdepeHLiiHOTO CTETaHOKOMIIPECITHOIO KOAYBaHHS
IIOCJIiIOBHOCTI BiJleOCETMEHTIB B 3aJI€XKHOCTI Bif piBHA iX iHPOPMATUBHOCTI 32 CTPYKTYPHO-CEMaHTUYHUM 3MiCTOM.
TexHJIOTiYHNM SIpOM € CTBOPEHMI METOJ, 3MillIaHOTO CTETaHOKOMITPECIMHOIO KOAYBaHHS B (POPMATOBAaHOMY
CTEraHO-TOJiaIMIHOMY 6a31Ci Ha OCHOBI BPaxyBaHHSI JOIYCTUMOI /171 CKOPOYEHHSI KiJIbKOCTi IPOCTOPOBOi

NO3MLIMHO-KOMOiHaTOPHOI HagMipHOCTI. 17151 BUpilIeHHsI HAyKOBOi 3a51a4i OOIPYHTOBYETHCSI HEOOXIAHICTD



YCYHEHHSI CyIIEPEeYHOCT], 1[0 BUHUKAE B NIPOLEC CyMiCHOrO BUKOPUCTAHHS CTETAaHOrPaQiyHMX Ta KOMIIPECIMHUAX
[IepeTBOPEHbD: 3 OHOTO 60Ky icHyI0ui iHpoKoMyHiKauiiHi TexHosorii (IKT) komyBaHHS CTBOPIOIOTHCS 6e3
BpaxyBaHHS MO>KJIMBOCTI IPUXOBAHOIO BOYIOBYBAaHHS IIOBiJOMJIEHD Y IIOCJiTOBHICTb BieocermeHTis (BC); 3 iHmoro
00Ky TeopeTrMyHa 6a3a Cy4yaCHUX cTeraHorpaiyHuX IepeTBOPEHD He B IIOBHIN Mipi BpaxOBy€e TEXHOJIOTIUHi
0CO0JIMBOCTI IIPOLIECIB CKOPOYEHHSI KiJIbKOCTi HAIMIPHOCTI Ta KOJyBaHHS. OOIPYHTOBYETbCS MiAXif As
KoMmIlpeciiiHoro konysaHHs BC 3 BOyiOByBaHHSIM [IPMX0OBaHOI iHpopmallii Ha OCHOBI: CTBOPEHHSI €IMHOI KOHL eIl
BiJHOCHO KOMIIP€CIIHOTO KOJyBaHHS KOHTeHepa Ta cTeraHorpaiyHoro BOyLoByBaHHs iHpopMallii
CTETaHOKOMIIPECiliHE KOJyBaHHS; BpaxyBaHHS B IIPOLECI CTETaHOKOMITPECIMHUX [1I€PETBOPEHD MO3ULIIHO-
KOMOIHATOpHI 3aJ1e5KHOCTI J71s1 3 BpaXyBaHHAIM ix TUIi3auii 3a piBHEM CTPYKTYPHO-CEMaHTUYHOI CKJIaIHOCTI;
BOYIOBYBaHHS IPUX0BaHoi iHdpopMalii 6e3rocepeHbO B AMHAMILLi IPOLeCy KOJyBaHHS Ta CTBOPEHHS I0TOYHOTO
¢dopmary BC.

2. Barannik D.V.. Structural steganographic transformation method to increase the bandwidth of a hidden data link.
- Scientific qualification work as a manuscript. Dissertation on the achievement of the Doctor of Philosophy
scientific level, specialty 172 - electronic communications and radio engineering — Kharkiv National University of
Radio Electronics, Kharkiv, 2024. In the dissertation, a scientific and applied problem is solved , which consists in
increasing the speed of the embedded message transmission channel hidden in the coded video stream for the
given properties of video services using on-board information communication systems. The technology of
differential steganocompression coding of a sequence of video segments has been developed, depending on the
level of their informativeness in terms of structural and semantic content. The technological core is the created
method of mixed stegano-compression coding in a formatted stegano-polyadic basis based on taking into account
the amount of spatial positional-combinatorial redundancy permissible for reduction. To solve the scientific
problem, the need to eliminate the contradiction arising in the process of the joint use of steganographic and
compression transformations is substantiated: on the one hand, existing information and communication
technologies (ICT) coding are created without taking into account the possibility of hidden embedding of messages
into the sequence of video segments (VS); on the other hand, the theoretical basis of modern steganographic
transformations does not fully take into account the technological features of the processes of reducing the
amount of redundancy and coding. The approach for compression coding of the VS with the embedding of hidden
information is substantiated on the basis of: creation of a single concept regarding compression coding of the
container and steganographic embedding of information, steganocompression coding ; taking into account in the
process of steganocompression transformations positional-combinatorial dependencies for taking into account
their typification according to the level of structural-semantic complexity; embedding hidden information directly
in the dynamics of the encoding process and creating the current format of the VS.
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