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Pedepar:

1. Incepraris Ha 3006y TTs cTyneHs fokropa dinocodii 3a crienianpHicTio 081 - «IIpaBo». — HanioHanpHa akageMis
BHYTpilIHiX cupaBs, Kuis, 2026. V nucepTalii TeOpeTUYHO y3arajabHEHO Ta PO3B’s13aHO KOMILJIEKCHY HayKOBO-
IIPUKJIAJHY 33714y, O NoJjsirae y popMyBaHHI METOMOJIOTIYHUX 3aCa, 3ACTOCYBaHHS MOKJIMBOCTEN Meflia y
PO3CJIilyBaHHI KpUMiHAJIbHUX [IPABONOPYIIEHD, @ TAKOXK PO3POOJIEHO CUCTEMY HAayKOBO OOI'PYHTOBAHUX
IIPOIIO3MLil i peKOMEeHIalliil, CIIPSIMOBAaHUX Ha BA,OCKOHAJIEHHS ePeKTUBHOCTI AislJIbBHOCTI CY0 €KTiB PO3CIIiIyBaHHS.
JocnifKeHo cTaH HayKoBOi po3po6KU ITpo6jieM BUKOPUCTAHHS Meia Y KpUMIHAJICTULL, 1110 3aCBiUUB HEJIOCTATHIO
TEOPETUYHY I METOJMYHY ONPaLlbOBaHICThb LIbOTO MUTAHHS, NIONPU 3HAYHUM iHTEepeC N0 CBOOOIN Lisi/IbHOCTI Meia,
iX KpUMiHaJIbHO-ITPABOBOI'O 3aXMCTY Ta BILJIMBY HA KDUMIHOTE€HHY CUTYaLlil0. Y Cy4YaCHMX YMOBax TpaHcpopmallii
iH(popmalifiHOrO IPOCTOPY, iIHTEHCUBHOTO PO3BUTKY MeJiaKpMMIHAJIITETy Ta 3pOCTaHHS POJli MeliafioKasiB
0COOJIMBO BOKJIMBAM € KOMILJIEKCHUI aHasli3 pU3UKIB i METO/IiB BUKOPUCTAaHHS MEiaKOHTEHTY IIPY PO3CJIiAyBaHHI
TSKKUX | pE30HAHCHUX 3JI04MHIB, y TOMY YMCJli BOEHHUX 37109UHIB. [IpoBeieHO aHali3 HOPMaTUBHO-TIPABOBOIO

PETYJIIOBaHHA JisSIBHOCTI MeZjia Mif 9yac po3CliyBaHHS KPUMiHaJIbHUX ITPOBAKEHb, 10 3aCBiAYNB MMPOKU



CIIEKTP PEryJISITUBHMX HODPM, SIKi BU3HAYaIOTh IIPAaBOBUI CTaTyC MeZia, PEXKUM JOCTYIy O iH(popMaLii, Mexi
KOHQineHIiltHOCTi, KpuTepii mpaBoMipHOCTI 06MEKEHHS IOCTYITy Ta rapaHTii mpodeciiiHoi AisIbHOCTI )XypHaJIiCTiB.
Y mociigykeHHi HaroJslomeHo Ha HeoOXifHOCTI BpaxyBaHHs cTaHgapTiB €CILJI npu ouiHILi [ONYCTUMOCTI 1OKa3iB Ta
3aKOHHOCTi OTPUMaHHA MeJliaMmarepiaiB. 3pocTaHHs poJii couianbHux nuatdopm (Facebook, YouTube, Instagram,
Viber, Telegram, WhatsApp) ZOKOPiHHO 3MiHMJIO MeXaHi3MU NomKpeHHs iHdopmallii, 1o noTpedye aganTaii
METO/IiB KPUMiHaJiCTUYHOTO BUKOPUCTAaHHSA MeZiia. BCTaHOBIEHO, 10 B yMOBaX BOEHHOTO CTaHy Ta
HIMpOKOMacIITabHoi 36poiiHOi arpecii npoTu YKpaiHu mMefiia BUKOHYIOTb KiJIbKa KJIIOYOBUX (PYHKLIN y
KpUMiHaIiCTUYHIN HisSJIBHOCTI: I)KepeJla ONepaTUBHOI iHpopMalii Tpo KpUMiHa/IbHI IPaBONOPYLIEHHS, MEXaHI3MY
dikcauii okaziB nopyueHb HOPpM MiXKHAPOHOTO T'yMaHITaApHOTO IIPaBa, iIHCTPYMEHTY aHaJli3y Ta epeBipKu
indopmatiii, 3acoby 3abe3neyeHHs B3aeMO/Iii CIiTUUX i3 XypHaIiCTaMu Ta CTUMYJIy PO3BUTKY METOMOJIOTI
BMKOPHMCTaHHS MEIiaKOHTEHTY. BUBYEHO OCBiJ, HOpPMATUBHO-TIPABOBOTO 3a6e3neyeHHs €C Ta MIPAaKTUKY OKPEMUX
KpaiH, 110 JEMOHCTPYE BUKOPUCTAHHA MeJiia SK IIOBHOLIHHOIO KPUMIHAJICTUYHOIO PECYPCY, IHTEIPOBAHOTO B
METOJUKY PO3CJIiZlyBaHHS, 3 3aKOHOJABYUM 6aslaHCOM MiX noTpebamu po3ciiifyBaHHs i cBob6omoro cinosa (ECHR,
GDPR, DSA, AVMSD, e-Evidence), incTuTyljioHani3alielo B3aeMOo/ii IpaBOOXOPOHHUX OPraHiB i3 TeseBi3iiHuMU
[IporpaMamMu po3HIyKy, KOMIIJIEKCHUMHU pekoMeHnpanismu mono OSINT Ta poboTu 3 e71eKTPOHHMMU Ao0Ka3aMu. [iig
Ykpainu Taki migxonu MOXKyTb OyTH iMIIJIEMEHTOBAHI Yepe3 3aKpilyIeHHsI IPoLiecyajlbHUX CTaHIAPTiB pOOOTH 3
mepia y KIIK, ctBopenHs cnenjanizoBanux nigpo3sninis OSINT-anamnisy, ykiageHHs yrog, i3 KII040BUMU
MeJiarpyrnamu Ta afanTalilo eBpOeChbKUX NPoLeayp [0 HalliOHaIbHOI IPAKTUKU. Y IACEPTallii PO3KPUTO
KPUMIiHaJiCTUYHUN 3MICT IIOHSTTS «TaKTUKA», IKUI BKJIIOYAE HE JIMIIE BHYTPIIIHIO OPraxisaliio Ail ciaiggoro, a u
3/1aTHICTb e(PeKTUBHO OPiEHTYBATUCS B MeJiallpoCcTopi, IporHo3ysaty iHdpopMallifiHi aTaku, HelTpanizyBaTu
IesindopmMaliito, 3a6e3nedyBaTy KOHQIAEHUIHICTh IaHUX Ta BUKOPUCTOBYBAaTH Me[lia SIK iHCTPYMEHT 360py
IIOKa3iB, BCTAHOBJIEHHS CBIJKIB i IiZ03PI0BaHMX, a TAKOK KOHTPOJIIO 32 PO3BUTKOM CJIiI40i cuTyalii. B ymoBax
30pOMHOr0 KOHQJIKTY TaKTUYHA KOMIIETEHIlisl HabyBae 0COOIMBOI 3HAUyLIOCTi. BCTaHOB/IEHO OCHOBHI TAaKTUKO-
KpUMiHaiCTUYHI 3aBIAaHHS BUKOPUCTAHHS Meiia: po3pOo06JeHHs Ta BIOCKOHAJTIEHHS KPUMIHaNiCTUYHUX TPUMOMIB i
MoJeJiell BIJIMBY Ha Mif03PI0BAHMX, CBiJIKiB Ta iHIINX Y4aCHUKIB KPUMIiHAJIBHOTO NIPOLECY; (POPMyBaHHs
ONTHMAJIbHUX TAKTUYHUX PillleHb; IPOrHO3yBaHHS PU3UKiB iHPOpMaLIiiHOrO BIUIUBY Ta Je3iHPopmallii;
MOJIEJIIOBAHHS CX€M [isJIbHOCTI OO0 MPOTUIii pO3CiigyBaHHIO. JJOCIIIKEHO MEeXaHi3MU ITPOTUil pO3CIiAyBaHHIO
Ta BU3HAUEHO POJIb MeJia y HelTpanisalii inpopManiiiHUX aTak 3a JOIOMOrOI0 IEPEKOHAHHSI, BAKOPUCTaHHS

[ICUXOJIOTIYHUX METOIiB Ta Ae3iHdopmaliii.

2. Dissertation for the degree of Doctor of Philosophy in the specialty 081 - «Law». - National Academy of Internal
Affairs, Kyiv, 2026. The dissertation theoretically generalizes and solves a complex scientific and applied problem
consisting in the formation of methodological foundations for the use of media capabilities in the investigation of
criminal offenses, and also develops a system of scientifically grounded proposals and recommendations aimed at
improving the effectiveness of the activities of investigation subjects. The state of scientific development of the
problems of media use in criminalistics has been examined, demonstrating the insufficient theoretical and
methodological elaboration of this issue despite considerable interest in the freedom of media activity, their
criminal-law protection, and their influence on the criminogenic situation. Under current conditions of
transformation of the information space, intensive development of media criminality, and the growing role of
media evidence, a comprehensive analysis of the risks and methods of using media content in the investigation of
serious and high-profile crimes, including war crimes, is of particular importance. An analysis of the legal
regulation of media activity during criminal proceedings has been conducted, showing a broad spectrum of
regulatory provisions that define the legal status of the media, the regime of access to information, the limits of
confidentiality, the criteria for lawful restriction of access, and guarantees of the professional activity of
journalists. The study emphasizes the need to take into account the standards of the European Court of Human
Rights when assessing the admissibility of evidence and the lawfulness of obtaining media materials. The
increasing role of social platforms (Facebook, YouTube, Instagram, Viber, Telegram, WhatsApp) has fundamentally
changed the mechanisms of information dissemination, which requires adaptation of the methods of criminalistic
use of media. It has been established that under martial law and large-scale armed aggression against Ukraine,



media perform several key functions in criminalistic activity: as sources of operational information on criminal
offenses, as a mechanism for recording evidence of violations of international humanitarian law, as a tool for
analyzing and verifying information, as a means of ensuring interaction between investigators and journalists, and
as a stimulus for developing the methodology for using media content. The experience of EU legal regulation and
the practice of certain foreign states have been studied, demonstrating the use of media as a full-fledged
criminalistic resource integrated into investigative methodology, with a legislative balance between the needs of
investigation and freedom of expression (ECHR, GDPR, DSA, AVMSD, e-Evidence), the institutionalization of
cooperation between law enforcement agencies and television search programs, and comprehensive
recommendations on OSINT and electronic evidence. For Ukraine, such approaches may be implemented through
the incorporation of procedural standards for working with media into the Criminal Procedure Code, the creation
of specialized OSINT analysis units, the conclusion of agreements with key media groups, and the adaptation of
European procedures to national practice. The dissertation reveals the criminalistic meaning of the concept of
«tactics,» which includes not only the internal organization of the investigator’s actions, but also the ability to
navigate effectively in the media space, predict information attacks, neutralize disinformation, ensure data
confidentiality, and use media as a tool for collecting evidence, identifying witnesses and suspects, and monitoring
the development of the investigative situation. Under conditions of armed conflict, tactical competence acquires
particular significance. The main tactical-criminalistic tasks of using media have been identified: the development
and improvement of criminalistic techniques and models of influence on suspects, witnesses, and other
participants in criminal proceedings; the formation of optimal tactical decisions; forecasting the risks of
information influence and disinformation; and modeling patterns of activity aimed at obstructing the investigation.
Mechanisms of counteracting the investigation have been studied, and the role of media in neutralizing
information attacks through persuasion, suggestion, and disinformation has been determined.
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