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V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TeMaTHYHHX PYyOPHK: 12.21.65.03

Tema gucepranii:
1. MO,U,C]II) Ta METO/], BUSIBJICHHS HU3bKOIHTEHCUBHUX aTaK Ha IIPUKJIIaJHOMY piBHi

2. Model and method of detecting low-intensity attacks of application level

Pedepar:

1. O6’eKT moCimKeHHs — ITPOLeC BUSIBJIEHHSI MEPEKeBUX aTak Ha BiAMOBY B 00CJIyTOBYBaHHI Ha ITPUKJIATHOMY PiBHI.
Meronu - Teopis ynpasiliHHS 6araToOpiBHEBUMU CUCTEMaMHU, TEOPisl MHOXKUH, TEOPisi MaCOBOTO OOCIyrOByBaHHS,
Teopist rpadis. Pe3ysbTaTul - Briepiie po3po6eHO MOJEIb BUSBIEHHS HU3bKOIHTEHCMBHUYX aTaK Ha BiIMOBY B
06CJIyrOBYBaHHI, 10 peasi3yloThCs BiTHOCHO web-cepBepy; Briepiue po3po6aeHO MOZEJb aHali3y HaBaHTaKEHHS
web-cepBepy Ha OCHOBI IMOBIpHOCTHO-4acoBUX rpadis; Blieplie po3po6IeHO METO], BUsIBJIEHHS Ta Kiacudikarlii
HU3bKOIHTEHCUBHMX aTaK TUITY "BilMOBa B 0OCJIyTOBYBaHHI" Ha web-cepsicu. BripoBaikKeHO - BIIPOBAJIKEHO B
HaBYaJILHOMY Ipoleci Kadenpu iHpokomyHikauinHoi iHxeHepii XHYPE B kypci "MeTony KOJIEKTUBHOTO 3aXUCTy
indopmanii’, mixaapoguuit TEMPUS npoext ENGENSEC (Educating the Next generation experts in Cyber
Security). 'ayy3b BUKOPUCTaHHS - Te€JIEKOMYHiKaliliHi Mepexi

2. The object of research - the process of detecting denial of service network attacks at the application level.
Methods - the theory of control of multilevel systems, the theory of sets, the query theory, the theory of graphs.
Results - the model for detecting low-intensity attacks such as denial of service attacks to web-server has been



developed; the model for analyzing the web-server buffer overflow based on probabilistic time graphs has been
developed; the method for detecting and classifying low-intensity attacks on application level such as "denial of
service" attacks on web-services has been developed. Introduced - implemented in the educational process of the
department of infocommunication engineering KNURE in the course "Methods of collective protection of
information", international TEMPUS project ENGENSEC (Educating the Next generation experts in Cyber Security).
The field of use is telecommunication networks
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