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1. MeTonu cuHTe3y 6araTo6aiTOBUX HEJIHIMHUX MiICTAHOBOK /1J14 MifiBUILEHHS €(PEKTUBHOCTI Cy4acHUX MUPiB

2. Synthesis methods of nonlinear multi-byte substitutions for modern ciphers efficiency improvement

Pedepar:

1. Incepraris npucBsyeHa po3pood1ii METOIiB CUHTEe3Y HeJIiHIMHUX MiJICTAHOBOK, 110 BOJIOAIOTh BUCOKUM PiBHEM
Kpunrorpa@iyHoi SIKOCTi 3 METOIO iiBULIeHHS e(PEeKTUBHOCTI CydyaCHUX KpuntorpadiuHux aaroputMis. Tak, ajs
CTBOPEHHS S-06JI0KiB MiICTAHOBKY BUCOKOI IKOCTi HA OCHOBI JJOCKOHAJIMX alre6paiyHMX KOHCTPYKLi 100yHOBaHi
METOJI CHHTEe3Y IIOBHUX KJIaCiB 6€HT-TIOCIiIOBHOCTE! Ta MOCifOBHOCTEN e BpeliHa, a TakoX JIiHIHHAX
PEKyPEeHTHUX IIOCJIiIOBHOCTE BEeJINKOi JOBKVMHU HAa OCHOBI BCiX i30MOpQHUX ysBeHb NoJiB ['anya. Ha ocHOBI
CHHTE30BaHUX JOCKOHAIMX alredpaiyHuX KOHCTPYKLil 0O0yA0BaHI KpunrorpadiyHi S-610ku NiiCTaHOBKY, 110
BOJIOZ{I0Th BUCOKOIO CTETIEHIO KpUNITOTpadivyHoOi SKOCTi: € BUCOKO HENiHITHUMU, BOJIOIOTh MiHIMasIbHOIO
KOpEJISILIi€l0 BEKTOPIB BUXOy Ta BXOJY, BiITIOBIIHICTIO KPUTEPII0 PO3NOBCIOIKEHHS, BEJIMKUMU MepiofamMmu
MMOBEPHEHHSI, Ta iHMKUMU TPUBAOIMBUMU KpUNTOrpadpiuHUMU BIaCTUBOCTIMU. PO3po6iieHi MeToiu 03BOISIOTh
CHHTe3 S-0JIOKIB MiJICTAHOBKU OyAb-SKOi JOBXUHY, IO MOXe OYTH peasizoBaHa OOUMCIII0BAJIBHOK TEXHIKOI0. Ha
OCHOBI nocsimoBHOCTe! Nie BpeiiHa CMHTe30BaHO €eKOHOMIUHI S-6JI0KY MiICTAaHOBKH, 110 03BOJISIOTH 3HAYHO

3MEHIIEHY 332 PECYPCOMICTKICTIO anlapaTHy Ta [IPOTrpaMHy peasiizallilo i Ipu LiboMy 30€epiraloTh BiAOBIIHICTD



OCHOBHMM KpUTEPisiM KpuntorpadivHoi sskocTi. [TokazaHo, 1110 Ha OCHOBI JOCKOHANUX anredpaiyHux KOHCTPYKIiN
TaKOX MOXYTb OYTH CUHTE30BaHi FeHepaTopH MCEeBAOBUINAIKOBUX KIIIOYOBUX TIOCTiIOBHOCTEH, SIKi BOJIOZIIOTh HE
TiZIbKY 6iIbLIOI0 KPUIITOTPadivyHOIO T CTOXACTUYHOIO SIKICTIO, ajie i O3BOJISIIOTh 6islblI MBUAKOIiI0UY pearizallilo,

IO BCTAHOBJIEHO B Hpoueci iX MaTeMaTU4IHOTO MOOETIOBAHHS.

2. Thesis is devoted to the development of methods of synthesis of the non-linear permutations according to the
highest standards of cryptographic quality in order to improve the efficiency of modern cryptographic algorithms.
In order to create the S-boxes with high quality based on perfect algebraic structures we developed methods of
synthesis of complete classes of bent sequences, de Bruijn sequences, and linear recurring sequences of great
length on the basis of all isomorphic representations of Galois fields. On the basis of synthesized advanced
algebraic structures we built cryptographic S-boxes having a high degree of cryptographic quality: high
nonlinearity, the minimum correlation between output and input vectors, respondent to the criteria of
distribution, with long periods of return to initial state, and other attractive cryptographic properties. The
developed methods allow the synthesis of any length of S-box that can be realized by modern computing devices.
Based on de Bruijn sequences we synthesized economical S-boxes that significantly reduced hardware and
software implementation and compliance to the basic criteria of the cryptographic quality. It is shown that on the
basis of perfect algebraic structures pseudo-random key sequences generators can also be synthesized have not
only higher cryptographic and stochastic quality but also allow a faster implementation, which was demonstrated
in the process of mathematical modeling.
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