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Pedepar:

1. Inceprarlist NpUCBsAY€HA BUPILIEHHIO aKTyaJbHOI HAyKOBO-IIPUKJIAJIHOI IPOOIeMHU MiJBUIIEHHS OCTOBIPHOCTI
KOHTPOJIIO LiliCHOCTi Ta aBTeHTUYHOCTI FPGA-6a30BaHNX KOMIIOHEHTIB KOMITIOTEPHUX CUCTEM IIJISIXOM PO3POOKHU
Mogesiel, MeTOIiB Ta 3aC00iB, OCHOBaHUX Ha cTeraHorpadiuHo-opieHTOBaHOMY 306epiraHHi, JOCTYIIi i1 06poOLi
KOHTPOJIbHUX JIaHUX. B po6OTi 3an1ponoHOBaHO cTeraHorpadpiuHo-opieHTOBaHI MOAE [J1s1 OCHOBHUX CKJIaIOBUX
3a0e31e4eHHs KOHTPOJIIO LiIIICHOCTI Ta aBTEHTUYHOCTI IporpaMHoro kogy FPGA-6a30BaHMX KOMIIOHEHTIB. Ha
OCHOBI X MogeJsieil po3pobJIeH0 MeTO, BOYZOBYBaHHS KOHTPOJIBHOTO LM(POBOTO BOJSHOIO 3HAKY B IIPOCTIP
nporpamMHoro kony FPGA-6a3oBaHux KOMIIOHEHTIB. Po3pobsieHo creraHorpadiuHo-opieHTOBAHMII METO, KOHTPOJIIO
uinicnocti FPGA-6a30BaHNX KOMIIOHEHTIB, SIKAI XapaKT€PU3y€eThCsl 30€PiraHHsIM KOHTPOJIBHUX JAHUX Y CKJIAJ|

111 (ppoBOro BOASIHOTO 3HAKY, BOYZOBaHOTrO B mporpamHuil kog FPGA. MeTtog, 103BOJIsI€ MiABUILATH LOCTOBIPHICTD

KOHTPOJIIO ITOPIiBHSIHO 3 BiJOMUMH IIiZIXOJaMH, 32 PaXyHOK 3MEHIIEHHS TUX CKJIaZOBUX [IOMUJIOK KOHTPOJIIO, SIKi



IIOB'SI3aHi 3 [ji€10 aTak Ha KOHTPOJIbHI [1aHi. 3alpONIOHOBAHO MOZEJIb SKUTTEBOI0 UK LisicHocTi FPGA-6a30oBaHuX
KOMITOHEHTIB Ta Ha il OCHOBI po3p06JIeHO METO]I, 3HIKEHHS 00YMCIII0BaIbHOI CKJIAHOCTI eTany Bajifallii Takux
KOMIIOHEHTIB Ilepe[] 3allyCKOM KOHTPOJIIO LijlicHOCTi. Ha OCHOBi OTPMMaHUX TEOPETUYHUX I10JI0KEHD PO3POOJIEHO
arnapaTHO-IPOrpaMHUI MOAYJIb Ta Habip MPOrpaMHUX iHCTPYMEHTAIbHUX 3aCO0iB, L0 B CYKYITHOCTI 3a0€311€4yI0Th
[IpoLeCcy KOHTPOJIIO 1iicHOCTI Ta aBTeHTUYHOCTI FPGA-6a30BaHMX KOMIIOHEHTIB KOMITIOTEPHUX CUCTEM

BiITIOBiTHO [10 3a[IPOTIOHOBAHOrO cTeraHorpadidvo-opieHTOBAaHOrO MiAXOy.

2. The dissertation is devoted to the solution of the actual scientific and applied problem, which deals with
increasing the reliability of integrity and authenticity monitoring of FPGA-based components of computer systems
by developing the models, methods and means founded on steganography-oriented storing, access and processing
of monitoring data. In the dissertation, the steganography-oriented models for principal constituents, which
provide the integrity and authenticity monitoring for program code of FPGA-based components are proposed,
namely: a model of a steganographic medium for extra data bits in the environment of FPGA-based components
program code; a model of an embedding path of extra data in the program code space of FPGA LUT-units; a model
of a steganographic LUT-container and the one of a steganographic key for stego-container of such type. The
mentioned models are characterized by their taking into consideration the following: dual program code
representation of elementary FPGA parts; the nature of links between FPGA units, and the restrictions, which are
imposed by FPGA structure on the usage of LUT-units as elementary target parts of embedding; FPGA program
code structure; the peculiarities of FPGA operation modes. The presence of dual program code representation of
elementary FPGA parts has allowed to reveal the functional redundancy of this representation and used it
(redundancy) for the hidden extra data embedding into FPGA-based components program code. On the foundation
of the mentioned models a steganography-oriented method of the monitoring digital watermark embedding into
the space of FPGA-based components program code has been developed. The developed method is characterized
by the usage of natural functional redundancy of the FPGA chip program code and allows to hide the presence of
monitoring data and the fact of integrity /authenticity monitoring execution in regard to the corresponding FPGA-
based components. These features of the method make its results more strong to the traditional stegoanalysis. The
steganography-oriented method of FPGA-based components integrity monitoring, which stores the monitoring
data by embedding them into the components program code in the form of digital watermark, was developed. This
permits increasing the monitoring reliability due to hiding both the monitoring data and the fact of monitoring
execution under the conditions of probable attacks on monitoring data. The estimation method of monitoring
reliability of information objects integrity of the FPGA program code under the conditions of combined usage of
traditional and steganographic approaches to the monitoring data storing, has been developed. The research of
this method and estimation of steganographic constituent contribution in providing the monitoring system
reliability under the conditions of attacks on the monitoring data have been carried out. A model of FPGA-based
components integrity life cycle is proposed. On the basis of this model a method of computational complexity
decrease of the stage of FPGA-based components validation before integrity monitoring starting has been
developed. The method is founded on the analysis of LUT units activeness at their outputs and address inputs. This
permits simplifying the stage of FPGA-based components validation due to the preliminary estimation of the LUT
units dynamics activeness at the specific operation modes in the specific scenarios of integrity violation. On the
foundation of the obtained theoretical principles a set of software and hardware modules, which in total provide
the processes of integrity and authenticity monitoring of the computer system FPGA-based components in
accordance with the proposed steganography-oriented approach has been developed. The usage of the developed
software and hardware set as well as the proposed models and methods under the conditions of attacks on the
monitoring data has allowed to increase the reliability of the mentioned types of monitoring as compared to the
one (reliability), which is provided by the well-known means of monitoring. Wherein the developed means permit
increasing the monitoring reliability not only due to the introduction of the extra protection stages of monitoring
data but also by creating the new qualities which are substantial for the processes of integrity and authenticity
monitoring of FPGA program code, namely: hiding the presence of monitoring data and the fact of monitoring
procedure execution with respect to the given FPGA-based component; the formation of integrated whole of FPGA



program code object and monitoring data; the absence of monitoring data effect on both the operation and
characteristics of FPGA-based component and a size of its program code
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