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1. Tpumyk O. M. CuMmeTpuuHa KpunrorpaiyHa cucrteMma Ha gudepeHiiaabHIX IepeTBOpeHHX. — KBamigikauiliHa
HayKOBa ITpallsl Ha IIpaBax pyKonucy. Jlucepraris Ha 3M00yTTsI HAYKOBOTO CTYIEHs AOKTopa dinocodii 3a
crieniasipHicTIO “125-Kibep6esneka”. — [lep>xaBHuil yHiBepcutet “KuiBcbkuil aBianiiinuit inctutyT”, JepkaBHu
yHiBepcuTeT iHpopMaLiliHO-KOMYHIKallilHUX TexHoJorii, Kuis, 2025. [lucepralis NpucBSYeHa BUPIlIEHHIO
aKTyaJIbHOTO HayKOBOT'O 3aBJJaHHS, CYTHICTb SIKOTO IOJISITA€ B PO3POOJIEHHI Ta JOCiIKEHHI CUMETPUYHO]
KpurnrorpadiyHoi cucteMu 3axucTy iHdopmalii Ha audepeHiaTbHIX IIepeTBOPEHHSX. BcTaHOBIEHO, o npobiema
Kibepbe3neKy B Halll Yyac HabyBae 0COOJIMBOI aKTyasbHOCTI. [TokasaHo, 1110 mepul 3a BCe Mif, 3arpo3y 3j1amy
niAnanaoTs icHy0Yi KpunrorpadiyHi cucrtemu 3axucty iHgpopmatii. JloBeieHo, 10 MoAablie 3arOCTPEHHS
Kibep6e3neKoBoi cuTyallii B CBiTi CIOHyKae 10 PO3BUTKY HOBITHIX BiTYM3HSHUX KpunTtorpadiynux cucrem. Tomy B

Iycepralii 32 MeTy IIOCTaBJIeHO MMiJBUIIEeHHS e(peKTUBHOCTI KpunTorpadivHoro 3axucTy MoBHOI iHdopmaii 3a



PaxyHOK 30i/IbIIE€HHS KiJIbKOCTi OnepaLiil Ta 4aCcy KpUIITOaHali3y, a TAKOK 3MEHIIEHHS IMOBIDHOCTI NiIO0PY KJII04Ya
mundpyBaHHa. OCHOBHI HayKOBi Ta MPaKTU4Hi pe3ynbTaTy. [IpoaHanizoBaHO YMHHUKY, 10 HETATUBHO BIUIMBAIOTh HA
KibepobopoHy Aep>kaBu. 3po61eHO BUCHOBOK [P0 HEOOXiAHICTb [104aIbIIOrO PO3BUTKY HalliOHAJIbHUX
KpunTtorpadpiyHux cUCTeM. 3'ICOBaHO, 10 BiIOMi KpUIITOCUCTEMU € MOTEHLiIMHO HECTIMKUMU JJO KBAHTOBOTO
KpunToaHasnizy. O6rpyHTOBaHO BUJ, iHpopMallii, siKa NifsiraTUMe 3aXUCTy B PO3POOJIIOBaHil KpUITOCUCTEMI.
OrpuMara rnojaabnuil pO3BUTOK MaTEMATUYHA MOZEJb CUMETPUYHOI KpUIITOrPadivyHOi CUCTEMU 3aXUCTY
iHgopmaliii, Ka 3a paxyHOK 3aCTOCYBaHHsI [/ 1N PYBAHHS MOBHOI iHpopMallii iHTerpasbHOro piBHSIHHS
®pexrospma nepuoro poay Ta gudepeHuiaabHUX IepeTBOPEHbD, a IJ1s1 PO3MWN(PYBAHHS — METOAY PeryJisipu3allii,
IvdepeHLiaTbHYX [IepeTBOPEHb Ta HEKOPEKTHOCTI BUPillleHHs] 06epHEHOI 3a71a4i KpUIITOaHAaIi3y, 103BOJIsIE
3a0€31eYUTH rapaHTOBaHy TEOPETUYHY Ta IIPAKTUYHY KPUIITOCTIMKICTb. Y pe3ysibTaTi B peaJbHOMY MaclITabi yacy
3[1iICHIOETBCS IM(PPYBAaHHA Ta PO3IIM(PYyBaHHSI MOBHOI iH(popMmallii, 1Ka 0JAETbCI MAaTEMATUYHUMU MOJIEJISIMU
rapMOHIYHUX CUTHAJIiB. Po3pobiieHa kpunrorpadiyHa cuctemMa 3 Kiodem mudpyBaHHs y 8 AUCKPET 3abe3nevye:
30ibLIeHHS 3 256 10 16 777 216 KinbKOCTi onepatiil 3 nigbdopy kiova mudpyBaHHs MOPIBHSHO 3 BiJlOMOIO CUCTEMOIO
3 JOBXXUHOIO KJto4ya mudpyBaHHs y 8 6iT; 30inblIeHHs yacy KpunroaHanidy 3 0,003 ni6 no 194 1i6; 3MeHLIeHHs
MMOBIPHOCTI Nifg6opy Kio4ya mudpyBaHHs. Briepiie po3po6eHo MeTO, TeHepyBaHHS KJII04iB IN(pPYyBaHHS B
CHMEeTPUYHIN KpunrorpadiyHiii cuctemMi 3ax1CTy MOBHOI iHpoOpMaliiil B IKOMY 32 paxyHOK BU3HAY€HUX BUMOT JIO
KJII04iB MK PYBaHHS, SIKi € siApaMy iHTerpajbHUX piBHSIHb OpenrosbMa Nepiioro pony B pesKUMi PeasibHOTO yacy
reHEePYEThCS HEOOXiIHA KiJIbKICTh KJIIOUiB Y BUIJISIAI MHOXMHYU AUCKPET AU epeHLialbHUX CIIEKTPIB €J1EMEHTapHUX
dyHKILIH, 10 103BoJIsIE 326€3M1eYNTH BUCOKY SIKiCTh Ta OJJHOYACHO HATiMHICTh Iepenayi 3aXuieHoi MOBHOI
indopmauii. Ha ocHOBI po3p0o6yieHOro METOly 3reHepOBaHO 6a3y JaHWX KJIo4iB K@ pyBaHHs.HabyB nopanbsuoro
PO3BUTKY METOJ], KpUIITOrpapiyHOro 3aX1MCTy MOBHOI iH(popmallii, IKuil 32 paXyHOK BUKOPUCTaHHS
IvdepeHLiaTbHIX IEPETBOPEHD, SIKi 3a0€3Me4YyI0Th TEOPETUYHY KPUIITOCTIMKICTh Ha PiBHI KiJIbKOCTI IUCKPET
IvdepeHLiaJbHOTO CIIEKTPa, BU3HAYEHUX 32 I[iJIOYUCIIOBOrO apryMEHTY Ta MPaKTUYHY KPUIITOCTINKICTD,
3abe3nevyyBaHy 4yTJIMBICTIO IapaMeTpa peryasapusallii 1o 3afadi KpUITOaHali3y Ha BCbOMY Jianla3oHi Horo
icHyBaHHS, 103BOJIsIE B PESXKAMI PEAJIbHOTO Yacy Wn@pyBaTH Ta po3mnppoByBaTH MOBHY iHpOpPMaLLilo, IOJaHY
MOJeJIIMU FapMOHIYHUX CUTHAJTiB. PO3po6yieHuni MeTo 3 TOUHICTIO 10 IapameTpa peryJspusaliii 3abesnedye
TOuHe po3mndpyBaHHs MOBHOI iHpOpMallii, sIka OIIUCY€ETHCSI 0OEPHEHOI0 HEKOPEKTHOIO 33ja4€el0 y BULJISIAI
iHTerpasibHOro piBHSIHHA Openrosbma nepuoro poay.JoseneHo, 0 rapaHTOBaHa TEOPETUYHA KPUIITOCTINKICTb
BM3HAYAETHCS KUIBKICTIO OUCKPET AU(EPEHLIATbHOTO CIIEKTPA, @ IPAKTUYHA KPUIITOCTIMKICTD 3a0€3MeYy€eThCs
HEpO3B'SI3yBaHiCTI0O 06€pHEHOI HEKOPEKTHOI 3a7adi. [JoCTOBIpHICTh pe3yIbTaTiB HifTBEPIKEHO iX 301KHICTIO 3
pe3yJIbTaTaMU BiZJOMUX OCJiIKEHb, BiATIOBIIHICTIO OTPUMAaHUX TEOPETUYHUX PE3YJIbTATIB 3 pE3yJIbTaTaMU

004K CII0BaIbBHUX €KCIIEPUMEHTIB. BripoBamkenHs peaynbTartis: 'l 3C Ykpainu; JKBI imeni C. I1. Koponbosa; TOB
“Caitdep”. HaykoBe 3Hau€HHS AMCEPTALlii [10JISITa€e B MOJAJIbIIOMY PO3BUTKY BiTUM3HSIHUX CUMETPUYHUX
KpunrorpadiyHux cucTeM 3axucTy iHpopmalii. [TpakTuyHe 3HaYeHHs JucepTallii 10Jsrae y MOXJIUBOCTI
PO3p006JIEHHS HOBUX allapaTHUX, IPOrPaMHO-aNapaTHUX Ta IPOrPaMHUX KPUIITOrpadiyHuX 3aC00iB 3aXUCTy MOBHO]
iHdopmauii.

2. Hryshchuk O. M. Symmetric cryptographic system based on differential transformations. - Qualification
scientific work in the form of a manuscript. Dissertation for the degree of Doctor of Philosophy in the specialty
“125-Cybersecurity”. — State University “Kyiv Aviation Institute”, State University of Information and
Communication Technologies, Kyiv, 2025. The dissertation is devoted to the solution of an actual scientific
problem, the essence of which is the development and research of a symmetric cryptographic system of
information protection based on differential transformations. It has been established that the problem of cyber
security is gaining special relevance nowadays. It is shown that, first of all, existing cryptographic information
protection systems are at risk of being hacked. It is proved that the further aggravation of the cybersecurity
situation in the world encourages the development of new domestic cryptographic systems. Therefore, the
dissertation aims to increase the efficiency of cryptographic protection of speech information by increasing the
number of operations and cryptanalysis time, as well as reducing the probability of a brute force encryption key
selection.Main scientific and practical results.Factors that negatively affect the state's cyber defense are analyzed.



A conclusion is made about the need for further development of national cryptographic systems. It is found that
known cryptosystems are potentially susceptible to quantum cryptanalysis. The type of information that will be
protected in the developed cryptosystem is substantiated.The mathematical model of a symmetric cryptographic
information protection system has been further developed, which, due to the use of the Fredholm integral
equation of the first kind and differential transformations for encryption of speech information, and the
regularization method, differential transformations, and the incorrectness of solving the inverse cryptanalysis
problem for decryption, allows ensuring guaranteed theoretical and practical cryptoresistance. As a result,
encryption and decryption of speech information, which is provided by mathematical models of harmonic signals,
are carried out in real time. The developed cryptographic system with an encryption key of 8 discretes provides:
an increase from 256 to 16,777,216 in the number of operations for selecting the encryption key compared to the
known system with an encryption key length of 8 bits; an increase in cryptanalysis time from 0.003 days to 194
days; a decrease in the probability of brute force encryption key selection.For the first time, a method for
generating encryption keys in a symmetric cryptographic system for protecting speech information has been
developed, in which, due to the specified requirements for encryption keys, which are the kernels of Fredholm
integral equations of the first kind, the required number of keys is generated in real time in the form of a set of
discrete differential spectra of elementary functions, which allows ensuring high quality and at the same time
reliability of the transmission of protected speech information. Based on the developed method, a database of
encryption keys has been generated.The method of cryptographic protection of speech information has been
further developed, which, due to the use of differential transformations, which provide theoretical
cryptoresistance at the level of the number of discrete differential spectrums defined by the integer argument and
practical cryptoresistance, provided by the sensitivity of the regularization parameter to the cryptanalysis problem
over the entire range of its existence, allows real-time encryption and decryption of speech information provided
by harmonic signal models. The developed method, with accuracy up to the regularization parameter, provides
accurate decryption of speech information, which is described by an inverse ill-posed problem in the form of an
integral Fredholm equation of the first kind.It is proven that guaranteed theoretical cryptoresistance is determined
by the number of discretes of the differential spectrum, and practical cryptoresistance is ensured by the
unsolvability of the inverse ill-posed problem. The reliability of the results is confirmed by their convergence with
the results of known studies, the correspondence of the obtained theoretical results with the results of
computational experiments. Implementation of results: General Staff of the Armed Forces of Ukraine; S. P. Korolev
Zhytomyr Military Institute; “Cypher” LLC. The scientific significance of the dissertation lies in the further
development of domestic symmetric cryptographic information protection systems. The practical significance of
the dissertation lies in the possibility of developing new hardware, software-hardware and software cryptographic
means of speech information protection.
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