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Pedepar:

1. Inceprariist npucBsYeHa po3podiii Ta yIOCKOHATIEHHIO cTeraHorpadivyHux MEeTOIiB IPUXOBYBaHHS iHpopmarii y
CTPYKTYpY (paiisioBOi CUCTEMU LIJIIXOM IlepeMilllyBaHHs KiacTepiB. Po3po61ii crioco6iB OLiHKY 3a3HaY€HUX METOIiB
Ta MO>KJIMBOTO CIIOCOOY BUKOPMCTaHHS. MeTOI0 AucepTaliiiHOi poO0TH € MiJBUIIEHHS IIPOIYCKHOI 3HaTHOCTI
KJIACTEPHUX CTEraHOCHUCTEM IIpU 3a6e3reyeHHi HeoOXigHOI CTIKOCTI 10 HECAHKIIIOHOBAHOTO 1€ TEKTYBaHHSI
npuxoBaHoi iHopmatii. ¥ nepmomy poszini nuceptauii (JJocaimkeHHs TeXHOJIOTiN HociiB iHdopMmalii Ta
BJIaCTUBOCTEN (HaiiJIOBUX CUCTEM) BUKOHAHO aHaJli3 aKTyaJIbHOIO CTaHy PO3BUTKY TEXHOJIOTIH (Pi3MYHMX HOCIiB
indopmauii. 30kpema, npoaHani3oBaHi Taki TexHoorii sk HDD ta SSD. HagaHo nporuos mogo po3BUTKY
TEXHOJIOTi! HociiB iHdpopmauii. Takoxk MpoaHasizoBaHi poO3NOBCIOAKEH] (aloBi CUCTEMH, BUKOHAHO X
NOPiBHSIIIbHUI aHai3. 3a pe3ysibTaTaMy aHajlizy 00paHo QaiyioBy CUCTEMY [JIs1 IOAAJIBLIOTO AOCIIPKEHHSI.
BupimeHa nepia 4acTKoBa 3aa4a AOCHiIPKEHHS: TOCIIiI)KEHHS Cy4aCHUX i epCIeKTUBHUX METO/IiB 30€piraHHs
indopmauii, BracTuBocTeil GisMYHMX HOCIIB Ta TUIIB QaiJIOBUX CUCTEM, aHATI3 iICHYIOUMX METO/IB

creraHorpadiqyHoOro pUx0OBYBaHHS y CTPYKTYPi PaiisioBux cucteM. Y apyromy poszisi (Pospobka metomy



MigBUIIEHHS IPOIYCKHOI 30aTHOCTI KJIACTEPHUX CTETAaHOCUCTEM Ta NOCJIiJI)KEHHS BIaCTUBOCTEMH) IETATIbHO
rpoaHastidoBaHa (ainosa cucrema FAT32, gk eTasoHa cucrtema i3 ciMelCcTBa KiacTepHuX (PanioBUX CUCTEM.
Taxosx mociizpKeHi Ta IpoaHasi3oBaHi BJaCTUBOCTI CTPYKTYpU (PaiiyioBoi CUCTEMMU IO CIIPUSIOTh IPUXOBYBaHHS
[IOBiIOMJIEHHS Y CTPYKTYPY (aisioBoi cuctemu. Haiano MaTeMaTUdHy MOZEJb METOLy IPMXOBYBaHHS iHpoOpMaliii
IJISIXOM MepeMilllyBaHHSI KJIaCTePiB IOKPUBAOUMX (aiiliB. BupimeHo Ipyry 4acTKOBY 3aa4y JOCiIPKEHHSL:
PO3poOKa METOy MifBUIEHHS IPONTYCKHOI 3[laTHOCTI KJIaCTEPHUX CTeraHocUCTeM. Briepiuie oTpuMaHo MeTog,
IiABUILEHHS IPOMYCKHOI 3aTHOCTI KJIaCTEPHUX CTEraHOCUCTEM Ha OCHOBI YpaxyBaHHsI 104ATKOBOI 3aJ1€5KHOCTI
MiCIIb PO3MIllEHHS KJIaCTePiB y MeXXaxX OJHOTO IOKPUBAoYoro panny cucTeMu. Y TpETbOMY PO31isi (AHai3
METOJIiB IPUXOBYBaHH4 iHdopMalii Ta yOCKOHAJIEHHS] MATEMaTUYHOI MOJIeJli OLIiHKM OCHOBHUX I1apaMeTpiB
KJIaCTEPHUX CTEraHOCHUCTEM) IIPOAHaJi30BaHO AOCII)KyBaHi METOIA HA MOKJIMBUY PO3Mip IIPUXOBYBAEMOTO
NIOBiIOMJIEHHS Y 3aJIEXKHOCTI Bifi pi3HUX BUXiIHUX NapaMeTpiB. OTpUMaHO GOPMYJIH, 32 SKUMU MOXJIMBO OLiHUTU
MaKCHMMAaJIBHO MO>KJIMBUAY PO3Mip CTETaHOTPAMMU Y 3aJIEXKHOCTI Bill KJIIOYOBUX [1APAMETPIB (KiJIbKiCTh, IOPSIAOK Ta
po3mip noxkpusatouux ¢aiis). HaBegeHo rpadiky, siKi HQOYHO JEeMOHCTPYIOTh 3aJIe5KHICTh pO3Mipy cTeraHorpaMu
BiJl KJIIOUOBMX [1aPaMETPiB METOiB.TaKOX OL[iHEHO PiBEHb 3aXUIEHOCTI IPUXOBAHOTIO MOBIIOMJIEHHS 10
IeTEeKTyBaHHS, LIJISIXOM aHaJli3y CEPeHbOro PiBHA (pparmeHTalii ¢paityioBoi cucTeMu Ta pparMeHTalii KO>KHOTO
nokpuBarydoro daiiny. Pe3ynbraty oLiHKM OTPUMAaHO IIJISIXOM CTaTUCTUYHOTO aHasli3y piBHS ¢pparmeHTarii
KOMITIOTEPHHUX CUCTEM i3 1abopaTopill XapkiBCbKOro HallioHaNbHOTO yHiBepcuTeTy imeHi B. H. Kapazina. 3a
pe3ysbTaTaMu CTaTUCTUYHOIO aHaji3y HaZaHo 3JIMOK (PAlIOBUX CUCTEM 3 TOUKU 30PY PiBHS (parMeHTali,
HalOinb1 (PparMeHTOBAHUX TUIIIB (aAlIiB Ta CII0COOY BUKOPUCTaHHS KOMITIOTEPHUX CUCTEM. 3a pe3yJibTaTaMu
IAHOTO aHaJli3y Ha/laHo JaHi 11070 MOXKJIMBOTO PO3Mipy ITPUXOBYBaEMOTO MTOBiIOMJIEHHS Y TaKuil coci6, 106
piBeHb (pparmeHTallii NOKprUBaOUMX (PaiiB OyB y MeXax cepeiHboro piBHs (ailoBoi cucteMu. TakoxX HaZaHO
ONMC PO3NOBCIOIKEHUX IPOrPAMHMX peaslisallii 0 iMIJIEMEHTYIOTh ONMCaHi BUILIE CUCTEMU BUKOPUCTAHHS
METO[IiB IPUXOBYyBaHH4 iHdopmauii. 3po6seHO MOPIBHANBHMI aHajIi3 Ta HAIAHO OLiHKY BilOMUX ITPOTPAMHUX
peaJtizalliii Ik 64 BOHM TaKO>X BUKOPUCTOBYBAJIM PO3pO06JIeHi y aHiil po60Ti MeTOAM [IPpUXOBYBaHHS iHpopMallii, sIK
KOMIIOHEHT Yy CBOI airopuTMax. HajjaHo BUCHOBOK, 1[0 ONKCAaHI METOIY JO3BOJISIOTh 3HAYHO PO3IIMPUTH
(yHKIiOHaJ peani3oBaHMUX IPorpam Ta,/abo METOLM MOXKYTb HAIaTH albT€PHATUBY, Y pa3i KOJIA BHYTPIlIHi

iHCTpYMEHTHU IIporpaM BUKOPHCTOBYBAaTH HEJLOPEYHO.

2. The dissertation is devoted to the development and improvement of steganographic methods of hiding
information in the structure of the file system by mixing clusters. Development of a model for evaluating these
methods and possible uses. The purpose of the dissertation is to increase the bandwidth of cluster steganosystems
while ensuring the necessary resistance to unauthorized detection of hidden information. The first chapter of the
dissertation (Research of media technologies and properties of file systems) analyzes the current state of
development of technologies of physical media. In particular, technologies such as HDD and SSD are analyzed. The
forecast on development of technologies of data carriers is given. Common file systems are also analyzed, their
comparative analysis is performed. Based on the results of the analysis, a file system is selected for further
research. The first partial research problem is solved: conducted research on modern and promising methods of
information storage, properties of physical media and types of file systems, analysis of existing methods of
steganographic hiding information in the structure of file systems. The second chapter (Development of a method
to increase the bandwidth of cluster steganosystems and study their properties) analysis in detail the FAT32 file
system as a root system from the family of cluster file systems. Possible properties of the file system structure that
help to hide the message in the file system structure are also investigated and analyzed. A mathematical model of
the method of hiding information by mixing clusters of cover files is given. The second partial problem of the
research is solved: development of a method to increase the bandwidth of cluster steganosystems. For the first
time is obtained a method of increasing the bandwidth of cluster steganosystems on the basis of taking into
account the additional dependence of cluster locations within single cover file of the system. In the third chapter
(Analysis of methods of hiding information and improving the mathematical model for estimating the basic
parameters of cluster steganosystems) the researched methods on the possible size of the hidden message
depending on various initial parameters are analyzed. The formulas by which it is possible to estimate the



maximum possible size of the steganogram depending on key parameters of methods are received (number, order
and size of cover files). Diagrams are given that clearly show the dependence of the size of the steganogram on the
key parameters of the methods. The level of security of the hidden message before detection is also assessed by
analyzing the average level of file system fragmentation and fragmentation of each cover file. The evaluation
results are obtained by statistical analysis of the level of fragmentation of computer systems from laboratories of V.
N. Karazin Kharkiv National University. According to the results of statistical analysis, a cast of file systems in
terms of the level of fragmentation, the most fragmented file types and how to use computer systems. Based on
the results of this analysis, data on the possible size of the hidden message are provided, so that the level of
fragmentation of the cover files is within the average level of the file system. Also provided is a description of
common software implementations that implement the above-described systems of methods of hiding
information. A comparative analysis is made and an assessment of known software implementations is given as if
they also used the methods of hiding information developed in this paper as a component in their algorithms. It is
concluded that the described methods allow to significantly expand the functionality of the implemented
programs and / or methods can provide an alternative in case it is unable to use internal program tools.
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