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OCHOBi MAalIMHHOTO HaBYaHHS

2. Information technology of quality assessment generators of sequences of pseudo-random numbers based on
machine learning

Pedepar:

1. 3anponoHoBaHa B pucepTauii indpopmailiHa TeXHOJIOTis 6a3yeThCs HA BUKOPUCTAHHI Cy4acHUX METO/IB
MAaIIMHHOTO HAaBYaHH$, 30KpeMa riOpuAHNUX Ta 3rOPTKOBUX HEMPOHHUX MEPEX, 10 JO3BOJISIE€ CYTTEBO MiIBUIINTH
TOYHICTB i MIBUJIKICTb OLIiHIOBaHHS SIKOCTi reHepatopis [1BY HaBiTh 32 yMOB 06MEKEHOI KiJIbKOCTI BXiJTHUX NaHUX.
BukopurcTaHHs ri6pugHUX MOJEJIEN N03BOJISI€ IOEIHYBATU [IEPEBAry Pi3HUX TUIIIB HEMPOHHUX MEPEX, 0
3abesneyvye 6inplI eeKTUBHE BUSBIEHHS ATEPHIB y JAHUX i MOKpallye sKicTh nependadeHHs. 30Kpema,
BVMKOPVCTaHHS 3rOPTKOBUX HEMPOHHMX MEPEX [O03BOJISIE aHAJI3yBaTH JIOKaJIbHI IATEPHHU B IIOCiJOBHOCTSIX, TOA1 SIK
PEKypEeHTHI HEIIPOHHI MepeXi e(pPEKTUBHI [J1s1 aHaJli3y NOCIIiLOBHOCTEN 3 JOBIOTPUBAIMMU 3aJIEXKHOCTSIMHU.
YI0CKOHaneHO MOJeb Nepe0adeHHs HACTYIHOI nocigoBHocTi [1BY, sika 32 paxyHOK BUKOPUCTAHHS riOpUIHOI

HEWPOHHOI MepeXi Ta 06MeXKeHO1 KiIbKOCTi BXiZHUX JaHWX /IJ1s1 HABYaHHSI JI03BOJISIE TTepe0adaTy Y4epro.i



MIOCJIiZOBHOCTI AJ1s1 HedaKicHUX reHepartopis [IBYU. OTpuMas 1oganbuoro po3BUTKY METOZ, OLIIHIOBAHHS SIKOCTI
nocyigoBHocTen [1BY, K1, BUKOPUCTOBYIOUYM OJHOBUMIPHY PEKYPEHTHY HEMPOHHY MEPEXY Ta JaTaCeTH,
cdopMoBaHi pizHuMU renepatopamu [1BY, no3BoJisie mBUALIE OLiHIOBATU SIKICTh T€HEPATOPIB AJ1s
Kpunrorpa@iyHux Ta iHIKMX 3aCTOCYBaHb y raly3i KOMIT'IOTEpPHUX HayK. [IpakTUYHe 3HaUY€eHHS AUCepTalii nossrae y
MOJKJIMBOCTI 3aCTOCYBaHHS OTPUMaHUX PE3YJbTaTiB y pealbHUX YMOBAX, A€ SOCTYII 0 BEJIMKOI KiJIbKOCTI JaHUX
obMeskKeHUH, a BUMOTH [0 HafIiiTHOCTI Ta 6e3MeKu € Ha[j3BUYaliHO BUCOKUMU. Hanpukiag, po3pobseHi Mofiesni Ta
TEXHOJIOTii MOXKYTb O6yTH BUKOPHUCTaHi y cdepi MOGIIbHUX KOMYHIKaILil, 30Kpema J17151 3a6€311e4€HHS 6€3I1eKn
mepex LTE /5G/6G, a TakoxX y cdepi 3axUCTy KpUTUYHOI iHppacTpyKTypy, fe iHpopmaliliHa 6e3reKa € TUTAaHHIM
HalioHaIbHOI BaXJINBOCTI. OKPIiM LIbOTO, pe3yJIbTaTH LOCIiIKeHHS! MOKYTbh 3HATU 3aCTOCYBaHHS y 6araTbox iHIINX
ranyssix, BKIo4aniy QpiHaHCOBUI CEKTOP, Jep>kKaBHe YIIPaBJIiHHS Ta BiliCHKOBY CIIPaBy, [i€ SIKIiCTb Ta BUIAJKOBICTh
re"epatopis [1BY mae BupilanbHe 3Ha4€HHS. Pe3yibTaTy JOCIiIKeHHs 0y BIIPOBAIKEH] B OCBITHIN ITPOLIEC Ha
Kadenpi KOMIT'IOTepHUX iHPOpMaLiTHMX TeXHOJIOrii HallioHalbHOTO aBiallifiHOTO YHIBEPCUTETY, @ TAKOX Y
HayKOBO-Z0CJIiHY POOOTY, 110 IPOBOAUTLCS B paMKax HaykoBo-gocitinHoi 1abopaTopii npoTupii kibepsarpos3am B
aBialiiiHii ramysi. Kpim Toro, npakTruyHi pesyabTaTy OyjM BIPOBAIKEHI B AislIbHICTb ['0JI0BHOTO yIIPaBJliHHS

po3Binku MiHicTepcTBa 060poHY YKpaiHy, M0 HiIKPECII0€ 3HAYYLiCTh JOCiIKeHHS [J1 Hal[iOHAbHOI Ge3eKU.

2. The information technology proposed in the dissertation is based on the use of modern methods of machine
learning, in particular hybrid and convolutional neural networks, which allows to significantly increase the
accuracy and speed of assessing the quality of PVC generators even under the conditions of a limited amount of
input data. The use of hybrid models allows combining the advantages of different types of neural networks, which
provides more effective detection of patterns in data and improves the quality of predictions. In particular, the use
of convolutional neural networks allows the analysis of local patterns in sequences, while recurrent neural
networks are effective for analyzing sequences with long-term dependencies. The model for predicting the next
PVC sequence has been improved, which, due to the use of a hybrid neural network and a limited amount of input
data for training, allows predicting next sequences for low-quality PVC generators. The method for evaluating the
quality of PVC sequences has received further development, which, using a one-dimensional recurrent neural
network and datasets formed by various generators of PVC, allows to quickly evaluate the quality of generators for
cryptographic and other applications in the field of computer science. The practical significance of the dissertation
lies in the possibility of applying the obtained results in real conditions, where access to a large amount of data is
limited, and the requirements for reliability and security are extremely high. For example, the developed models
and technologies can be used in the field of mobile communications, in particular to ensure the security of
LTE/5G/6G networks, as well as in the field of critical infrastructure protection, where information security is a
matter of national importance. In addition, the research findings may find applications in many other industries,
including the financial sector, public administration, and the military, where the quality and randomness of PVC
generators are critical. The results of the study were implemented in the educational process at the Department of
Computer Information Technologies of the National Aviation University, as well as in the research work carried out
within the Scientific Research Laboratory for Combating Cyber Threats in the Aviation Industry. In addition, the
practical results were implemented in the activities of the Main Directorate of Intelligence of the Ministry of
Defense of Ukraine, which emphasizes the significance of the research for national security.
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