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V. BizomocTi npo gucepraniio
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2. The models of anomaly-based cyberattacks detection system in computer networks

Pedepar:

1. Inceprarifina po60Ta IPUCBIYeHAa BUPIIEHHIO aKTyabHOI HAyKOBOi 3a71a4i po3po0bKy Mozesieil Ta 3acobiB
ineHTHikauii aHOMasIPHOTO CTaHy [J1s1 PO3IIMPEHHS MOKJIMBOCTEN CUCTEMU BUSIBJIEHHSI HECUTHATYPHUX TUIIIB
KibepaTak B KOMII'IOTEPHUX MepekaxX. 3aCTOCyBaHHS MaTEMATUYHOTO aNapary TeOoPii HEYITKUX MHOXKUH IJ1s1
no6y10Bu 3aC06iB BUSBJIEHHS aHOMAJIiH, IOPOIKEHUX aTaKylOYMMU JisIMU, O3BOJIUTh YIOCKOHAINTY iCHYIOYi
CHCTEMHU BUSIBJIEHHS BTOPrHeHb. Po3pobsieHa 6a30Ba MOJieJib IapaMeTpiB Ta YHiBepcabHa MOeJIb €TaJIOHIB, 1110
I03BOJISIIOTE GOpMasisyBaTy Nnpolec No6yJ0BY €TaJIOHHNUX 3HAa4€Hb Ta BCTAHOBJIIOBATH BiJIIOBIAHICTb MIXX TUIIOM
MHOKMHU €TaJIOHHUX I1apaMeTpiB, JOTiKO-JIiHIBICTUYHUX 3B'SI30K Ta JIIHIBICTUYHUX ineHTHdikaTopis, 7o3BoOIIsIE
dopmaizyBaTu nnpouec GopMyBaHHS MHOXUH €BPUCTUYHUX IIPaBUJI 17151 BUSIBJIEHHSI aHOMAJIbHOTO CTaHy.
Po3po6s1€HO MeTOM, BUSBJIEHHS aHOMAJIIH, SIKMH 32 PaxyHOK 3a3HaUY€HUX Mojeel i C(POPMOBAaHUX IIOTOUYHUX
napameTpiB, 4,03BOJIsie OyAyBaTU 3aCOOU BUSIBJIEHHS HECUTHATYPHUX Ta HOBUX TUIIIB KibepaTtak. Ha ocHOBI MeTony

3aIPOIIOHOBAHI HOBi CTPYKTYPHI pillleHHS 1J1s1 yIOCKOHAJIEHHSI CUCTEM MEPEXKeBOi 6e3IeKu Ta po3pobeHo



anropuTMivHe i mporpamHe 3a6e3neydeHHs 1J1 BUSBJIEHHS aHOMAJIbHOTO CTaHY, SIKe MOXKe 3aCTOCOBYBATUCh
aBTOHOMHO 200 $SIK pO3MHKPIOBayd (PyHKLiOHATIBHOCTI Cy4aCHUX CUCTEM BUSBJIEHHS BTOPTHEHb. Bci pesysbrary, mo
OTPMMAaHi €KCIIEPUMEHTAJIbHUAM IJISIXOM 3a JOTIOMOTOI0 IIPAKTUYHOTO BUKOPUCTAHHS IIPOrPAMHUX PO3POOOK
CIIBNAJAIOTh 3 TEOPETUYHMMU Ta HiATBEPIKYIOTh iX. OCHOBHI pe3yJIbTaTy BIPOBAIKEHO B HislybHICTD B/4 K-1410,
IHcTuTyTYy KibepHeTuku imeni B.M. I'nymkosa HAH Vkpainu, HanjioHanbHOro aBialiiiHOro yHiBEpCUTETY Ta

YepKacbKOro AEP>KaBHOTO TEXHOJIOTIYHOTO YHIBEPCUTETY.

2. The dissertation deals with the scientific problem-solving approach of the models development and
identification methods of anomalous condition to increase the possibilities of non-signature types of cyber attack
detection system in computer networks. It was developed the basic model of parameters and the universal model
of linguistic variables standards, that admit to formalize the process of reference values and set the
correspondence between the type of attack and necessary for its identification attributes. The designed heuristic
model, which is due to a set of reference parameters, logical-linguistic links and language IDs makes possible to
formalize the process of heuristic rules formation for the abnormal condition detection. This paper investigates
the anomaly detection technique, which due to the mentioned models and current settings was developed for
creating the non-signature and new types of cyber attacks detection techniques. On the basis of the method there
were proposed some new structural solutions for network security improvement and also were developed the
algorithmic support and software for abnormal condition detection, which can be used standalone or as the
extender functionality of modern intrusion detection systems. All the results obtained experimentally with the
practical use of software development coincide with theoretical and confirm them. The main results were adopted
by the VM Glushkov Institute of Cybernetics of NAS of Ukraine, The National Aviation University and Cherkasy
State Technological University.
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