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1. MeTon nmo6y0BY paHIOMi30BaHMX IIOTOKOBUX MH(POCUCTEM 3 HEJIiHIHHUM BUIIaIKOBUM KOJIyBaHHSIM

2. Method for designing randomized stream ciphers with non-linear random coding

Pedepar:

1. Y nucepratiii po3B’si3aHO aKkTyaslbHy HayKOBY 3a/1ayy PO3POOKY MeTOAY I100Y-[10BY PaHAOMi30BaHMX IIOTOKOBUX
mn@pocucrem (PIIII) 3 HeMiHITHUM BUNIAIKO-BUM KOLYBAaHHSM [1J1s1 3a0€311€4eHHS 6€3[1eKU [ep>KaBHUX
iHpopMaLiiHUX pecypciB. Briepiie OTpMMaHO aHaIITUYHI OL[iHKY ITapaMeTpiB, 0 BU3HAYAIOTh CTiMKicTh PITII
MixaneBuya-IMai BiTHOCHO aTak Ha OCHOBI BiloMUX IMKU(PPOBAHUX MOBiJOMIIEHb, a TAKOX MifibpaHNX BEKTOPIB
ininjanisanii. Bnepue noseneno, mo kinac PIIII MixaneBruya-Imai Bosiofiie CyTTeBOIO C1a0KiCTIO, SIKa I10JI1ra€ B
3MEeH-1I€HHi KiZIbKOCTi iHdopMaliii, 1o HeoOxinHa 1714 BiHOBJIEHHS 32 PEaJbHUM YaC CUMBOJIIB BiTKPUTOTO TEKCTY.
Briepine oTpuMaHO aHAMITUYHI MeXi AJ1s1 mBUAKOC-Ti nepenadi indopmauii B PITII Mixanesrn4a-Imai npu 3amanux
0OME>KEHHSIX 1[0-/10 IMOBIPHOCTI IPaBUJIbHOTO IIPHUIOMY MOBiIOMJIEHb 3aKOHHMM KOPUCTYBayeM Ta CTiKOCTi
mr@pyBaHH. OTprMMaB oAb pO3BUTOK MeTo o6ynosu PIIII, sikuii, Ha BiIMiHY Bifj paHille BifOMUX,
0a3yeThCsl HAa 3aCTOCYBaHHI 11711 BUIIAJIKO-BOTO KOJIyBaHHSI HEJIHIMHUX BioOpaskeHb 260 6e3KII0U0BUX Iell-

dyHKuill. OTpuMaHi HOBI HAYKOBi pe3yJIbTaTH Halal0Th PO3POOHMKOBI Gisiblile MOKIMBOC-TEN /1J1s 1100y I0BU



obuncioBanbHO cTilikux PIIII 3a paxyHOK pO3IMIMPEHHS KJIACy [1€PETBOPEHD, 110 BUKOPUCTOBYIOTbCSI B KOHCTPYKLI
paHpoMizatopa. ['0J10BHUM MPAaKTUYHUM Pe3yJIbTATOM POOOTH € MOKJIMBICTb Ha MTPAKTHULi GyJyBaTh OGIPYH-TOBAHO
criviki PIII 6e3 BHECEHHS 3MiH B alrOpUTMU IMUGPYBaHHS /1Jis 3a06€311e-4eHHS 6€3IEKN AeP>KaBHUX
iH(popmMaLiiHUX pecypciB.

2. This thesis is devoted to solving actual scientific problem of development the method for designing randomized
stream ciphers (RSC) with nonlinear random coding to provide the security of state information resources.
Analytical estimates of the parameters that determine the security of the Mihalevi¢-Imai RSC against known
ciphertext attacks and chosen initialization vectors attacks are obtained in the thesis for the first time. It was
proved for the first time that a class of the Mihalevi¢-Imai RSC has a significant weakness which consists in
reducing the amount of information which is necessary for real-time recovery of the plaintext. Analytical bounds
of the transmission rate for the Mihalevi¢-Imai RSC given the limitations on the encryption security and the
probability of the correct reception of messages by the legitimate receiver are obtained for the first time. The
tech-nique for designing RSC was further developed. In contrast to before known ap-proaches, the proposed
method is based on the employment of the nonlinear transformations or keyless hash functions for random
coding. Obtained new scien-tific results give the developer more capabilities for designing computationally se-
cure RSC by enlarging the class of transformations used in the construction of a randomizer. Main practical result
of the thesis is a possibility to design provably se-cure RSC without changing the encryption algorithms to ensure
the security of state information resources.
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