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1. JIamenko I'.€. MeTtonu nifBuiieHHs e(EeKTUBHOCTI CUCTEM BinaneHoi 6iomeTpruyHoi aBTeHTUdIKallil B
TeJIeKOMYHiKaliiiHux Mepexxax. — KasigikaliliHa HayKoBa npalisl Ha [paBax pykomnucy. JlucepTrallis Ha 3500yTTs
HAyKOBOTrO CTyIeHs fokropa ¢inocodii 3a crienianpHicTio 172 EnekTpoHHI KOMYHIKallii Ta pagioTexHika. -
XapKiBCbKMAN HalliOHAJIbHUN YHIBEPCUTET PafioeIeKTPOHIKM, MiHICTEPCTBO OCBITHU i HayKM YKpaiHu, Xapkis, 2024. B
PO6OTI pO3B 13aHO HAYKOBO-TIPAKTUYHY 3aja4dy BIOCKOHAJIEHHS CUCTEM BifiiajieHoi 6ioMeTprYHOi aBTeHTUdIKAlLii B
TeJIEKOMYHIKal[iHNX Mepeskax MIJIIXOM 3aCTOCYBaHHS METOIiB MepeskHoi cteraHorpadii. MeTa mociimpKeHHs ~
nifgBUILEeHHS e(PEeKTUBHOCTI CUCTEM BifaneHoi 6iomeTpuyHOi aBTeHTH(iKallii B TeJIeKOMYHIKallilHUX MepeXkax 3a
PaxyHOK 3aCTOCYBaHHS METO/IiB MepPeXHOi cTeraHorpadii. BusHauenuit meron 6ioMeTpryHOi aBTeHTUdIKALi]
IO3BOJISIE MiABUILUTY 3aBaIOCTINKICTh Ta e(PEeKTUBHICTh CUCTEM BifaneHoi aBTeHTUdiKalii B TeeKOMyHiKaiitHIX

Mepe’kax, a BIIOCKOHaJIEHUH MeTo, iepeadi indpopmaliii TesieKoOMyHIiKalilHIMY CUCTEMaMU I1iJ, yac



aBTeHTUiKallii J03BOJIsS€ MiABUIIUTU 3axXUILEHICTh nepenadi inpopmariii. 3agadi gocigKeHHs:- BusHauutu
nepeBasKHUM 32 HAOOPOM O3HAK MeTOo[I, GioMeTpruyHOi aBTeHTUdiKallif- Bu3HaunTH epeBaskHUN MeTOo[I
(opMyBaHHS 6iOMETPHUYHOrO AaGJIOHY Ta 3alIPOIIOHYBATH PEKOMEHALLII [10 F10T0 3aCTOCYBAHHIO i 3aXUCTY-
BrsHaunTy repeBas)KHUM 32 KDUTEPISMU WIBUIKOIII, IPUXOBAHOCTI Ta IPONYCKHOI 34aTHOCTI METOJ, MEPEXKHO]
creraHorpadii. Bnockonanuty meToq nepeaadi 6iomeTpryHoi iHpopMallii mIsIXoM 3aCTOCYBaHHS MEPEXHOI
creraHorpadii 115 NiABUILEHHS 3aXUIeHOCTI BifaaneHoi aBTeHTudiKalii- 3aponoHyBaTi METOAU MiJBUIIEHHS
3aBaOCTIMKOCTI Iif 4ac nepepayi faHux KopuctyBada. O0’eKT JOCHIIKEHHS — IPOLeC 0OPOOKU, 3aXUCTY Ta
IIPMXOBAHOI [lepefadi 6i0MeTPUYHUX JAHUX B TEJIEKOMYHIKALITHUX CUCTEMAaX Ta Mepeskax. [IpegmeT JOoCaimKeHHs
- MaTeMaTW4Hi MOJIeJTi, MeToIu Ta 3acobu 3abe3rnedyeHHs e(DeKTUBHOCTI CUCTEMU BifgasieHoi 6ioMeTpUIHOi
aBTeHTUdIKallii B KaHaIax 3B's13Ky. MeTOAM NOCTiIKEeHHS — METOAU MaTEMaTUYHOTO MOJEJIIOBAHHS; METOOU
TE€OPETUKO-MHOXMHHOTO MiIX04y; METOLM L1(POBOI 0OPOOKU CUTHAJIB — [1J14 HiATOTOBKM iHPOPMAaLiliHOrO
CUTHAJIy Ta CUTHAJy-KOHTeHepa /11 BOYJOBYBaHHS [IPMXOBAHUX JJAHMX; METOAU 6araTOKpUTEPiaibHOI onTuMisanii
- 17151 BUOOPY OIITUMAJIBHOIO 32 3a3HaY€HMMU KpUTEPisIMU MeToiB. HaykoBa HOBM3HA pe3yJIbTaTiB JOCiIKeHb:-
Brniepine BU3HaYeHUI IEPEBAKHUI 3a KPUTEPIEM 3aBaJJ03aXUIIEHOCTI Ta IMOBIPHOCTI IOMUJIKY METOZ,
6iomeTpu4HOi aBTEeHTUIKallii, BiIMIHHICTIO SIKOTO € BpaxyBaHHS CTIMKOCTI 10 3aBag, Lle nano 3Mory nigBuiuTu
3aBaJIOCTINKICTh Ta e(PEeKTUBHICTb CUCTEM BifaneHoi aBTeHTudiKalil B TeJIeKOMyHIKalilTHMX MepeskaX-
BroockoHaneHo MeTos 06poOKY 6iOMETPUYHUX AAHUX KOPUCTYBAya MIJIIXOM OOPaHHS ONTUMAaJIbHOTO METOMY
3aXMCTy 6iOMETPUYHOrO MAabJIOHY. Lle m03B0INIIO NiIBAIIUTYA TOUYHICTh aBTEHTUPiKallif- Briepiie BU3Ha4eHU
[IEPEBKHMN 32 KPUTEPISIMU IIBUAKOAII, IPUXOBAHOCTI Ta MPOIYCKHOI 30aTHOCTI METOZ, MEPEXHOI cTeranorpadii.
Lle nano 3Mory nokpamuTy eeKTUBHICTh CUCTEMU BifjJaneHoi aBTeHTUdikallii 3a paxyHOK 3aCTOCYBaHHS
BM3HAUYE€HOrO0 METONY- BoockoHaseHo MEeTO BiiasieHoi 6ioMeTprYHOI aBTeHTU(iKallii B TeJ1€KOMYHIKalliHUX
MeperKax, BiIMIHHICTIO SIKOTO € IIOCJIilOBHE 3aCTOCYBAHHS METO/IiB (POPMYBaHHS 6iOMETPUYHOTO 1A6GJIOHY,
y3roJpKeHHs ITapaMeTpiB Iepeadi 3 SKiCTIO KaHaly 3B'SI13Ky, 3aBaJlOCTIIKOT0 KOIyBaHHS Ta MEPEXXHO]
creraHorpadii. Lle no3BosnsIo NiABUIINTY 3axullleHiCTh nepenadi iHdopmaliii Ta 3aBafoCTiNKicTb. [IpakTuyHa
3HAUYyLIiCTh PE3yJbTATiB AOCiI)KEHHS. 3alIPONIOHOBAHUI KOMIIJIEKCHUI KPUTEPil OLiHIOBaHHS CTeraHOrpaiyHux
cucreM nepegayi inpopmatii Mmoxxe 6yTv BUKOPUCTAHUI 1J151 BUOGOPY ONTHUMAIbHOTO METOZY IIPMXOBaHOI nepeaadyi
indopmartiii B 3a5eXXHOCTI Bifi, yMOB nepepayi Ta cdepu 3acTocyBaHHs cucTeMU. PekomeHauii oo Bubopy
e(eKTUBHOTO METOJY /1J1s [106y10BU cTeraHorpadiyHoi CUCTeMU J103BOJISIOTh MiABUIUMTY €(PEKTHUBHICTE POOOTH
CHACTEMU IPUXOBaHOI nepenadvi indopmauii, 30kpema HaJal0Th MOXJIMBOCTI /1J14 O1IbII PalliOHAJIBHOTO
BHMKOPHCTaHHS ITPOITyCKHOI 31laTHOCTI KOHTeHepiB. BUKOpHCTaHHS 3aIIPOIIOHOBAHUX METOIiB GOPMYyBaHHS
GioMeTpHYHOro 111a6JI0HY, 3aBaJJOCTIIIKOro KOyBaHHS Ta afjanTalii cucreMu nepenadvi indpopmatiii 10 30BHilIHIX
BIJIMBIB [103BOJISIE€ MTiJBUIIUTY MIBUIKICTh, 3aBaJOCTIVKICTh Ta 3aXMIUIEHICTD Bif] aTaK CUCTEMU BiJJaJI€HOI
6iomeTprvHOI aBTeHTUIKaLL.

2. Liashenko G.Y. Methods of increasing the efficiency of the remote biometric authentication system in
telecommunication networks. - Qualifying scientific work on manuscript rights. The dissertation for the
competition PhD scientific degree on a specialty 172 "Telecommunications and Radio Engineering". - Kharkiv
National University of Radio Electronics, Ministry of Education and Science of Ukraine, Kharkiv, 2024. The work
solves the scientific and practical problem of improving remote biometric authentication systems in
telecommunication networks by using network authentication methods. The purpose of this research is to
improve the effectiveness of remote biometric authentication systems in telecommunication systems. This can be
done through the use of network steganography methods. The specified method of biometric authentication
allows to increase the immunity and efficiency of remote authentication systems in telecommunication systems.
The improved method of information transmission by telecommunication systems during authentication allows us
to increase the security of information transmission. Objectives of the study:- Determine the preferred biometric
authentication method based on the set of features- Determine the preferred method for generating a biometric
template and offer recommendations for its application and protection- Determine the preferred method for
network steganography based on the criteria of speed, secrecy, and bandwidth. Improve the method for
transmitting biometric information by using network steganography to increase the security of remote



authentication- Propose methods for increasing noise immunity during the transmission of user data. The object
of research is the process of processing, protection and covert transmission of biometric data in
telecommunication systems and networks. The subject of the research is mathematical models, methods and
means of ensuring the effectiveness of the remote biometric authentication system in communication channels.
Research methods - mathematical modeling methods; methods of the theoretical-multiple approach; methods of
digital signal processing - for preparing an information signal and a container signal for embedding hidden data;
multi-criteria optimization methods - for choosing the optimal methods according to the specified criteria.
Scientific novelty of research results: For the first time, a biometric authentication method has been determined
that is preferable in terms of interference immunity and error probability, the difference of which is the
consideration of interference resistance. This made it possible to increase the interference resistance and
efficiency of remote authentication systems in telecommunication networks. The method of processing user
biometric data has been improved by choosing the optimal method of protecting the biometric template. This
made it possible to increase the accuracy of authentication. For the first time, a network steganography method
has been determined that is preferable in terms of speed, secrecy, and bandwidth. This made it possible to improve
the efficiency of the remote authentication system by using the specified method. The method of remote
biometric authentication in telecommunication networks has been improved, the difference of which is the
consistent application of methods for forming a biometric template, matching transmission parameters with the
quality of the communication channel, noise-resistant coding, and network steganography. This allowed to
increase the security of information transmission and noise immunity.
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