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Pedepar:

1. Inceprarist Ha 3006YTTSI HAYKOBOTO CTYIIE€HS KaHJIMAaTa TEXHIYHUX HayK 3a creuianpHicTio 05.13.05 -
KoMm'ioTepHi cuCcTeMU Ta KOMIIOHEHTH». — 3axXiJHOYKpaiHChbKUI HallioHaNIbHUM YHiBepcuTteT, TepHomins, 2025.
JuceprauiiiHa poboTa NpUCBsIYE€HA aKTyasbHill HAyKOBO-TEXHIYHIN 3a7a4i MiiBUILIEHHS PiBHS 3aXUIEHOCTI
KOPIIOPaTUBHUX MEPEX IIJISIXOM PO3POOKY Ta NOCTiIKEHHS iHTe1eKTyasli30BaHOi KOMIT'IOTEPHOI CUCTEMU,
IIPM3HAYEHOI /171 BUSBJIEHHS 3JI0BMUCHUX NOBifoMJIeHb B IP-TesiedoHii. B poboTi npoaHasnizoBaHo cyyacHi 3arposu
Ta BPa3IMBOCTi cucteM IP-TesedoHii B KOpIopaTUBHOMY C€peOBHUIi, TaKi SIK CIIaM 4epe3 iHTepHeT-TeseOoHilo,
IIaXpalCTBO 3 OIJIATOIO [I3BiHKIB Ta aTaKu Ha BiIMOBY B 06cyroByBaHHi (DoS). BusiBieHO He[IOCTAaTHIO
eeKTUBHICTb iCHYIOUMX METO/IB Ta 3aC0O0iB 3aXUCTY II€pe], HOBUMU Ta aJallITUBHUMMU aTakaMH, 1110 3yMOBJIIOE
HEOOXIiJIHICTh 3aCTOCYBAaHHS IHTE€JIEKTYaJIbHUX MiAXO0iB. 3alIpONIOHOBAHO apPXITEKTYPY iHTEJIEKTyali30BaHOi
KOMII'IOTEPHOI CUCTEMH, sIKa BUKOPHCTOBYE METOAM MAIMHHOTO HaBYaHHS 1151 aHaniszy Tpadiky (SIP-noBinomieHs)
Ta MeTagaHux menia-noTokis (RTP/RTCP) IP-renedonii. Po3pobyieno mozesi Ta alroputmu 1ijisl BUIieHHS



iH(OpMATUBHUX O3HAK 3JIOBMUCHUX IOBiIOMJIEHD, KIacu@ikauii TpadiKy Ta BUSBIEHHS aHOMAJIINl B peaJIbHOMY
yaci. OcobsuBy yBary npuzijieHo 30aTHOCTI CUCTEMU JJO CAMOHABYaHHS Ta afanTallii 1o HOBUX, paHillle HEeBiJOMUX
TUMIB 3arpoa. JlocimkeHo eeKTUBHICTh Pi3HUX aATOPUTMIB MAaIIMHHOTO HAaBYaHHSI [IJIs1 BUPi-LIIeHHS 3a7avi
xiacudikauii Ta BUgBIeHHs1 aHOMaJil B IP-Tenedonii. [IpoBeeHO exclie-prMeHTalIbHY NIEPEBIPKY PO3PO06IEHO]
CHCTEMU Ha peaslbHUX Ta 3MO[Ie/IbOBaHNX Habo-pax JaHuX, o NiATBepanso ii 3MaTHICTh BUSIBJIATY 3JI0BMUCHI
IIOBiIOMJIEHHSI 3 BUCO-KOIO TOUHICTIO Ta HU3bKUM PiBHEM ITOMUJIKOBUX CIIpaliloBaHb. HaykoBa HOBU3HA pOOOTH
I0JIsITae y po3po01ii KOMILJIEKCHOTO MigX0Ay 10 BUSIB-JIEHHS 3JI0BMUCHUX MOBiioMIIeHb B IP-TenedoHnii Ha ocHOBI
iHTeJIeKTyaJIbHOTO aHaJli3y 6araTOBUMIpHUX JJaHUX, 1[0 BPAaXOBYye crenudiky KOPIIOpaTUBHUX MEPEX, a TAKOX Y
BJJOCKOHAJIEHHI METO/IiB alallTUBHOTO BUSIBJIEHHS 3arp0O3 Ha OCHOBI OHTOJIOTIYHOIO MiJl-XOy Ta HEYIiTKOI JIOTIiKH.
[TpakTUyHe 3HaUY€HHS OTPMMAHUX PE3YJIbTATIB [10JISIra€e y pO3po6I€HOMY [IPOrpa-MHOMY IIPOTOTUII CUCTEMH,
PEKOMEHALiSAX OO ii BIPOBAI>)KEHHS Ta HAJIAMITYBAHHS B KOPIIOPATMBHUX MEPEXKax [l MiIBUILIEHHS PiBHS
oesneku IP-tenedoHii, 3anobiranHs GpiHaHCOBUM BTpaTaM Ta 3axUCTy KOHQigeHLiiHoi indopmaii. Kio4osi cioBa:
[P-Tenedonis, VolP, 3710BMUCHI IOBiOMJIEHHS, BIIMHT, KOP-TIOpPaTUBHA MepeXa, iHTesIeKTyasli3oBaHa CUCTEMA,

MalllMHHE HaBYaHHS, BUSIBJIEHHS aHO-MaJlili, Kibepoesneka, 3axucT iHpopmariii.

2. Thesis for a Ph.D. degree by specialty 05.13.05 - Computer Systems and Components - West Ukrainian National
University, Ternopil, 2025. The dissertation is devoted to the pressing scientific and technical challenge of
enhancing the security level of corporate networks by developing and researching an intellectualized computer
system designed to detect malicious messages in IP telephony. The work analyzes modern threats and
vulnerabilities in IP telephony systems within corporate environments, such as spam over internet telephony
(SPIT), call payment fraud, and denial-of-service (DoS) attacks. The insufficient effectiveness of existing protection
methods and tools against new and adaptive attacks has been identified, necessitating the application of intelligent
approaches. An architecture for an intellectualized computer system is proposed, utilizing machine learning
methods to analyze traffic (e.g., SIP messages) and metadata of media streams (RTP/RTCP) in VoIP. Models and
algorithms have been developed to extract informative features of malicious messages, classify traffic, and detect
anomalies in real time. Special attention is given to the system's ability to self-learn and adapt to new, previously
unknown types of threats. The effectiveness of various machine learning algorithms for solving the tasks of
classification and anomaly detection in VoIP has been investigated. Experimental testing of the developed system
on real and simulated datasets confirmed its ability to detect malicious messages with high accuracy and a low
false-positive rate. The scientific novelty of the work lies in the development of a comprehensive approach to
detecting malicious messages in VoIP based on intelligent analysis of multi-dimensional data, considering the
specifics of corporate networks, as well as in the improvement of adaptive threat detection methods using
ontological approaches and fuzzy logic. The practical significance of the obtained results is reflected in the
developed software prototype of the system, recommendations for its implementation, and configuration in
corporate networks to enhance IP-telephony security, prevent financial losses, and protect confidential
information. Keywords: IP-telephony, VoIP, malicious messages, vishing, corporate network, intellectualized
system, machine learning, anomaly detection, cybersecurity, information protection.
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