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cucreMm. [IpoaHasnizoBaHO OCHOBHI HAIPsIMKU PO3BUTKY i 06J1aCTi 3aCTOCYBaHHS MaJlOpeCYPCHOI Kpunrorpadii.
[TpoBeneHo AeTanbHUM aHai3 BitoMux pe3ysbTaTis gociimkeHHs CET-onepauiit i anroputmis CET-mudpysanss,
sKi BifHOCSITECS 10 MasiopecypcHoi kpunrorpadii. [IpoaHanizoBaHo cydacHUI CTaH PO3BUTKY aBTOMATU30BaHUX
iHpopMaLiiHUX cucTeM MoZesoBaHHY i nociigxenHs CET-onepaiil Ta anroputMis mu@pyBaHHs. BuzHaueHo ix
nepeBaru i Heflosiku. 3a pe3yJsibTaTaMy IPOBEIEHOr0 aHali3y c()OpMyJIbOBaHA META i 3aBOAHHS AMCEPTaLiiHOrO
IocimKeHHs. JIpyruit po3zis IpUCBIYeHUN JOCTiI)KeHHIO 0COBIMBOCTEN 3aCTOCYBAaHHS HECUMETPUYHUX
neoxonepaHgHux CET-onepaliiii, sIKi JONyCKalOTh IEPECTAHOBKY OII€PaH/IiB B [IOTOKOBUX CUCTEMax MU(PPyBaHHSI.
[IpoaHasnizoBaHO [Ba cLieHapii TOTOKOBOro MKUQPyBaHHS, gKi 6a3yI0TbCS HA BUKOPHCTAHHI KOMYTAaTMBHUX i HE
KOMyTaTuBHUX ABoxornepanaHux CET-onepauiil. HaBeieHO CTPYKTypy CUCTEM IIOTOKOBOTO MUpPyBaHHS Ha OCHOBI
peaizaii fanux cueHapiis. [y 3a6e3nedeHHs OAHO3HAYHOTO CIIPUMHSTTS 33724 i pe3ysIbTaTiB JOCiIKEHHS
HABOZSITbCSI OCHOBHI ITIOHATTS i BUBHaYEHHS CTOCOBHO NOTOKOBOro CET-mudpyBanHs, gKi HEOOXiHi AJ1s1 JaHOI
InucepTauiiHoi po6oTu. Ha ocHOBI peaizalii moC1igoBHOCTI JMCKPETHUX N1€PETBOPEHD [10OY0BAHA TPyIa
MOJIeJIENl HEKOMYTaTUBHUX JIBOXOINEPaHIHUX ABOXpOo3psaaHux CET-onepauisx NoaBiHOTO LUKIY, KOXKHA 3 SIKMX
3abe3nevye IIepecTaHOBKy OIlepaHiiB. B ocHOBY 11o6yoBU fgaHoi rpynu 6ys1o nokyiaaeHo rpyny CET-onepatii 3
TOYHICTIO 10 II€PECTAaHOBKU PE3yJIbTaTiB 1epeTBOpeHHs. [JaHy rpyiy 6yJi0 OTpUMaHO Ha OCHOBi IIOBHOTO Iepe6opy
MO>KJIMBUX BapiaHTiB po3mimmeHHs 2Ci-kBaHTOBUX ogHoonepanauux CET-onepanisix B 2Ci-KBaHTOBI
neoxonepaHgHiii CET-onepauii. OTpumaHi pe3yspTaT 3a6€311e4niii MOKJIMBICTb YAOCKOHAJIEHHS TEXHOJIOTI
no6yJ0BY YAOCKOHAJIEHUX MOZEJIeN HEKOMYTaTUBHUX ABoxonepannHux CET-onepauiil. CyTHICTb yAOCKOHATIEHO
TI0JISITA€ B 3aMiHi IOBTOPHOIO BUKOPUCTAHHS TEXHOJIOTII 1151 3HAXOKEHHS YIOCKOHAIEHOI MO MiCJIs
[IepPECTAHOBKY OINE€PaH/IiB Ha 3MiHY 3MiHHUX B yAOCKOHaeHil mozeni CET-onepariii 0 nepecTaHOBKU ONEPaH/iB.
le 3abe3neuye npsimuii nepexin Big mogesni CET-onepatiii 1o nepecTaHOBKU onepaHfiB, fo mogeni CET-oneparii
IicJis IepeCcTaHOBKY OlepaHiB. B TpETbOMY pO3iJi 3alIPONIOHOBAHO MOCIiLOBHICTE IEPETBOPEHDL PE3YJILTATIB
004K CII0BATIBHOTO €KCIIEPUMEHTY 17151 TOOYJOBY YAOCKOHATIEHUX MOJiesiel onepalliii HECUMETPUYHOTO
KpunrorpadiyHoro konyBaHHs i JekonysaHHs. Ha npukinani ogHiel 3 kiacu@ikoBaHUMX MHOXKHH onepalii
KpUNTOorpagiyHoro KoAyBaHHs 3 TOYHICTIO 10 IEPECTAHOBKU [IPEICTABIEHUX KOPTEXKaMU OIHOONIEPAaHIHUX
ornepawuii OTPUMaHO MAaTEMATUYHI MOJIEJI YIOCKOHAJIEHUX HECUMETPUYHUX JBOXOINEPAHIHUX ABOXPO3PSIHUAX
oneparliy NojBiHOro UUKIy. 3alIPONIOHOBAHO BUKOPUCTATHA METOJ, CUHTE3y CUMETPUYHHUX IBOXOIIEPAHIHUX

I BOXPO3PSIIHUX ONepaliil 11 MoOyI0BY IPYNY HECUMETPUYHUX [IBOXONIEPAHIHUX JBOXPO3PSAIHUX ONepaLiil.
YnockoHasieHUu METOJ, CUHTE3Y ABOXONEPAHAHUX JBOXPO3PSIHUX ONepaLiil KpunTtorpadiuHoro nepeTBopeHHs
3a0€31e4Y1B CUHTE3 [Pyl HECUMETPUYHUX OIlepalill noasiliHoro uukity. KopekrHicTs peasisarii 1aHOro MetTomy
niATBepAKeHa Kyacu(pikoBaHUMU pe3yJibTaTaMy OOUMCIIOBAILHOIO €KCIIEPUMEHTY Ta 30irOM OTPUMAaHUX Pi3HUMU
METOJJaMU CUHTE3y MaTeMaTUYHUX MOJeJlell Ha IPUBeIeHOMY NIPUKJIAi OJIHiei 3 MHOXKMH onepaliil. PesyibTaTi
IOCIIIIKEHHS! MOXKJIMBOCTI CUHTE3y MHOKUH HECUMETPUYHUX ABOXOIEPAHAHMX I BOXPO3PAIHUX ONepaLlin
MIOTPIMHOrO IIMKJIY TI0Ka3aad 0OMEXEHICTh JaHOTO MEeTOly IT00YJOBOIO JIMIlle Pyl CUMETPUYHUX Ollepalliil Ta
HECUMETPUYHUX ollepalliil MoABilHOro HUKIIy. YeTBEPTUI PO3/is IPUCBSYEHO MOJIE/II0OBAHHIO MHOKUHU
HECHMMETPUYHUX JBOXOIIEPAHIHUX IBOXPO3PSAHUX ONepalliil MoJBiHOro LIMKJTy Ha OCHOBI AyOJIIOBaHHS OlepaLiil
D715l pi3HUX cleHapiiB mmdpyBaHHs. bysa BCcTaHOBIEHA MOXJIMBICTb CUHTe3Y ABoxonepanauux CET-onepauii, ski
IOITyCKAIOTh [IEPECTAHOBKY OINEPAH/IB IIJISIXOM [TO€IHAHHS OJHOOIIEPaHIHUX onepauiil. JJoCigKeHO MOXKIIUBICTh
CHHTE3y MHO>XKMHM CUMETPUYHUX ABOXPO3psiaHMX ABoxonepannHux CET-onepariil Ha IISIXOM NO€IHAHHS
OLHOOIEPAHIHUX OllepaLin

2. Korotkyi T.K. Hierarchical information system for modeling and research of stream CET encryption algorithms.
- Qualification scientific work submitted as a manuscript. Dissertation for the degree of Doctor of Philosophy in
specialty 126 "Information Systems and Technologies" - Cherkasy State Technological University, Cherkasy, 2026.
The dissertation is devoted to improving the efficiency of research on CET-operations in the development of
advanced, resilient stream cipher algorithms. The approach is based on expanding the capabilities of a hierarchical
information system for modeling and analyzing CET-operations by establishing new and refining existing
interrelations between hierarchical models. Collectively, this ensures automated synthesis and analysis of
symmetric and asymmetric single-operand and multi-operand CET-operations, as well as generators of their



pseudorandom sequences for stream CET-encryption. In the first chapter, presents an analytical review
establishing that the development of resource-efficient cryptographic systems is one of the most pressing
challenges in secure information and telecommunication technologies. The chapter surveys the main trends and
application areas of lightweight cryptography, providing a detailed analysis of existing research on CET-operations
and CET-encryption algorithms in this domain. The current state of automated information systems for modeling
and analyzing CET-operations is examined, highlighting strengths and weaknesses. Based on this analysis, the
research objectives and tasks of the dissertation are formulated. The second chapter investigates the application of
asymmetric two-operand CET-operations permitting operand permutation in stream encryption systems. Two
encryption scenarios based on commutative and non-commutative two-operand CET-operations are analyzed,
and system structures for their implementation are presented. To ensure clarity, key concepts and definitions
relevant to stream CET-encryption are introduced. A group of models of non-commutative two-operand two-bit
double-cycle CET-operations was constructed, each supporting operand permutation. The construction was
based on a group of CET-operations defined up to the permutation of transformation results, obtained by
exhaustively enumerating all possible placements of 2Ci-quantum single-operand operations within a 2Ci-
quantum two-operand operation. These results enabled refinement of the technology for constructing advanced
models of non-commutative two-operand CET-operations, allowing a direct transition from an operation model to
its permuted form by variable substitution rather than repeated application of the synthesis method. In the third
chapter, introduces a sequence of transformations of computational experiment results to construct advanced
models of asymmetric encryption and decryption operations. Using an example of a classified set of encryption
operations (defined up to operand permutation and represented by tuples of single-operand operations),
mathematical models of advanced asymmetric two-operand two-bit double-cycle operations were obtained. A
method originally intended for synthesizing symmetric two-operand two-bit operations was adapted to construct
groups of asymmetric two-operand two-bit operations. The improved synthesis method produced groups of
asymmetric double-cycle operations, with correctness validated through classified experimental results and
consistency across different synthesis approaches. Further experiments on synthesizing sets of asymmetric two-
operand two-bit triple-cycle operations demonstrated limitations of the method, showing that it can construct
only groups of symmetric operations and asymmetric double-cycle operations. The fourth chapter focuses on
modeling sets of asymmetric two-operand two-bit double-cycle operations through operation duplication for
various encryption scenarios. The study confirmed the feasibility of synthesizing two-operand CET-operations
that allow operand permutation by combining single-operand operations. The synthesis of symmetric two-bit
two-operand CET-operations through such combinations was also explored. Specific attention was given to direct
and inverse two-bit two-operand CET-operations permitting operand permutation, constructed either by
combining single-operand operations where the first is symmetric or where it is asymmetric. The research
established interrelations and constraints characterizing the synthesis of two-bit two-operand cryptographic
transformations permitting operand permutation under different models of first-operand transformation. The fifth
chapter presents the construction of a hierarchical information system for modeling and analyzing symmetric and
asymmetric CET-operations. The central element of a lightweight stream CET-encryption system is a
pseudorandom sequence generator of CET-operations defined up to operand permutation. The study of
generators of asymmetric operations with second-operan
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VIII. 3aKkJIl04Hi BiZOMOCTi
ByiacHe Ilpi3Bumie Im's ITo-6aThKOBI
TOJIOBH paju

BiiacHe IIpizBuine Im'sa I1o-6aTbKOBI
rOJIOBYIOYOTO Ha 3aciJaHHi
BignoBigasibHuUI 3a MiATOTOBKY

00JIIKOBHX JOKYMEHTIB

Peectparop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIOBiZaJIbHUM 32 peecTpallilo HayKOBOIi

OisIIBHOCTI

[Tpokomnenko TetsiHa OnekcanapiBHA

[Tpokonenko Terana OnekcanapisHa

3no6ysay PhD

FOpuenko TetsHa AHaTosiiBHA

[Opuenko TersHa AHaTosiiBHA



