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Pedepar:

1. Inceprariist npucBs4YeHa PO3B’sI3aHHIO aKTyaJbHOI'O HAYKOBO-TEXHIYHOrO 3aBAAHHS PO3POOJIEHHSI METOZIB Ta
3ac006iB OLiHIOBAaHHSI CTaHy JIIOJUHU Ha OCHOBI 06POOKY BUMIPSIHUX XUTTEBUX [TOKA3HUKIB CEHCOPaMU B MeJWYHI
KibepQi3nuHiil cuctemi. Y BCTyli O6IPYHTOBAHO aKTyasIbHICTh TEMU NYCEPTALIMHOIO AOCIiIyKEHHH,
cpopMyIbOBaHO METY JOCIJIKEHHS Ta HAYKOBO-TEXHi4Hi 3aBJlaHHS, HeOOXifHi 11 il JOCATHEHHS, I0Ka3aHO
3B'SI30K JOCJIiIPKeHHs 3 HAyKOBUMHU IIpOrpamMmaMu Ta TeMaMu, HaBeleHO HayKOBY HOBU3HY OTPUMAaHUX pPe3yJIbTaTiB,
iX IpaKTU4HY LiHHICTh Ta 0COOMUCTUM BHECOK 31,00yBava, HaZjaHo iH(opmallilo Ipo arnpooballilo pe3yibTaTiB poOoOTH.
B nepmomy po3zisi NpoBeneHo aHajli3 iCHYIYMX MiTX0M4iB 10 I0O0YyI0BA MEINYHUX Kibep(pi3nUHNX CUCTEM, a cCaMe
iX CTPYKTYypH Ta apXiTeKTypHUX pillleHb CEPBEPHOTr0 IIPOTPAMHOTr0 3abe3reyeHHsl. AHaji3 [10Ka3as, 10 [Py
IIpOeKTyBaHHI Ta peanisdalii MeguuHux KOC, notpibHO BpaxoByBaTH, 0 MEAMYHI JaHi € BEJIMKUMU JaHUMH, a iX
00po6Ka IOBMHHA BilOyBaTUCh NIapajleIbHO. 3TiIHO IPOBEAEHOMY aHaJli3y BU3HAUYEHO apXiTEKTYpPHI Ta
dyHkuionanpHi BUMoru 1o meguuaux KOC. [Tposeneno aHasi3 npuHOuIiB 306epiranHs gaHux B megudHux KOC.
[TocTaHOBJIEHO 3a5a4i OLiHIOBAHHS CTaHY JIIOAUHU. Y IPYroMy pO3[iji 3aIpOIIOHOBAHO 3ac06u 06pobKy iHdopMaliii



B MEJMYHMX Kibep(Pi3nIHMX CUCTeMaX, pe3ysIbTaT BUKOHAHHS (YHKIIN IKUX € OLiHIOBAHHSIM CTaHy JIIOJIVHU.
3anponoHoBaHo Mozesb 06pooku iHpopmanii B meguunux KOC. [71s1 po3amexyBaHHS 3ac06iB 06po6ku iHPpopmariii
Ha OKpeMi He3aslexkHi JIOTivyHi eJleMeHTH 3allpOIIOHOBaHa MOJieJib 06poOKY iHpopMaliii 6a3yeThCsi Ha OCHOBI
MiKpOCEPBiCHOI apXiTeKTypH, Jje KOXKEH 3acib € y BUIJIsi MiKpocepBicy. 3alpOIIOHOBAHO METO] BUSBJIEHHS
KPUTHYHUX NOJil B MEU4HIN KibepQi3nyHiil cucTeMi, IKuil 6a3yeTbCs Ha OGHOMY 3 Hal6ibll BUKOPUCTOBYBAHUX
nocioHukiB EWS Ta arperoBaHiil oLiHIIi >KUTTE€BUX [TOKA3HUKIB CTAHY JIIOAUHU. 3alIPOIIOHOBAHO aJTOPUTM
xiacudikauii naiieHTiB Ta AITOPUTM IiarHOCTUKHU 3aXBOPIOBaHb. Y TPETbOMY PO3/ijli, 3TifHO 3allpONIOHOBaHIN
MozeJi Ta 3acobam 06po0OKu iHpopMallii, IPONOHYETLCS CTPYKTYPa MEAMYHOI KibepdisnyHoi cuctemu. 3 1aHOi
CTPYKTYpH BUIiJIEHO 3aIIPOIIOHOBAHY apXiTeKTypHO-iHdopMalLiliHy Mozesnb 06po6ku iHpopmaliii, sika 6a3yeTbCs Ha
MogeJi OOpoOKU JaHUX, B OCHOBI SIKOI JIEKUTh MiKpOCEPBiCHa apxiTeKTypa 3 BUKOpUCTaHHSAM API miio3y.
[TpoBeneno onuc QyHKUiOHAIBHUX €JIEMEHTIB apXiTeKTypHO-iHpopMaLiliiHoi Mogesni 06pobku indopmauii. YiTka
B3aeMOJis (PYHKIIOHAJIbHUX €JIEMEHTIB B apXiTeKTypHO-iHpopmMaLiliHiil Mogesni 06pobku indopmallii € 3acobom
OLIiHIOBaHHS CTaHy JIIOAVHU B MeIUYHil Kibepdiszuyuniil cuctemi. OnucaHo 6i3Hec soriky po6otu meauyHoi KOC, a
CaMe CUCTEMY 3B'SI3KiB Ta 3aJI€XKHOCTEN €JIEMEHTIB 6i3HeC-JaHMX Ta IPaBUJl 0OPOOKU LIMX AaHUX. Y YETBEPTOMY
PO3IIii OTMCaHOo peani3aliio CepBepHOTo IPOrPaMHOro 3abe3nedyeHHsl MeJuIHoi KibepdiznyHoi cucremu, ke
6a3yeThCsl Ha 3alpPONIOHOBAHIN apxiTeKTypHO-(QYHKLiOHAIbHIN MoJiesi 06pooku iHdopmaliii. PeanizoBaHo 3aci6
aBTeHTUdiKallii Ta aBTOpU3allii KOPUCTYBaUiB; CEPBIC JekIapyBaHHs (POHOBUX 33/1a4; 3aCib CIIOBiLEeHHS PO Mo,
BMKOPHMCTOBYIOUYM 2 KaHaJIM 3B'513KY; 3aCi6 BUSIBJIEHHS] KDUTUYHUX [1I0Ka3HUKIB, B OCHOBI SIKOTO JIEJKUTb
3aIIPOIIOHOBAHMM METO]], BUSIBJIEHHS] KDUTUYHUX [TOKAa3HUKIB; 3aCi0, IKMI BKIIIOYAE alallTOBaHi alrOpUTMHU
Kacudikalii manieHTiB Ta AiarHOCTUKY 3aXBOPIOBaHb; 3aCO0M 06POOKM Ta arperaiiii BUMipsIHUX MOKa3HUKIB.
OnucaHo NpUHIMIN Opraxisanii 36epiraHHs JaHUX B peasi3oBaHill Mequ4Hil Kibep@isuyHii cuctemi, 3
BUKOPUCTAHHSM CXOBHUII Pi3HOTO THUITY, B 3aJIEXKHOCTI Bifl TOTpe6U 3aco6iB 06pobku inpopmauii. OnrcaHo NprUHLUI
poboTu Menu4Hoi Kibepdizuynoi cuctemu «HealthyLungs», B sKiil BIpOBaIKyBaJKuCh 3alIpOIIOHOBAHI METOIY,

3ac0o0U Ta Mojies b 06pOOKY iHdOopMaliii.

2. The thesis is devoted to the solution of the actual scientific and technical task of development of methods and
means of assessing the human condition on the basis of processing of the measured vital indicators by sensors in
medical cyberphysical systems. The introduction substantiates the relevance of the topic of dissertation research,
formulates the purpose of research and scientific and technical tasks necessary for its achievement, shows the
connection of research with scientific programs and topics, presents the scientific novelty of the results, their
practical value and personal contribution of the applicant. approbation of work results. The first section analyzes
the existing approaches to the construction of medical cyberphysical systems, namely their structure and
architectural solutions of server software. The analysis showed that in the design and implementation of medical
CPS, it should be borne in mind that medical data is big data, and their processing should take place in parallel.
According to the analysis, the architectural and functional requirements for medical CPS are determined. The
analysis of the principles of data storage in medical CPS is carried out. The tasks of assessing the human condition
are set. The second section proposes means of information processing in medical cyberphysical systems, the result
of which is to assess the human condition. A model of information processing in medical CPS is proposed. To
differentiate the means of information processing into separate independent logical elements, the proposed model
of information processing is based on a microservice architecture, where each tool is in the form of a microservice.
A method for detecting critical events in the medical cyberphysical system has been proposed, which is based on
one of the most widely used EWS manuals and an aggregated assessment of human vital signs. An algorithm for
classifying patients and an algorithm for diagnosing diseases are proposed. In the third section, according to the
proposed model and means of information processing, the structure of the medical cyberphysical system is
proposed. From this structure the offered architectural-information model of information processing which is
based on model of data processing which is based on microservice architecture with use of API of the gateway is
allocated. The description of functional elements of architectural-information model of information processing is
carried out. Clear interaction of functional elements in the architectural-information model of information

processing is a means of assessing the human condition in the medical cyberphysical system. The business logic of



medical CPS is described, namely the system of connections and dependencies of business data elements and rules
of data processing. The fourth section describes the implementation of server software for medical cyberphysical
system, which is based on the proposed architectural and functional model of information processing.
Implemented a means of authentication and authorization of users; background task declaration service; event
notification tool using 2 communication channels; a means of detecting critical indicators, which is based on the
proposed method of detecting critical indicators; a mean that includes adapted algorithms for patient
classification and disease diagnosis; means of processing and aggregation of measured indicators. The principles of
the organization of data storage in the realized medical cyberphysical system, with use of storages of different
type, depending on need of means of information processing are described. The principle of operation of the
medical cyberphysical system "HealthyLungs" is described, in which the proposed methods, means and model of

information processing were implemented.
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