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Pedepar:

1. Incepraujiiina po60Ta IpUCBsIYeHa NiABUILEHHIO rapaHTO31aTHOCTI MEJUYHUX CUCTEM Ha OCHOBI [HTepHeTy
peuvert 6a3yl04nCh Ha po3pooli Ta TPaKTUYHOMY 3aCTOCYBaHHI MOZesel Ta METOiB iH(OpMaLifiHOI TEXHOJIOTII 151
MEAWYHUX CUCTEM. Y pOoOOTi BUKOHAHO aHANITUYHUH OIJISIL Cy4YaCHUX MOJeJiell Ta MeTO/iB OLiHIOBaHHS i
3a0e31e4yeHHs rapaHTO31aTHOCTI MEJUYHUX CUCTEeM Ha OCHOBI [HTepHeTy peueil. BcTaHOB/IEHO, 110 icHY04i Mogerti
Ta METOJU HE BPaxOBYIOTb CllelIU(PIiYHMX 0COOIUBOCTEN MEIUYHOI ranysi, HeJocTaTHbO GOPMasi30BaHi i MaloTh

obMaJb iHCTPYMeHTaJleI/IX 3acobiB Hi,ILTpI/IMKI/I OLliHIOBaHHH i 3abe3rneyeHHs FapaHTOS,I[aTHOCTi TaKoOTro pony



cucreM. 3 ypaxyBaHHSIM [IPOBEIEHOTO aHasli3y B pOOOTi IOCTABJIEHO Ta BUPIIIEHO HAYKOBE 3aBIaHHS PO3POOJIEHHS
Mopesnei Ta MeToIiB iHpopmaliiiHoi TexHoJIorii 3a6e3rnedeHHs rapaHTO3JaTHOCTI MeTUYHUX CUCTEM Ha OCHOBI
IHTepHeTy peueil 3 ypaxyBaHHSIM aTak Ha BPasJMBOCTI i Je(EKTiB IPOrpaMHUX Ta allapaTHMX KOMIIOHEHTIB, a TaKOX
npouenyp PyHKLIiOHYBaHHS MEJUYHOrO IPUCTpo0. OGIPYHTOBaHA METOAUKA IPOBENEHHS LOCIIIPKEHD i
MaTeMaTU4YHU anapar, 0 BUKOPUCTOBYETLCS B NOCiIKeHHI. [Ipy BUpilIeHHI HAYKOBUX 33,34
BUKOPHMCTOBYBAJIMCS METOIY CUCTEMHOTO aHaJli3y, METOIX TEOPETUKO-MHOKUHHOI'O ONUCY, TEOPil IMOBIPHOCTEH,
arapar Teopii MapKOBCbKHUX IIPOLECIiB, YMCIIOBI METOI Y PO3B'sI3aHHS JIIHINHUAX CUCTEM AU(PEPEHLIITHNX PiBHSHB,
TEXHOJIOTII aHAJITUYHOTO MOJIEJIIOBAHHS AJITOPUTMIB IIOBENIHKY BiIMOBOCTIMKMX CUCTEM, METOAN MATEMATAUYHOTO
MOJeJIIOBaHHS i Teopii onTrMisaliii, Teopii irop, MeTogu pusrK-aHali3y, METOAH 00’€KTHO-OPiEHTOBAHOTO
IIporpamyBaHHsl, MeTogu QyHKIiOHaJIbHOTO MOJIEJIIOBaHHS. YJOCKOHAJIEHO KOMILJIEKC MOJieJieil OLiHIOBaHHS
rapaHTO3[JaTHOCTI MEAMYHUX CUCTEM Ha OCHOBI I[HTEpHETY peuell IJIsIXOM BpaxyBaHHS Pi3HUX (QYHKIiOHAIBHUX
CTaHiB, TUIIB BiIMOB Ta KibeparTax, 110 Jjae 3MOTY pO3pax0ByBaTU OKa3HMUKM TOTOBHOCTI, (PYHKI[IOHAJIbHOI 6€311eKH,
KibepOe3neKky, BU3HAYaTH iX 3aJIeXKHICTh Bifl MapameTpiB MequIHUX MOOIIbHUX MTPUCTPOIB Ta XMapPHOTO
cepenoBulla. Briepie onep>kaHo Mofiesb (PYHKIIOHAIBbHOI TOBEIiHKY MEJUYHOTO IIPUCTPOIO, SIKA, Ha BiIMiHY Bif
BiZJOMUX, BPaXxOBY€ Pi3Hi 3aKOHU PO3MOAiNy 4acy MiX 3asBKaMU Ha OOCJIyTOBYBaHHSI, @ TAKOXK Pi3Hi THIIX BiIMOB 3a
PiBHEM KPUTUYHOCTI, 1[0 JO3BOJISIE BU3HAUYUTU BIJIUB ITOKA3HUKIB MEAUYHOTO IIPUCTPOIO HA TOTOBHICTh Ta
rapaHTrozpaTtHicTe MeguyHoi IoT cuctemu B Ljinomy. HabyB ofasbpioro po3BUTKY METO, 3a0€311eYeHHs
Kibepbe3neku MeJUYHNX CUCTEM Ha OCHOBI IHTEpHETy peyel IIIsIXOM BUOOPY KOHTP3aXOiB 3 BUKOPUCTaHHSIM
Teopii MATPUYHUX irop, Mo [03BOJIsiE BUOMPATHU 32 MAKCIMIHHUM KPUTEPiEM MHOXKMHY 3aCO0IB 3aXUCTY.
YI0CKOHasIeHO MeTOJ, KeliC-OpieHTOBaHOI OLIiHKU Kibepbe3reku MeJUYHNUX CUCTEM Ha OCHOBI IHTepHeTy peuelt 3a
PaxyHOK (popMyBaHHs PoQibOyTBOPIOI0YOi 6331 CTaHAAPTIB Ta (PYHKLIOHATBHUX BUMOT, & TAaKOX IIPOLLEAypHU
BMOOpPY iHCTPYMEHTIB OLIiHIOBAHHS, IO JO3BOJISE MiJBUIIUTY [IOBHOTY OLiHIOBaHHS. YCi TEOpETUYHi pO3pOOKU
IUCepTalii JOBEIEHO 00 KOHKPETHUX iHKEHEPHUX METOAMK Ta aJITOPUTMIB i3 3aCTOCYBaHHSIM 3aIIPOIIOHOBAHOI
iHopmariitHoi TexHoOrii OLiHIOBaHHS i 3a6€e3Ie4eHHs] rapaHTO3]aTHOCTi MEAUYHUX CUCTEM Ha OCHOBI [HTepHeTYy
peueit. Po3po6iieHi MeToguKuy Ta iHCTpyMeHTalbHi 3acobu «loHTStandard» i «GTC», ski € 6e3nocepeiHbO
YaCTUHOIO NIPUKJIALHOI iHPOopMaLifiHOI TeXHOJIOTI] OIiHIOBaHHS i 3abe3ne4eHHs rapaHTO31aTHOCTI MEJUYHUX
CHCTEM Ha OCHOBI IHTEpHETY peyYel, 10, B CBOIO YEPTY, LO3BOJIMJIO MiABUIIUTY [IOBHOTY OLiHIOBAaHHS
rapaHTO3[aTHOCTi TaKOro pony cucrem. Po3pobsieHi mozesi, METOY, iHPopMalifiHe Ta IporpaMHe 3a0e31e4eHHs
BukopucTtai y TOB «XAI-MEJIMIKA», a TakoX BIPOBAIKEHO MiJl 4aC BUKOHAHHS I€P>KOI0IKETHOTO IPOEKTY
Kadenpy KOMITIOTEPHUX CUCTEM, MepeX i Kibepbe3neky, a TaKOXK y HaByaJabHOMY npoueci HarionanbHoro
AaepPOKOCMIYHOTrO YHiBepcUTeTy iM. M. €. )KyKoBCbKOro «XAl» Ta BUKOHaHHI Mi’KHapOJHUX IPOEKTIB 3a IpOrpaMaMu
TEMPUS i ERASMUS+.

2. The dissertation is devoted to the enhancing the dependability of healthcare IoT systems based on the
development and practical application of information technology models and methods for healthcare systems. The
scientific results are: 1) the complex of models of evaluation of the healthcare IoT systems dependability by taking
into account different functional states, types of failures and cyberattacks has been improved, which allows to
calculate indicators of availability, functional safety and cybersecurity, to determine their dependence on the
parameters of medical mobile devices and cloud environment; 2) for the first time, a model of functional behavior
of a healthcare device has been obtained, which, unlike the known ones, takes into account different laws of time
distribution between service requests, as well as different types of failures by the level of criticality, which allows
to determine the influence of indicators of the healthcare device on availability and dependability of healthcare IoT
system in general; 3) the method of providing cybersecurity for healthcare IoT systems has been further developed
by the choice of countermeasures using matrix game theory, which allows to choose the number of protection
tools by the maximin criterion. 4) the method of case-based assessment of the healthcare IoT system
cybersecurity has been improved through the formation of a profile-based base of standards and functional
requirements, as well as procedures for selecting assessment tools to improve the completeness of the

assessment.
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