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2. Information technology models and methods of dependability ensuring of healthcare Internet of things systems

Pedepar:

1. Incepraniiina po60Ta IPUCBIYeHA MiABUILEHHIO rapaHTO31aTHOCTI MEJUYHUX CUCTEM Ha OCHOBI [HTepHeTy
peueii 6a3ylo4nch Ha po3poolli Ta IPaKTUYHOMY 3aCTOCYBaHHI Mozesiel Ta MeToiB iHdopMaLiliHOI TeXHOJIOTII 1715
MEJUYHUX CUCTEM. Y pOOOTi BUKOHAHO aHAJIITUYHUI OIJISLZ, Cy4YaCHUX MOJeJiell Ta METO/iB OLiHIOBaHHS i
3a6€3Me4YeHHs rapaHTO34aTHOCTI MEIMYHUX CUCTEM Ha OCHOBI [HTEpHeTy peuell. BcTaHOBEHO, 1O iCHYI0Yi Mozei
Ta METOAY He BPaxOBYIOTh crienupiYHNX 0COOINBOCTEN MeIUYHOI raysi, HerocTaTHbo GOopMasizoBaHi i MaloTh
06MaJsib iIHCTPYMEHTAJIbPHUX 32CO0iB MiITPUMKH OLliHIOBaHHS i 3a6e31e4eHHs rapaHTO31aTHOCTI TaKOrO PoLy
cucteM. 3 ypaxyBaHHSM NIPOBEEHOTO aHajIi3y B POOOTI IOCTABJIEHO Ta BUPILIEHO HAYKOBE 3aBJIaHHS PO3PO0OJIEHHS
MogeJsieil Ta MeToiB iHdpopManiiHoi TexHoJIorii 3a6e3reyeHHs rapaHTO34ATHOCTI MEIUYHMX CUCTEM Ha OCHOBI

[HTepHeTy peueil 3 ypaxyBaHHSIM aTak Ha BPa3JIMBOCTI i JedeKTiB IpOrpaMHUX Ta allapaTHHUX KOMIIOHEHTIB, a TAaKOX



npouenyp QyHKLiOHYBaHHS MEOUYHOrO IPpUCTpoo. OGIPYHTOBaHA METOAVKA MIPOBEIEHHS AOCTiIKEHb i
MaTeMaTUYHUH anapar, 0 BUKOPUCTOBYETLCS B NOCiIKeHHi. [Ipu BUpilleHHI HAyKOBUX 3a1a4
BAKOPHMCTOBYBAJIMCS METOLY CUCTEMHOTO aHaJli3y, METOIX TEOPETUKO-MHOKUHHOI'O OIMICY, TEOPil IMOBIPHOCTEH,
amapar Teopii MapKOBCbKUX MPOLECIiB, YACJIOBI METOIY PO3B'SI3aHHS JIIHITHUX cUCTeM qudepeHLiHNIX PiBHSHb,
TEXHOJIOTII aHAJITUYHOTO MOJIEJIIOBAHHS AJITOPUTMIB IIOBENIHKY BiIMOBOCTIMKMX CUCTEM, METOAN MATEMATAYHOTO
MOJeJIIoBaHH4 i Teopii onTuMizatii, Teopii irop, MeToau pyusnK-aHasizy, METOIU 00’ €KTHO-OPiEHTOBAHOTO
IIporpamMyBaHHsl, MeTogu (QyHKIIOHAJILHOTO MOJIEJIIOBaHHS. YJOCKOHAJIEHO KOMILJIEKC MOJeJlell OLiHIOBaHHS
rapaHTO37IaTHOCTI MEAUYHUX CUCTEM Ha OCHOBI IHTEpHETY pedel MISIXOM BpaxyBaHHS Pi3HUX QYyHKLIOHATBHUX
CTaHiB, TUIIIB BiIMOB Ta KibepaTak, 1110 Ja€ 3MOTy PO3Pax0OBYBaTH IIOKa3HUKU I'OTOBHOCTI, (PyHKLIOHAIBHOI O€3I1eKH,
KibepOe3neky, BU3HaYaTH iX 3aJIeXXHICTh Bifl MapameTpiB MequIHUX MOOIIbHUX MTPUCTPOIB Ta XMapHOTO
cepenoBulla. Briepie ofgep>xaHo Mofesb (PYHKLIOHAIBbHOI OBEIiHKY MEIUYHOTO MIPUCTPOIO, SIKA, HA BiIMiHY Bif
BiZlOMUX, BpaXOBY€ Pi3Hi 3aKOHU PO3IMO/ily 4acy MK 3assBKaMM Ha 0OCJIyTOBYBAaHHS, a TAKOXK Pi3Hi TUIM BiIMOB 3a
PiBHEM KPUTUYHOCTI, 1[0 JO3BOJISIE BU3HAUYUTH BIJIUB ITIOKA3HMKIB MEAUYHOTO IIPUCTPOIO HA TOTOBHICTh Ta
rapaHTo3jaTtHicTe Megu4Hoi IoT cucremu B jinomy. HabyB ofasbIIioro po3BUTKY METO, 3a0€311e4eHHS
KibepOe3rneKku MeJUYHUX CUCTEM Ha OCHOBI IHTepHeTy peuel IIsIXOM BUOOPY KOHTP3aXO0JiB 3 BUKOPUCTAaHHSIM
Teopii MaTpUYHUX irop, 110 AO3BOJIsIE BUOMPATH 32 MAaKCIMiHHMM KpUTEPiEM MHOXKUHY 3aCO0iB 3aXUCTY.
YI0CKOHasIeHO MeTOoJ, KeliC-OpieHTOBaHOI OLIiHKU Kibepbe3neku MeJUYHMUX CUCTEM Ha OCHOBI IHTepHeTy peuelt 3a
PaxyHOK (popMyBaHHs PoQibOyTBOPIOI0YOi 6331 CTAaHAAPTIB Ta (PYHKLIOHATBHUX BUMOT, & TAaKOX IIPOLLEAYyPHU
BUOOpPY iHCTPYMEHTIB OLIiHIOBAHHS, 1110 JO3BOJISIE MiTBUIIUTY [I0BHOTY OLIiHIOBaHHS. YCi TeopeTnyHi po3poOKu
IUCepTalii JOBEIEeHO 00 KOHKPETHUX iH)KEHEPHUX METOAMK Ta aJITOPUTMIB i3 3aCTOCYBaHHSIM 3alIPOIIOHOBAHOI
iHopmariitHoi TeXHOIOTri OLiHIOBaHHS i 3a6€3I1e4eHHs TapaHTO3JaTHOCTi MEAUYHUX CUCTEM Ha OCHOBI [HTepHeTY
peueil. Po3pobiieHi MeTonuKy Ta iHCTpyMeHTasbHi 3acobu «loHTStandard» i «GTC», ski € 6e3nocepenHbo
YaCTUHOI NMPUKJIATHOI iHDOpMaIiliHOI TEXHOJIOTii OL[iHIOBAHHS i 3a6e31eYeHHs TapaHTO3AATHOCTI MEeIMYHUX
CHCTEM Ha OCHOBI IHTEpHETY peyYel, 10, B CBOIO YEPTY, LO3BOJIMJIIO MiABUIIUTY [IOBHOTY OLIIHIOBAaHHS
rapaHTO3[aTHOCTI TAaKOTrO Pofy cuctem. Po3pobeHi monesi, METOHY, iHPopMaliiliHe Ta IpOorpaMHe 3a0e3[1e4eHHs]
Bukopuctati y TOB «XAI-MEJIVIKA», a TakoX BIIPOBAIKEHO I1ifl 4aC BUKOHAHHS 1€ PKOIOIKETHOTO IIPOEKTY
Kaderpy KOMITIOTEPHUX CUCTEM, MepeX i Kibepbesneky, a TaKoXK y HaByaJabHOMY Ipolieci HarjioHanbHOro
aepPOKOCMIYHOTrO YHiBepCUTETY iM. M. €. )KyKOBCbKOro «XAl» Ta BUKOHaHHI Mi’)KHapOJHUX IPOEKTIB 3a IpOrpaMaMu
TEMPUS i ERASMUS+.

2. The dissertation is devoted to the enhancing the dependability of healthcare IoT systems based on the
development and practical application of information technology models and methods for healthcare systems. The
scientific results are: 1) the complex of models of evaluation of the healthcare IoT systems dependability by taking
into account different functional states, types of failures and cyberattacks has been improved, which allows to
calculate indicators of availability, functional safety and cybersecurity, to determine their dependence on the
parameters of medical mobile devices and cloud environment; 2) for the first time, a model of functional behavior
of a healthcare device has been obtained, which, unlike the known ones, takes into account different laws of time
distribution between service requests, as well as different types of failures by the level of criticality, which allows
to determine the influence of indicators of the healthcare device on availability and dependability of healthcare IoT
system in general; 3) the method of providing cybersecurity for healthcare IoT systems has been further developed
by the choice of countermeasures using matrix game theory, which allows to choose the number of protection
tools by the maximin criterion. 4) the method of case-based assessment of the healthcare IoT system
cybersecurity has been improved through the formation of a profile-based base of standards and functional
requirements, as well as procedures for selecting assessment tools to improve the completeness of the

assessment.
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