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Pedepar/aHoTanis:

1. Y puceprauiiiziil po6oTi 3[1iiCHEHO TEOPETUYHE y3arajbHEHHs Ta 3alIPOIIOHOBAHO BUPILIEHHS aKTyaJbHOIO [AJIS
HayKu My6J1iYHOr0 yNPaBJIiHHS Ta aIMiHICTPYBaHHS HAayKOBO-TIPUKJIQJHOTO 3aB/IAHHS, SIKe T10JISirae B OOIPyHTYBaHHI
TEOpPeTUYHUX 3acafl i po3pobJieHHI MPaKTUYHUX PeKOMEeHIallifl 00 BIOCKOHAIEHHS [IPOLeCiB yIIpaBIiHH
iH(opmalliiiHOIO 6€3MeKoI0 AeP>KaBU B YMOBax riOpUIHUX 3arpo3. 3'1COBaHO CYTHICTb iHPOpMaLiliHOI 6€3MeKu sIK
o6’exTy my6sidHOrO yripasiinHa. O6rpyHTOBaHO, 1o iHdopMaliliHa 6e3neka fepskaBy SIBJIsIE COOOIO CTIMKUN CTaH
indopmaniitHoi chepu, KOTpUH CIPSIMOBAHUI HA CIIPUSIHHS FapMOHi3aliii mponeciB po3BuTKy iHpOpMaLiliHOro
CyCIiJIbCTBa Yepe3 3a6e3Ie4eHHs CBO€EI LiJIiCHOCTI Ta 3aXUCTy 00’€KTiB 32 HasIBHOCTI 30BHIIIHIX i BHYTPIIIHIX
BIUJIMBIB HECIIPUSATIINBOIO XapaKTepy sIK Pe3yJIbTaT yCBiIOMJIEHHS COLIiaJIbHUMU Cy0'€KTaMU CBOIX )KUTTEBO
Ba)KJIMBUX iHTepeCiB, LIiHHOCTE Ta Lineil po3BUTKY. OXxapaKTepru30BaHO Cy4YaCHUI CTaH MEXaHi3MiB y6s1iYHOTrO

yrpasiliHHS iHpopMaliiiiHow 6e311eKoio B YKpaiHi; OLiHeHO TOTOYHI BUKJIMKY Ta CYyIIEPEYHOCTi IIyOJIi4HOro



yIpasiiHHS iHOpMaliiiHOI0 6e3MeKol0 B YKpaiHi B yMOBax ribpuHUX 3arpo3; IPOaHasiz0BaHO AOCBif, 3apyOoiKHIX
KpaiH CTOCOBHO yIIpaBiliHHA iHQOpMaLifHO 6€31eKO0 Aep>KaBU. BinMiueHo, 10 opraHisaliliHo-1npaBoBuil
MeXaHi3M Kibep3axUCTy B YKpaiHi CKIaiaeThCsl 3 3arajlbHOJIEpKaBHOT0, rajly3€BOro, perioHajJbHOTo (MiCLIEBOTO),
IIPMBATHOTO Ta TPOMaJICbKOro CceKTOpiB. [loKkasaHo, 0 cepel, BUKJIMKIB Ta 3arpo3 [1J HalliOHAJIbHOTO
KibepripocTopy YKpaiHu CJlifi aKLeHTYBaTH yBary Ha HACTYIHUX: aKTUBHE 3aCTOCYBaHHS Kibep3acobiB y
KOHKYPEHTHUX IIpoliecax Ha Mi>KHapoJ4HOMY PiBHi; [IpoLjecU MijliTapusalliii KibepIpoCcTOpy Ta pO3IOBCIOIKEHHS
Kibep30poi B yMOBax [IOBHOMAcCIITAGHOTO POCIiICBKOrO BTOPTHEHHS; peopraHisallisi Ta TpaHcGopMallisl CyCIiIbHUX
BiZIHOCHH Ha PiBHi AUCTAHLINHOTO PEXXUMY 3 MACIITAOHMUM 32CTOCYBaHHSM iHPOPMALIITHO-KOMITIOTEPHUX CUCTEM I
€JIEKTPOHHUX CEePBiCiB; 6e3crucTeMHe BIPOBAI’)KEHHSI HOBUX MEXaHi3MiB, TEXHOJIOTIY Ta U(POBUX CEPBICiB.
OO6rpyHTOBaHO CTpaTeriuHi OPieHTUPHU 3aXUCTY €AUHOTO iHPOpMaLilIHOro pocTopy YKpaiHu B yMOBax ribpugHuX
3arpos; BUOKPEMJIEHO LJISIXM MOJI€PHi3allii MexaHi3MiB yrpaBJiiHHs iHPOPMaLiiHOIO 6€3IEKOI0 NEeP>KABY;
31iliICHEHO MOJEIOBAHHS PU3UKIB 1J1g iHPOPMaLiiHO-KPUTUYHUX €JIEMEHTIB IOJIITUYHOI iHPPACTPYKTYPH B
yMOBax ri6puaHuX 3arpo3. 3aIpol1oHOBAHO KOMIJIEKCHUI MeXaHi3M NpoTuii inpopmMaliiHO-TIONITUYHUM PU3UKaM
i 3arpo3am pi3HOro TUIy, KOTPUI CKJIAJAETHCS 3 [IOJITUYHOTO, OpraHizallilHOro €KOHOMIUYHOrO, IPaBOBOTO Ta
COLia/IbHO-TICUXOJIOTIYHOTO KOMIIOHEHTIB, Ta SIKUH [lepefbadae 3aCTOCYBAHHS Pi3HOXAPaKTEPHUX 3aXOiB, 3IaTHUX
MPOTHUIIATY 3ANOHiSTHHIO IKOAY Bifl pO3MOBCIOIKEHHSI HeraTMBHOI iH(opMalii a6o HiBeMOBaHHIO Ifiei KoY.
Po3po6s1€HO HOBY 3arajibHy TEXHOJIOTIIO CLIeHaPHOT'O MOJIEJII0BaHHS iHPOPMalLiliHO-T10JIITUMHOTO BILJIUBY
(maninynoBaHHS), 0 BpaxoBye iHGOPMaLiiHUI YNHHUK Y IpoLeci GOpMyBaHHS Ta PO3BUTKY 3arposu. Ls
TEXHOJIOTiS1 € B3AEMOIIOB'I3aHOIO peasti3aljielo HACTYITHUX MOJEIbHUX BJI0KIB: «CTpyKTypa iHdpopMaLiiiHO-
IIOJIITUYHO] 3arpo3u», «I10JIITUYHA CTPYKTypay, «BU3HAUYEHHS iHPOPMaLiiHO-KPUTUYHUX €JIEMEHTIB MOJIiTUYHO]
CTPYKTYpHU», «ONE€PaliliHO-TUM4YaCOBa MOZEb iH(POPMaLIIHO-TTOJIITUYHOTO BIJIUBY», «OL[iHKA [IOTOYHOTO CTaHY

iH(pOpMaLITHO-TTOJITUYHOTO BIJIUBY».

2. The dissertation work provides a theoretical generalization and proposes for a solution of a scientific and
applied task relevant to the science of public management and administration, which consists in substantiating of
theoretical foundations and developing practical recommendations for improving of the processes of managing of
the state’s information security in the face of hybrid threats. The essence of information security as an object of
public administration is clarified. It is substantiated that the information security of the state is a stable condition
of the information sphere, which is aimed at promoting of the harmonization of the processes of development of
the information society by ensuring its integrity and protecting objects in the presence of external and internal
influences of an adverse nature as a result of the awareness by social subjects of their vital interests, values, and
development goals. The current state of public information security management mechanisms in Ukraine is
characterized; the current challenges and contradictions of public information security management in Ukraine in
the context of hybrid threats are assessed; the experience of foreign countries concerning managing of the state’s
information security is analyzed. It is noted that the organizational-legal mechanism of cyber defense in Ukraine
consists of the national, sectoral, regional (local), private and public sectors. It is shown that among the challenges
and threats to the national cyberspace of Ukraine, attention should be focused on the following ones: active use of
cyber means in competitive processes at the international level; processes of militarization of cyberspace and
proliferation of cyber weapons in conditions of a full-scale Russian invasion; reorganization and transformation of
social relations at the level of a remote regime with large-scale use of information and computer systems and
electronic services; unsystematic introduction of new mechanisms, technologies and digital services. The strategic
guidelines for protecting of the unified information space of Ukraine in the context of hybrid threats are
substantiated; the ways to modernize the mechanisms for managing of the state’s information security are
identified; risk modeling for information-critical elements of the political infrastructure in the context of hybrid
threats is carried out. A comprehensive mechanism for countering of informational and political risks and threats
of various types is proposed, which consists of political, organizational, economic, legal, and socio-psychological
components, and which involves the use of various measures capable of counteracting harm from the spread of
negative information or leveling this harm. A new general technology for scenario modeling of informational and
political influence (manipulation) is developed, which takes into account the information factor in the process of



threat formation and development. This technology is an interconnected implementation of the following model
blocks: structure of informational and political threat, political structure, determination of informational and
critical elements of political structure, operational-temporal model of informational and political influence,
assessment of the current state of informational and political influence.
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