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Pedepar:

1.V npuceprauii HaBeIeHO TEOPETUYHE y3araJbHEHHS i HOBE BUPILIEHHS aKTyaJIbHOT'O HAYKOBOTO 3aBIAHHS, 110
[OJISITA€ y MiIBULIIEHHI PiBHS 3aXUIIEHOCTI KOMITIOTEPHUX CUCTEM Ta MEPEX BiliICBKOBOTO IIPU3HAYEHHS Bif|
MOTEHL{IHO Hebe3NneYHNX KibepaTak MIIIxoM po3pobJeHHs] METOy TOOYOBH iX Mma6IoHIB. 3alIlpOIIOHOBAHO METO],
11o0y10BY 11abJI0HIB [TOTEHLIHO Hebe3eyHrX KibepaTak Ha KOMITIOTEPHI CUCTeMU Ta MepexKi BifiCbKOBOTO
IIPU3HAYEHHS], SIKUH IPYHTYETbCS HAa OJIHOYAaCHOMY BU3HAU€HHI 6a30BUX XapaKTEPUCTHUK i mapameTpis (03HaK)

MOTEHIiTHO HeOEe3NeYHoi KibepaTaky Ha OCHOBI BCEOIiYHOTr0 aHami3y CTaHAAPTHOTO GYHKLiOHAIBHOTO NPOdisio



3axXUIIEHOCTI, Peai30BaHOro B KOMITIOTEPHUX CUCTEMAX Ta MEPEXKax, i JAxKepeJl IepBUHHUX AAHUX: 6a3 1a6JI0HIB
arak (KDD-99 ta CAPEC), 6a3 BpaznuBocTeli Ta gedekTiB (CVE), - 110 103B0JISIE HiBETIOBATU BILIUB “ePeKTy
3ani3HeHHs” B X0Ji ix cTBopeHHs. OTpuMaHi pe3yJbTaTy [03BOJISIOTh NiABUIIMTY 10 1,6 paza onepaTUBHICTb Ta O
15% e eKTUBHICTb BUSIBJIEHHS [IOTEHLIMHO HEOE3IIeYHOI aTaKU B IIOPIiBHSIHHI 3 HAMKPAIMMU 3 [IiI04MX 3Pa3KiB

cucreM iHpopmaLiiiHOI 6e3neKu.

2. The dissertation presents a theoretical generalization and a new solution to an urgent scientific problem, which
consists in increasing the level of security of computer systems and military networks from potentially dangerous
cyber-attacks by developing a method for constructing their templates. A method is proposed for constructing
templates of potentially dangerous cyber-attacks on computer systems and military networks, based on the
simultaneous determination of the basic characteristics and parameters (features) of a potentially dangerous
cyber-attack based on a comprehensive analysis of the standard functional security profile implemented in
computer systems and networks, and sources of primary data: databases of attack patterns (KDD-99 and CAPEC),
databases of vulnerabilities and defects (CVE), which makes it possible to neutralize the influence of the "delay
effect" during their creation. The results obtained make it possible to increase the efficiency and up to 15%
efficiency of detecting a potentially dangerous attack by up to 1.6 times in comparison with the best of the existing
models of information security systems.
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