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Tema gucepranii:
1. MeTon no6ynoBu mabIoHIB MOTEeHLIMHO Hebe3nevyHrx KibepaTak Ha KOMITIOTePHI CUCTEMU Ta MepesKi

BiICbKOBOT'O [IPU3HAYEHHS

2. The method for development a pattern of potentially dangerous cyber-attacks on computer systems and
networks for military purpose

Pedepar:

1. Y nuceprauii HaBeIEHO TEOPETUYHE y3araJIbHEHHS 1 HOBE BUPIIIEHHS aKTyaJIbHOI'O HAyKOBOT'O 3aBHAHHS, 110
IoJIsITa€e y MifBUILIEHHI PiBHS 3aXUIIEHOCTI KOMITIOTEPHUX CUCTEM Ta MEPeX BillCbKOBOTO IIPU3HAY€HHS Bif]
IIOTEHLiTHO Hebe3neyHuX KibepaTak MIsIXOM po3po6JIeHHS METOy TOOYJOBU iX M11a6JI0HIB. 3alIpONIOHOBAHO METO],
no6y0BY 1A6JIOHIB IOTEHIIHO Hebe3NeYyHnX KibepaTak Ha KOMITIOTEPHI CUCTEMU Ta Mepexi BiliICbKOBOTO
IIPU3HAYEHHS, SIKUI IPYHTYETbCS HA OJJHOYaCHOMY BU3HAY€HHI 6a30BUX XapAaKTEPUCTHK i TapaMeTpiB (03HAK)
IIOTEHLiiHO Hebe3nevyHoi KibepaTaky Ha OCHOBI BCEOIYHOIO aHasIi3y CTaHAPTHOrO (PYHKLIOHATIbHOTO MIPOQio
3aXUIIEHOCTI, peali30BaHOr0 B KOMITIOTEPHUX CUCTEMAaX Ta MEPEeXax, ! IpKepeJl IEPBUHHUX JaHMX: 6a3 IabJIoHIB
arak (KDD-99 ta CAPEC), 6a3 BpaznuBocTeii Ta gedekriB (CVE), - mo 103B0JIsI€ HiBEIIOBATU BILJIUB “ePeKTy

3ani3HeHHs” B X0fi ix cTBopeHHs. OTpuMaHi pe3yJbTaTy 03BOJISIOTh MiABULIMTH 10 1,6 pa3a onepaTUBHICTb Ta 1O



15% edexTuBHICTb BUSBJIEHHS [TOTEHLIMHO HE6E3eYyHOl aTaky B OPiBHIHHI 3 HAMKPAIMMU 3 TiI0YnX 3Pa3KiB
crcreM iHpopmaliiiHoi 6e3meKu.

2. The dissertation presents a theoretical generalization and a new solution to an urgent scientific problem, which
consists in increasing the level of security of computer systems and military networks from potentially dangerous
cyber-attacks by developing a method for constructing their templates. A method is proposed for constructing
templates of potentially dangerous cyber-attacks on computer systems and military networks, based on the
simultaneous determination of the basic characteristics and parameters (features) of a potentially dangerous
cyber-attack based on a comprehensive analysis of the standard functional security profile implemented in
computer systems and networks, and sources of primary data: databases of attack patterns (KDD-99 and CAPEC),
databases of vulnerabilities and defects (CVE), which makes it possible to neutralize the influence of the "delay
effect" during their creation. The results obtained make it possible to increase the efficiency and up to 15%
efficiency of detecting a potentially dangerous attack by up to 1.6 times in comparison with the best of the existing
models of information security systems.
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