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V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TemaTHyHHX PyOPHK: 10.17

Tema gucepranii:
1. AopMmiHiCTpaTUBHO-TIPABOBi OCHOBU KibepOe3IeKu B YMOBAX riOpUIHOI BilHU

2. Administrative-legal bases of cyber security in the context of hybrid war

Pedepar:

1. ¥ Mexax o6'ekTa Ta npeMeTa JOCiIKEeHHS! PO3KPUTO MMPOKE KOJIO MPOOIEMHUX [TUTaHb Bifl METOL0JIOTIYHUX
3acaj, MisHaHHs PeHOMEHY «KibepOe3neKku» 10 Cy4acHoi napagurmMu agMiHicTpaTMBHO-TIPaBOBOrO 3a6e3Me4eHHs
Kibep6e3nekn B yMOBax ri6puiHoi BiliHU. OGIDYHTOBYETLCS Cy4aCHE PO3YMIHHS DO3BUTKY CYCITiIbHUAX BiIHOCUH Y
KibepripocTopi, ix AyanicTuuHmit 3micT 1151 YKpainu. Po3kpuro icropuyHi acnekty ¢popMyBaHHS Ta IPOaHali30BaHO
CY4aCHMI CTaH HOPMATUBHO-IIPABOBOTrO 3a6€3MeYeHHs Y 3a3Ha4eHill cepi. AKLIEHTOBAaHO Ha CYTTEBUX IIPABOBUX
KOJIi3isIX Ta NporajiMHax BiTYM3HSIHOIO 3aKOHOMABCTBA y cepi Kibepbesreku i 0co6IMBO B YMOBAX riOpUIHOI BifiHU.
[TligkpecieHO Ha HEOOXiTHOCTI (POPMYBaHHS MOHATIMHO-TEPMIHOJIOTIYHOTO anapary agMiHiCTpaTUBHO-TIPAaBOBOTO
3abe3nedyeHHs Kibepbesneky. 3MiCTOBHO PO3KPUTO I0pUINKO-(PYHKIIOHATBHI aciekTy GOopMyBaHHS HAl[iOHaIbHOI
CHCTEeMHU KibepOeseKu: KJII0YOBi aclleKTU MeXaHi3My 3aCTOCYBaHHS aIMiHiCTPaTUBHO-IIPABOBUX 3aXO0[liB
3abe3ne4eHHs Kibepbes3neKy; 3MiCT aMiHICTpaTUBHO-TIPABOBOI OXOPOHY, ii popmu i1 MmeTonu y cdepi
3abe3neyeHHs1 Kibepoe3neKky; CyTHICHI XapaKTePUCTUKU aMiHICTpAaTUBHOI BiJIOBiIaNbHOCTI y cepi 3abe3nedeHHs

Kibepbe3neKy; 3MiCT Ta 0COOJIMBOCTI aiMiHICTPaTHBHO-IIPABOBUX BilHOCUH y cdepi 3abe3reyeHHs Kibepoesneku



Ykpainu; agMiHicTpaTUBHO-TIPABOBUI CTaTyC Cy6'eKTiB 3a6e3nedeHHs Kibepbe3neku YKpaiHy 3 BUTieHHIM
Ipo6JIEMHUX [IUTaHb; 3arajlbHy TEHIIEHIIi10 Ta 0COOINBOCTI MIKBIOMYOI Ta Aep>KaBHO-TIPUBATHOI B3a€MOJI y
cucreMmi 3abesneyeHHs Kibepoesnekyu YkpaiHu. OGIPyHTOBaHO METOJ0JI0TiYHE 3HaYeHHS (POPMYBaHHS MEXaHi3My
aZMiHiCTpaTMBHO-TIPABOBOTO PETyJIIOBAHHS Y 3a3Ha4eHiil cepi Ha OCHOBI IIPABOBOTO BPETYJIIOBAaHHS 3000B’13aHb
Cy0’eKTiB HalliOHaJIbHOI cCUCTEMU Kibepbe3neKu 00 BUSHAYEHHS] PU3KKIB KibepOe3eKy Ta ypoBaKEeHHS] PU3UK-
OpieHTOBaHOI cTparerii Kibep6e3neky. Y3arajbHeHO MDKHAPOIHMI JOCBi CTpaTeriyHoOro XxapakTepy oo
(opMyBaHHS 6€3M1EKOBOr0 CEPEIOBUIIA Ta CTIMKOCTI CyCHilIbCTBA B yMOBaxX ribpyausalii MDKHapogHUX BiZTHOCHUH Ta

c(pOpMyJILOBaHO NPOMO3ULlii YIOCKOHATIEHHS aiMiHICTPaTUBHO-TIIPABOBOrO 3a6€3MeuyeHHs Kibepoe3rneku B YKpaiHi.

2. Within the object and subject of the research a wide range of problematic issues is revealed, from the
methodological bases of knowledge of "cybersecurity” phenomenon to the actual paradigm of administrative-legal
support of cybersecurity in the hybrid war’s context. The nowadays understanding of the development of social
relations in cyberspace, their dualistic content for Ukraine is substantiated. The historical aspects of the formation
are revealed and the current state of regulatory-legal support in this area is analyzed. Emphasis is placed on
significant legal conflicts and gaps in domestic legislation in the field of cybersecurity and especially in hybrid war.
Emphasis is placed on the need to form a conceptual and terminological apparatus of administrative-legal support
of cybersecurity. The legal-functional aspects of the national cybersecurity system formation are substantially
revealed: key aspects of application mechanism of administrative-legal measures to ensure cybersecurity; the
content administrative-legal protection, its forms and methods in the field of cybersecurity; essential
characteristics of administrative responsibility in the field of cybersecurity; content and features of
administrative-legal relations in the field of cyber security of Ukraine; administrative-legal status of the subjects of
cyber security of Ukraine with the allocation of problematic issues; general tendency and features of
interdepartmental and public-private cooperation in the cyber security system of Ukraine. The methodological
significance of the mechanism’s formation of administrative-legal regulation in this area based on legal settlement
of obligations of the national cybersecurity system to identify cybersecurity risks and implement a risk-oriented
cybersecurity strategy is substantiated. The international experience of strategic character concerning formation
of the security environment and stability of society in the context of hybridization of international relations is
generalized and offers of perfection of administrative-legal maintenance of cybersecurity in Ukraine are
formulated.
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