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Pedepar:

1. O6’exT: € mpoBaIsKeHHs Kibepbesneku B YKpaiHi. MeTo0 nucepTaniiiHoro SOCTiIKEHHS € TEOPETUYHE
OOIrpyHTYBaHHS AEP>KaBHUX MEXaHi3MiB IpOBaIyKeHHs Kibepbesneky B YKpaiHi Ta HafaHHs IPaKTUYHUX
peKOMeHaIliii o0 iX MoaIbIIOro YA0CKOHAJIEHHS! B YMOBAaX PO3BUTKY IM(GPOBOro CycHisibcTBa. MeTonu
JocJiKeHHs. JJOCTiIpKeHHS TEOPETUYHUX i MeTOJUYHUX [TOJIOKEHb AUcepTalifiHOl po60TH I'PYHTYIOTbCS Ha
3arajibHOHAyKOBUX MTPUHLMIIAX [TPOBEIEHHS KOMIIEKCHUX JTOCIIIKEeHb, a TAKOXX POOOTAX MPOBITHUX YKPAiHCHKUX i
3apyODKHUX HAyKOBLB 3 MIUTaHb BUPOOJIEHHS! IeP>KaBHOI MOJIITUKY IIPOBAI)KeHHSI Kibepoesneku. BukopucraHo
KOMILJIEKC B3a€MOJIONIOBHIOBAHMX 3araJIbLHOHAYKOBMX Ta CIIE€LiaJIBHUX METO/IB JOCIIIPKEHHS, 30KpEMa: CUCTEMHUN

METO[, METOJ, CUHTE3Y, iCTOPUYHUMI, METOJl KOHTEHT-aHali3y, METO, y3araJbHEeHHs Ta aHaJorii, pakKTOpHUI aHaJi3,



iHCTUTYLiOHANIBHUI aHai3. [1pyu (popMyIIIOBaHHI BUCHOBKIB JcepTallii 3aCTOCOBAaHO METOAM iHAYKLII Ta AeQyKLii,
CXOJIKEHHS BiJl 3arajibHOTO 10 KOHKPETHOro. HaykoBa HOBM3HA OJlepKaHUX PEe3YJIbTaTiB MOJIATa€ y TEOPETUYHOMY
OOI'PYHTYBaHHi Jiep>kKaBHUX MexXaHi3MiB IIPOBaI)KeHHs KibepOe3neku B YKpaiHi Ta HaZjlaHHi IPaKTUYHUX
peKOMeHalliil o0 iX MoJaIbLUIOro yI0CKOHAJIEHHS B YMOBAaX PO3BUTKY LIM(PPOBOro CyCHilbCTBA YKpPAiHU.
HoBu3sHa: Briepie po3po6JieHO OpraHisaniiiHo-ynpasliHCbKy MOJIeJIb HalliOHAJIbHOI cuCTeMH Kibepoesneku,
3alpOINIOHOBAHO CTBOPUTH B PaMKax 3aCTOCYBaHHS PECYPCHO-TEXHOJIOTIYHOTO MEXaHi3My ITPOBAKEHHS
Kibepbesneky My6sliyHMI peecTp NPOIpieTapHOTo IPOrpaMHOro 3abe3rnedeHHs YA0CKOHaleHo Ki1acudikallio
Cy0’eKTiB HalliOHaJIbHOI cCUCTEMU Kibep6e3neKku 3a HarpsiMaMy, MiIX04y 00 BUSHAYEHHS 3arpo3 y KibepIrpocTopi,
110 [,aJI0 3MOTY BCTAHOBUTH OCHOBHI Cy0’'€KTH, METOJIMKY OLiHIOBAaHHS PE€3yJIbTATUBHOCTI 3aCTOCYBAaHHS U(PPOBUX
iHCTpYMEHTIB NIpoBaKeHHs Kibepbeaneku. JlicTany oganbioro po3BUTKY: HOPMATUBHO-TIPABOBE 3a0€3eYeHHs
HalliOHaJIbHOI C(PEPU NPOBAIKEHHS Kibepbe3neKy, IOHITIMHO-KaTeropiajbHA anapar NnyoJiyHOro yIpaBiiHHS y
cdepi kibepbesnexku B YaCTUHI BBeIEHHS B HAYKOBUI 06Ir aBTOPChKUX AediHililil. BpoBaf>KeHOo B NisJIbHICTB:
Jep>kaBHOIO CJIy>KOO0I0 CIIeLiaJIbHOTO 3B's13Ky Ta 3axUCTy iHpopMalii Ykpainu, KomiteTom BepxoBHoi Pagu Ykpainu 3
nuTaHb HUppoBoi TpaHcopMaliii, XepCOHCHKOI0 061aCHOI0 Pafiolo, ['amysi BUKOPUCTaHHS: Iep>KaBHi OpraHu
yIIpaBJIiHHS, 3aKJIai1 BUIIOi OCBiTH, HallioHanbHMIT KOOpAMHALHMI EHTP Kibep6e3neKkn, OCHOBHUX Cy0'eKTiB
HaliOHaJIbHOI CUCTEeMU Kibepbesreky, iHIMX opraHis My61iyHOi Bjagu.

2. Object: there is cybersecurity in Ukraine. The purpose of the dissertation research is to theoretically
substantiate the state mechanisms of cybersecurity in Ukraine and provide practical recommendations for their
further improvement in the development of digital society. Research methods. Research of theoretical and
methodical provisions of the dissertation is based on the general scientific principles of complex research, as well
as the work of leading Ukrainian and foreign scientists on the development of state policy on cybersecurity. A set
of complementary general scientific and special research methods was used, in particular: system method,
synthesis method, historical method, content analysis method, generalization and analogy method, factor analysis,
institutional analysis. In formulating the conclusions of the dissertation methods of induction and deduction,
convergence from general to specific were used. The scientific novelty of the obtained results lies in the
theoretical substantiation of state mechanisms of cybersecurity in Ukraine and the provision of practical
recommendations for their further improvement in the development of digital society in Ukraine. Novelty: for the
first time an organizational and managerial model of the national cybersecurity system was developed, a public
register of proprietary software was proposed to create a public register of cybersecurity within the application of
the resource-technological mechanism. main subjects, methods of evaluating the effectiveness of digital tools for
cybersecurity. Received further development: regulatory and legal support of the national sphere of cybersecurity,
the conceptual and categorical apparatus of public administration in the field of cybersecurity in terms of
introduction into scientific circulation of author's definitions. Implemented: State Service for Special
Communications and Information Protection of Ukraine, Committee of the Verkhovna Rada of Ukraine on Digital
Transformation, Kherson Regional Council, Areas of use: government agencies, higher education institutions, the
National Coordination Center for Cyber ooSecurity, the main actors in the national cyber security system, and other
public authorities.
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