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Pedepat/anoranis:

1. AkTyasnpHiCTh pOoOOTH IOB'I3aHA 3 PO3POOKOI0 MOJIeJli Ta METOIiB MiJiBUIIeHHS KOHPiNeHIiITHOCTI Ta LislicHOCT]
00MiHYy 300paK€HHSIMU [1J1 [PYNU JOBipEHMX KOPUCTYBaviB. [IpoBefieHO aHali3 Npo6ieMU NiJBULLLEHHS
KOHQiZeHIiTHOCTI Ta LisliCHOCTi 0OMiHY 306pa’K€HHSIMU 1151 TPYIY NOBIpEHUX KOPUCTYBauiB. YI0CKOHATIEHO
iHTerpasbHUM KpUTEPiil IKOCTI INQPYBaHHS, KU IOeNHYE Pi3HI METPUKY sIKOCTI MUPpPyBaHHS (KOpeJsLiliHi,
€HTPOIilHi Ta METPUKU PE3UCTEHTHOCTI), IOOYJOBAaHMI METOIOM ifjealbHOI TOUKY, 110 JJO3BOJIMJIIO IPOBOJAUTU
KOMIIJIEKCHE OLIiHIOBaHHS SIKOCTi M PyBaHHS Ta IPOBOAUTH OOI'PYHTOBAHUI BUOip TOTOKOBUX Ta OJIOYHUX
mu@piB. MaTeMaTHIHOIO OCHOBOIO 151 TOOYZOBU HOBUX METOJIiB reHepallii IICeBIOBUIIAKOBUX KPUIITOCUCTEM €
oiHOBUMIpHe BifobpaxkeHHs TeHT i3 J0aTKOBO BBEJEHUM Y 1€ BiOOpaskeHHS IPeAUKATUBHYUM yIIPaBJIiHHSIM.
3arporioHOBaHO METOJ, reHepallii ICeBA0BUNIATKOBUX MIOCIiZOBHOCTEN Ha OCHOBI BioOpaskeHHs TeHT. [IpoBeneHo
aHaJli3 OCHOBHUX CTaTUCTUYHUX XaPAKTEPUCTUK PO3POOJIEHUX IICEBIOBUIIATKOBUX MTOCTIIIOBHOCTEM 1151 3a7JlaHOTO

KJIIOYa, SIKUH CBiIYUTH IIPO iX IICEBAOBUIIAIKOBUI XapaKTep, PO BiCYTHICTb 3aKOHOMIPHOCTEN Mi’)K OKPEMUMU



YaCTMHAMU MOCJIiIOBHOCTI, IO [03BOJISIE PEKOMEHIYBATH iX 111 BUKOPMUCTAHHS B KPUIITOrpadpiyHMUX METOHaX.
[lepeBaror HaBeAEHOrO PillleHHS € KOPOTKA JOBXKMHA KJII0Ya Ta HE3AJIESKHICTh aJITOPUTMY Bif] 3aCTOCOBYBAHO]
arapartHo-nporpamHoi niaatdopmu. Pozpobsieno meton mudpysBaHHs 300pakeHb HAa OCHOBI XaOTUYHOTO
BigoOpakeHHs TeHT 3 yIpaBJIiHHM, 110 JO3BOJIMJIO Ha MiJICTaBi KOPOTKOrO KJII04a (HACiHHS) FeHEPYBaTU JOBTY
IICE€BIOBUIAIKOBY IOCJIIOBHICTD, 110 3HAYHO MiABULIMIIO WBUAKOL0 N(PYBAHHS Ta PO3IN(PYBAHHS IPU
30epeskeHHi cTilikocTi mudpyBaHHs 3a iHTerpaabHUM KpuTepieM sikocTi. OTpumarna rnojanbiinii pO3BUTOK MOJIeJlb
1100yJ0BY IICEBIIOBUIIAJIKOBYX IIOCJIiIOBHOCTE, sIKAa 3aCHOBAaHAa Ha 3B'$13Ky MK IOXiIHUMU NoJiiHOMiB Yebuiesa
IpYyroro pofy Ta rnosjgiHomamu YeoOuiiesa, a TAKOX Ha 3B'S3Ky 3TOPHYTUX 4nceJl k-nepeTrHy NocligoBHOCTI
dibonayui 3 noxigHUMHU MosliHOMIB Yebuiiesa Apyroro poay yepes yunca JIoka, o 1ano MOKJIMBICTb OTPUMaTU
ciMelCTBO y3arajibHeHUX nociigoBHoctell GiboHaydi, sKi MOXYTb OyTH BUKOPUCTAHI 17151 TiIBULLIEHHS PiBHS
3abe3nedyeHHs LiicHOCTI iHpopMaii npu ii 06MiHi Helo y rpymi OBipeHUX KOPUCTYBaiB. 3alIpONIOHOBAHO
METOJMKY JOCJIiIPKEHHS €(peKTUBHOCTI IIPOTOKOJIIB IPYIIOBOTrO Y3rOIPKEHHS Kilo4iB. [TokazaHo, 1o npu
dhopMyBaHHi I'pyn NOBipeHUX KOPUCTYBAYiB 3 HEBEJIMKAM YMCJIOM KOPUCTYBAUiB Ta MaJIO0 AUHAMIKOIO Hai6inbl
eeKTUBHUM € NI0eJIHaHHs IpoToKoyy bypMmecrepa-JlecmenTa Ta eninTudHoi KpuBoi MoHTromepi. Pospobseno
MeToJ, 06MiHy 300paKeHHSIMU TPYIH JOBIPEHUX KOPUCTYBAiB, KU Biflpi3HSIETbCS 6araTOPiBHEBUM 3aXHUCTOM 3
3aCTOCYBaHHSIM 3aXMCHOTO [IEPETBOPEHHS HA OCHOBI MOIN(IKOBAaHOTO XaOTUYHOTO BifobpakeHHs1 TeHT Ta
HIBUAKOZ{I0YOro MPOTOKOJY Ha OCHOBI €JIINITUYHUX KPUBUX MOHTI'OMEPI, 10 [O3BOJIMJIO MiJIBUIIATY MBUIKOL 0
M @PyBaHHS Ta PO3IU(PYBaHHS IIPU 30€PEXKEHHI CTIMKOCTI. 3arajioM, pe3yJbTaTH anpooalii cBigyaTs Npo
[IPaKTUYHY NPUIATHICTD 3alIPONIOHOBAHMX METO/IB [0 BIIPOBAIPKEHHS B CUCTEMHU PEAJILHOTO Yacy. BUCHOBKY,
OTPUMaHi Ha OCHOBI eKCIleprMeHTaIbHIUX BUMIPIOBaHb Ta [TOPiBHSIHB i3 6a30BUMU MMiTX04aMU, HiTBEPIKYIOTh
IOLi/IBbHICTB X BUKOPUCTaHHS B iHPOpMaLiliHuX cucTemax. PesysbTaTi JrcepTaniiHoi po60TH OTpUMau
BIIPOBAJIPKEHHS Y [iJIbHOCTI AePKaBHOTO MIANPUEMCTBA YKPAiHCbKMI HAYKOBO-JOCIIAHNIA IHCTUTYT MEIULVMHA
TpaHCIopTy MiHicTepcTBa 0XOpOoHU 310poB’s Ykpainu» (akt JITYKPHII MT MO3 Ykpainu Bin, 02 6epesus 2026 p.),
y IisimpHOCTI BificbKOBO-MeIMYHOTO KJiHiYHOrO 1eHTpY IliBgeHHoro periony (mosigxa Bin 05 6epe3Hs 2026 p.) Ta
3HANILIM BiOOpaKeHHs y HaBYaJIbHOMY Ta HAyKOBO-IOCJIiJHALILKOMY IIpoLeci HallioHasbHOTO yHIBEPCUTETY

«Opecpka MoiTeXHiKa».

2. The relevance of the work is related to the development of a model and methods for increasing the
confidentiality and integrity of image exchange for a group of trusted users. The problem of increasing the
confidentiality and integrity of image sharing for a group of trusted users was analyzed. An integrated encryption
quality criterion has been improved, which combines various encryption quality metrics (correlation, entropy, and
resistance metrics), constructed using the ideal point method, which allowed for a comprehensive assessment of
encryption quality and a reasoned selection of stream and block ciphers. The mathematical basis for constructing
new methods for generating pseudorandom cryptosystems is the one-dimensional Tent mapping with predicative
control additionally introduced into this mapping. A method for generating pseudorandom sequences based on the
Tent mapping is proposed. An analysis of the main statistical characteristics of the developed pseudorandom
sequences for a given key is carried out, which indicates their pseudorandom nature, the absence of regularities
between individual parts of the sequence, which allows us to recommend them for use in cryptographic methods.
The advantage of the presented solution is the short key length and the independence of the algorithm from the
hardware and software platform used. A method of image encryption based on a chaotic Tent mapping with
control is proposed, which allows generating a long pseudo-random sequence based on a short key (seed), which
significantly increases the speed of encryption and decryption while maintaining the stability of encryption
according to the integral quality criterion. The model for constructing pseudorandom sequences has been further
developed, which is based on the connection between the derivatives of Chebyshev polynomials of the second kind
and Chebyshev polynomials , as well as on the connection of the collapsed numbers of the k - section of the
Fibonacci sequence with the derivatives of Chebyshev polynomials of the second kind through Luke numbers,
which made it possible to obtain a family of generalized Fibonacci sequences that can be used to increase the level
of ensuring the integrity of information when it is exchanged in a group of trusted users. A methodology for
studying the effectiveness of group key agreement protocols is proposed. It is shown that when forming groups of



trusted users with a small number of users and low dynamics, the most effective is the combination of the
Burmester-Desmedt protocol and the Montgomery elliptic curve. The method for exchanging images of a group of
trusted users has been developed, which is characterized by multi-level protection using a protective
transformation based on a modified chaotic Tent mapping and a high-speed protocol based on Montgomery
elliptic curves, which allowed increasing the speed of encryption and decryption while maintaining stability. In
general, the results of the testing indicate the practical suitability of the proposed methods for implementation in
real-time systems. The conclusions obtained on the basis of experimental measurements and comparisons with
basic approaches confirm the feasibility of their use in information systems. The results of the dissertation work
were implemented in the activities of the state enterprise «Ukrainian Scientific Research Institute of Transport
Medicine of the Ministry of Health of Ukraine» (act of the State Enterprise Ukrainian Scientific Research Institute
of Transport Medicine of the Ministry of Health of Ukraine dated March 2, 2026), in the activities of the Military
Medical Clinical Center of the Southern Region (certificate dated March 5, 2026) and were reflected in the
educational and scientific research process of the Odesa National Polytechnic University
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