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1. Incepraniiina po60oTa IpucBsYeHa po3poobiii METOiB Ta 3aCO6iB [1Jisg aHaJi3y 6JI0KYEelH TpaH3aKuiid. Po3pobiieHi
MEeTOJU MOXYTb OyTH IIPSIMO ab0 OINOCEepPeIKOBAHO 3aCTOCOBaHI SIK TP aHaJli3i TpaH3aKujili, Tak i AJ1s1 LOCIiIKeHHs
6JI0KUYEelH Mepex 3arajioM. AHasli3 6JI0K4eliH MepeK, a came 6JI0KYelH TpaH3aKIlill, € BAKJIUBOIO 3a7ja4yelo B
6JI0K4YelH iHAyCTpil. Y 1bOMY KOHTEKCTi 30CEPEI)KEHHS yBary Ha 6JIOKYElH TPaH3aKLisX € He JIMIe akaJeMiyHUM
iHTepecoM asie i IPaKTUYHOIO HeOOXiTHICTIO 11715 3a6e3redeHHs 6e3exy, e(peKTUBHOCTI Ta CTIMKOCTi MepeXi.
P03p0o6HUKM [IOCTINIHO NPalLloloTh Ha, BifijIarO )KEHHSIM POO0TU OGJIOKYENH- BY3JIiB, 110 € HA/I3BUYANIHO BOKJIMBUM
IJ151 M ATPMMKY HaZliHOCTI Mepexi. Lle BKitodae B cebe He TiJIbKY BUSIBJIEHHS Ta YCYHEHHS IOMUWIOK y KOZi, a 1
ONTHMI3allil0 IPONYKTUBHOCTI Ta MACIITA60BAaHOCTI. B TaKOMy KOHTEKCTi aHasi3 TpaH3aKIil foromMarae

ineHTHdiKyBaTH Ta BUpPIIyBaTU IPOOJIEMY, SIKi MOKYTh BILJIMBATH Ha pOOOTY BY3J1iB. [JOC/iIHUKY BUKOPUCTOBYIOTb



aHaJIi3 TPaH3aKLiN 17151 BUSIBJIEHHS IOTEHLIHO Hee(EeKTUBHUX MicLb Y Mepexi. Lle Bkiodae B cebe BUBYEHHS
ma6J10HiB Tpadiky, 06poOKy 3aIMTIB, @ TAKOXK aHaJIi3 3aTPUMOK i IIPOITYCKHOI 31aTHOCTI. Takuil aHani3 Moxe
BUSIBUTH BY3bKi MicCljsl, 110 IOTPE6YIOTh ONTHMMI3allii, 60 HaBiTh nepefdayuTy OTEHLiNHI IPO6IEMH, SIKi MOXYTb
BVMHUKHYTH B MallOyTHbOMY. BUSIBJIEHHS Bpa3/IMBOCTEN Yyepe3 aHali3 6I0KYeH TPaH3aKLill € BaKJIMBUM SIK JJIs1
3abe3nedyeHHs 6e3reKu Mepeski, Tak i AJ1s1 JOCTIiIKeHHsI MUHYJIUX aTak. Lle 0XOIIioe BiicTesXKeHHS Mifio3pinux abo
HECTaHJAPTHUX TPaH3aKIili, 1[0 MOKe BKa3yBaTH Ha CIPOOU 11axpalicTBa, BUKPALEeHHS KOIITIB, aTaKu TUILY
"BizMOBa B 06c1yroByBaHHi" (DoS) a6o iHIIi 6e311eKoBi 3arpo3u. AHasli3 TpaH3aKIliil cTae KJIYOBUM iHCTPYMEHTOM Y
60poTh6i 3 KiGEP3JIOUNHHICTIO Ta 3a6e3Me4YeHHi JOBipH 0 6JI0KYEIH TEXHOJIOri M. MeToIo AucepTauiliHoi poboTH €
nigBuIeHHS e(PEeKTUBHOCTI IPOrpaMHMX 3aC00iB aHasi3y 0JI0KYEelH TpaH3aKLii 32 PaXyHOK YIOCKOHAJIEHHS Ta

PO3pOOKU HOBUX METOiB aHAi3Yy.

2. The dissertation is devoted to the development of methods and tools for the analysis of blockchain transactions.
The developed methods can be directly or indirectly applied both to the analysis of transactions and to the study
of blockchain networks in general. Analysis of blockchain networks, namely blockchain transactions, is an
important task in the blockchain industry. In this context, focusing on blockchain transactions is not just an
academic interest, but also a practical necessity to ensure the security, efficiency and stability of the network.
Developers are constantly working on debugging the operation of blockchain nodes, which is extremely important
for maintaining the reliability of the network. This includes not only finding and fixing bugs in the code, but also
optimizing performance and scalability. In this context, transaction analysis helps to identify and solve problems
that can affect the operation of nodes. Researchers use transaction analysis to identify potentially inefficient
locations in the network. This includes studying traffic patterns, processing requests, and analyzing latency and
throughput. Such analysis can reveal bottlenecks that need optimization or even predict potential problems that
may arise in the future. Vulnerability detection through analysis of blockchain transactions is important for
network security and for investigating past attacks. This includes tracking suspicious or unusual transactions that
may indicate attempted fraud, embezzlement, denial-of-service (DoS) attacks, or other security threats.
Transaction analysis is becoming a key tool in the fight against cybercrime and ensuring trust in blockchain
technology. The purpose of the dissertation is to improve the effectiveness of software tools for analyzing
blockchain transactions by improving and developing new algorithmic and software methods.
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