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Pedepar:

1. Inceprauiiina po60oTa IpucBsYeHa po3poobLii METOIiB Ta 3aCO0iB [1JIs1 aHaJIi3y 6JI0KYeH TpaH3akLiil. Po3pobiieHi
METOJIA MOXKYTb OyTU MPSIMO 200 ONOCEPEAKOBAHO 3aCTOCOBAHI SIK [IpY aHaJi3i TpaH3aKLil, TaK i 4715 AOCIiIPKEHHS
0JIOKYENH MepexX 3arajioM. AHasli3 6JI0KYENH MepeX, a came 6JI0OKYENH TPaH3aKIill, € BAKJINBOIO 337a4Y€el0 B
6Js10K4eliH iHayCTpii. ¥ 1bOMy KOHTEKCTi 30cepepKeHHs yBaru Ha O6JI0KYelH TPaH3aKLisIX € He JIuIle akaleMiuHUM
iHTepecoM asie i NPaKTUYHO HEeOOXiTHICTIO 117151 3a6e31e4eHHs 6e31eKH, e(peKTUBHOCTI Ta CTIMKOCTi MepeXi.

P03p06HUKY NOCTINHO NPAIOI0Th HaTl BiAJarogKeHHsIM poO0TH 6JIOKUYEH- BY3JIiB, 1[0 € HAJ3BUYANHO BaXKJIMBUM



D71 NigTPUMKU HaZiHOCTI Mepexi. Lle BKtoyae B cebe He TiJibKY BUSIBJIEHHS Ta YCYHEHHS IOMUJIOK y KOJii, a 1
ONITUMI3allil0 IPONYKTUBHOCTI Ta MACIITA00BAHOCTI. B TakOMy KOHTEKCTi aHasi3 TpaH3aKIill foromarae
ineHTH}iKyBaTH Ta BUPIIyBaTU IPOOJIEMU, SIKi MOXKYTh BILJIMBAaTH Ha pOOOTY BY3J1iB. JJOC/iIHUKY BUKOPUCTOBYIOTb
aHaJIi3 TpaH3aKLil [1JIs1 BUSIBJIEHHS IOTEHIiITHO HeeeKTUBHUX MicLib Y Mepexxi. Lle BKitoyae B ce6e BUBYEHHS
mwabsoHiB Tpadiky, 06pOOKY 3aMUTIB, a TAKOXK aHAJIi3 3aTPUMOK i TPOIYCKHOI 3gaTHOCTI. Takuil aHasi3 Moxe
BUSIBUTH BY3bKi MicCI#l, 1110 IOTPeOYIOTh ONTHMI3allii, 860 HaBiTh nepefdayuTy OTEHLiNHI IPO6IeMH, SIKi MOXYTb
BUHUKHYTU B MallGyTHbOMY. BUsIBJIEeHHS Bpa3/MBOCTE! yepe3 aHasi3 6JI0KYeiH TpaH3aKLilil € BaXKJIMBUM SIK [1JIs1
3abe3nedyeHHs 6e3reKu Mepeski, Tak i AJ1s1 JOCTiIKeHHsI MUHYJIUX aTak. Lle 0XOIIIoe BiiCTesKeHHS Miflo3pinux abo
HECTaHJAPTHUX TPaH3aKIili, [0 MOKe BKa3yBaTH Ha CIIPOOU 1I1axpalicTBa, BUKPALEeHHS KOIUTIB, aTaKu TUILY
"BiiMOBa B 06c1yroByBaHHi" (DoS) abo iHIIi 6e311eKoBi 3arpo3u. AHasli3 TpaH3aKlliil cTae KJI0YOBUM iHCTPYMEHTOM Y
60pOTHOi 3 KiIGEP3TIOUNHHICTIO Ta 3a0e3MeYeHHi JOBipH 40 6JIOKYENH TEXHOJIOTiH. MeTolo gucepTaliiiHoi poOOTH €
nigBUIIeHHS e(PEeKTUBHOCTI IPOrPaMHUX 3aCO0iB aHai3y 6JI0KYEH TPAH3aKLiN 32 PAaXyHOK YAOCKOHAJIEHHS Ta

PO3pOOKU HOBUX METOJiB aHaIi3y.

2. The dissertation is devoted to the development of methods and tools for the analysis of blockchain transactions.
The developed methods can be directly or indirectly applied both to the analysis of transactions and to the study
of blockchain networks in general. Analysis of blockchain networks, namely blockchain transactions, is an
important task in the blockchain industry. In this context, focusing on blockchain transactions is not just an
academic interest, but also a practical necessity to ensure the security, efficiency and stability of the network.
Developers are constantly working on debugging the operation of blockchain nodes, which is extremely important
for maintaining the reliability of the network. This includes not only finding and fixing bugs in the code, but also
optimizing performance and scalability. In this context, transaction analysis helps to identify and solve problems
that can affect the operation of nodes. Researchers use transaction analysis to identify potentially inefficient
locations in the network. This includes studying traffic patterns, processing requests, and analyzing latency and
throughput. Such analysis can reveal bottlenecks that need optimization or even predict potential problems that
may arise in the future. Vulnerability detection through analysis of blockchain transactions is important for
network security and for investigating past attacks. This includes tracking suspicious or unusual transactions that
may indicate attempted fraud, embezzlement, denial-of-service (DoS) attacks, or other security threats.
Transaction analysis is becoming a key tool in the fight against cybercrime and ensuring trust in blockchain
technology. The purpose of the dissertation is to improve the effectiveness of software tools for analyzing
blockchain transactions by improving and developing new algorithmic and software methods.
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