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V. BizomocTi npo gucepraniio
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1. MeTonu Ta 3aco6U OLiHIOBaHHS NTapaMeTpiB 0€3I1eKU [JIs1 BUSIBJIEHHS] KPU30BUX CUTYyallill B iHpopMaliliHiil cdepi

2. Methods and tools for evaluating the security settings to detect crisis in information sphere

Pedepar:

1. Y po6oTi gocmimKeHo Cy4acHUI CTaH PO3BUTKY TEOPETUYHOI Ta IPAKTUYHOI 623U, 1[0 BUKOPUCTOBYETHCS 1JISI
peasizallii 3aBaHb KOHLEILil yIIpaBliHHS 6e3lepepBHICTIO 6i3HeCy, 30Kpema IPOoLEeCiB YIIPaBJliHHS KPU30BUMU
CUTyalliIMM, TOOTO iX BUSIBJIEHHS], ileHTU(IKallilo Ta OLiHKy. BUsBIEHO, 0 OCHOBHUM HEJ0JIIKOM Cy4aCHHUX 3acO0biB
B JIaHill rajly3i € HEMOKJIMBICTb iX 3aCTOCYBaHHS B €J1a60()OPMasi30BaHOMY CEPELOBUII Ta 3HaYHi BUMOTH [0
4acoBMX Ta BUPOOHUYUX PeCypCiB. 3 oIy Ha Lie, po3po6JeHO iHTerpoBaHy MOJIeJlb IIPeCTaBIeHHS

iHIMIEHTIB /NIOTEHLiTHMX KPU30BUX CUTYyallili, BU3HAUEHO MHOXXUHHU iIeHTU(IKyIOUNX IIapaMeTpiB, XapaKTepPHUX
1711 BUBHAYEHUX KaTeropii iHIUAEeHTY, Ta OLIHOYHUX ITIapaMeTPiB 00 KPUTUYHOCTI CUTYaLlii, CIIPUYUHEHOI
iHnuIeHToM, popmaizoBaHO MOZeJIi MapaMeTPiB Ta €TaJIOHIB, a TAKOXX CPOPMOBAHO MOJEJIb eBPUCTUIHUX IIPABUII
BUSBJIEHHS Ta ifeHTudiKauii iHyuaeHTiB /IoTeHiiHMX KPU30BUX cUTyaliil. KpiMm Toro, po3pob6yieHo MeTof,
BUSBJIEHHS iHIIUIEHTIB/TIOTEHLITHMX KPU30BUX CUTYallill, METO/, OL[iHKM KPUTUYHOCTI CUTYallil Ta HOBi CTPYKTYpPHI
pillleHHs! CUCTEMU BUSIBJIEHHS iHIUAEHTIB /TIOTEHLIHNX KPU30BUX CUTYaLlill i CUCTEMU OLIHKM KPUTUYHOCTI

cuTyalii, SIKi JalTh MOXJIMBICTh PO3MUPUTY (PYHKLIIOHATIBHI MOXKJIMBOCTI Cy4YaCHUX CUCTEM YIIPAaBJIiHHS



KPM30BMMU CUTYalliIMM, @ CaMe TPOTHO3YBAHHS, BUSIBJIEHHS Ta ifeHTUdiKalii iHIUIEeHTiB /IOTEHLITHUX KPU30BUX
CHTYyalii i OL[iHKK KpM30BUX CUTYyalill. Po3po6ieHo nporpamHe 3a6e3neyeHHs Ta IPOBEIEHO eKClIepUMeHTaIbHe

IOCTIiIKEeHHS, IKi MiITBePAUIY aeKBaTHICTb PO3POOTIEHUX MOJIesIeil, METOIiB Ta CUCTEM.

2. The thesis considers research of current state of development theoretical and practical base that is used to
achieve the objectives concept of business continuity management, including crisis management processes, in
other words their detection, identification and assessment. The main disadvantage of modern means in this field is
the impossibility of their use in weakly-formalized environment and large demands to time and production
resources. Considering this, developed integrated model for presenting incidents /potential crisis, defined
identifying parameters set, specific to the defined incident categories, and evaluation parameters regarding the
critical situation caused by the incident, formalized model of parameters and etalons, and also formed the model of
heuristic detection rules and incidents /potential crisis identification. Among other things, developed method of
incidents /potential crisis detection, method for evaluation criticality of the situation and new structural solution
for detection incidents /potential crisis system, which enable to expand functionality of modern crisis
management, namely forecasting, detection and identification of incidents/potential crisis and evaluation crisis.
Software is developed and conducted experimental studies that confirmed the adequacy of the developed models,
methods and systems.
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