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V. BimomocTi npo gucepraniio
Moga guceprariii:
Koy TeMaTHYHHX PyOPHK: 50.41.01

Tema guceprauii:
1. ITligBuimenHs eeKTUB—HOC—Ti 3axuCTy iHpopMalLiil B KOMIIIOTEPHUX CUCTEMAax Ha OCHOBI BUKOPUCTaHHS

CTOXaCTUYHUX IapaMeTpiB ix poboTu

2. Increasing the data protection efficiency in computer systems by utilization of their operation stochastic

parameters

Pedepar:

1. Inceprarist npucBsiyeHa npobsiemi MifgBuineHHs epeKTUBHOCTI 3aXUCTY LaHUX BILOCKOHAJIEHHSIM CIIOCOOiB
reHeparii, HopMasisaii i TecTy-BaH-HS BUIIal~KOBUX YMCEJI Ta PO3POOKU HOBUX CIIOCO0IB iX 3aCTOCYBaHHS [1JIs1
3aXUCTY AaHUX. BUKOHaHO [OCiTKEeHHS TEXHOJIOTIM OTPUMAaHHS BUIIaJKOBUX BEJIMYMH 32 JOTIOMOTOI0
BMMipIOBaHHS Qi3NYHO BUMANKOBUX QJIYKTyallill IBUIKOCTI 06ep-TaHHS )KOPCTKUX MarHiTHUX JUCKiB. Po3pobiieHi
3aco0y BUMIPIOBaHHS LUX (PIIyKTYyalili, IpoBeJeHe eKClliepUMeHTaIbHe NOCiIPKEHHS PO3I0iTy OTPUMaHUX
BUMAAKOBUX BEJIWYUH. 3aIIPOTIOHOBAHO METO]] OIE€P>KaHHS BUIIAKOBUX YUCEJ 3 BUKOPUCTAHHSM CIelliaJlbHOTO
¢dopmaTyBaHHs qucKy. [IpencraBieHi pe3yibTaTi JOCiIPKeHb 110 BAKOPUCTAHHIO 30BHIIIHIX IYMiB /1J14 reHepallii

BUIIaJIKOBUX 4uceJi. Ha 1iit ocHOBi po3pobsieHo pekoMeHallii 10 1o0ynoBU e(eKTUBHOIO reHe—paTopa BUMAIKOBUX



YHMCeJ 3 3aCTOCYBaHHSIM BOYJJ0BaHOTO MiKpO(OHY. 3arporoHoBaHO e(pEKTUBHUI METOM, HOpMai3allii pe3ysbTaTiB
BHMipiB Qi3YHO CTOXaCTUYHUX [TapaMeTPiB pO60TU KOMITIOTepa. MeToy, BKiIIoyae Crioci6 6ajaHCHOrO KOAyBaHHS
Ta aJITOPUTM GITOBOTO IEPETBOPEHHS, SIKi 3a0€3I1€UyI0Th BUCOKi CTaTUCTUYHI Ta KOPEJISILiNHI XapaKTepUCTUKMU.

Merop, 3a6e3nedye Ha 1-2 NOpsAKY Giyblly MPOAYKTUBHICTD B IOPiBHAHHI 3 MD-5 1 SHA-1.

2. Thesis is dedicated to a problem of increasing of data protection efficiency by working out the advancements of
true numbers generation, normalization and testing and the new techniques of its utilization for data protection.
Research of techniques for random number obtaining by measuring of a stochastic fluctuations in a rotation rate
of rigid magnetic disks has been worked out. The method for random numbers obtained by using of special format
of disk has been proposed. The results of investigation into ambient sound utilization for generating random
numbers has been presented. Based on those studies the recommendations for building of efficient random
number generator which employs the embedded micro-phone has been developed. The effectiveness method for
normalization of the physical stochastic computer operation parameters measurement has been proposed. The
method include the balance coding manner and algorithm of bit transformation which ensure high statistical and
correlation characteristic. It has been shown that method ensure by 1.5-2 order high productivity in compare to
MD-5 and SHA-1.
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