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1. MeToJ1 aBTOMaTUYHOTO aKTUBHOTO aHaJIi3y 3aXUIIEHOCTI KOPIIOPATUBHUX MEPEXK HA OCHOBI IHTEJIEKTyaJIbHOI
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2. The method of automatic active security analysis of corporate networks based on intelligent vulnerability
validation.
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1. Kupnyok P.B. MeToz, aBTOMaTUYHOTO aKTUBHOT'O aHali3y 3axUILeHOCTi KOPIIOPATUBHUX MEPEX Ha OCHOBI
iHTesIleKTyabHOI BasifaLii Bpa3nuBocTell. — KpasnidikauiiiHa HaykoBa Ipallsl Ha ITpaBax pykonucy. JlucepTratis Ha
300y TTsI HAYKOBOTO CTyIeHs JoKTopa ¢inocodii 3a cnenjanphicTio 125 «Kibepbesneka». — [lep>KaBHUI YHIBEPCUTET
TesiekoMmyHikauiil, MOH Vkpainu, Kuis, 2021. JuceprauiiiHa po6oTa NpUCBsIY€HA BUPILIEHHIO aKTyaJIbHOTO
HayKOBOTO 3aBJIaHHS, CYTHICTb SIKOTO MOJISAra€ B PO3BUTKY METOJly aBTOMAaTUYHOTO aKTUBHOTO aHaJi3y 3aXUIE€HOCT]
KOPIIOPaTUBHUX MEPE’X Ha OCHOBI OLIiHIOBaHHS SIKOCTI MeXaHi3My Baslifaliii BpasauBocTell QyHKIIOHYIOUNX
iHopmauiinux cucrem. [y JOCSATHEHHS] METHU MiIBUILEHHS pe3yJIbTATUBHOCTI aBTOMaTUYHOT'O aKTUBHOTO aHaIi3y
3aXMILIEHOCTI KOPIIOPATUBHUX MEPEX 3aBASAKU iHTEJIEKTyasli3alii mpouecy Bajiganii BpasanBOCTEN IIPOrPaMHUX Ta
arapaTtHux MaaTdopm Ha OCHOBI (a33i TexHOJIOoTii 6yJsi0 BupilleHo HACTyIHi 3a4adui: 1. Briepiue 3anpornoHoBaHO
MaTeMaTU4Hy MOJEJIb aHaJli3y KiJIbKiCHUX XapaKTE€PUCTUK IIPOLECY Basifalil Bpa3inBOCTEN, 10 [PYHTYEThCS HA
noslinHoMax bepHIITENHA, gKi J03BOJISIIOTh ONMCATU JUHAMIKY JAaHOTO Npolecy. BUKopucTaHHs 1aHoi Mojei
JIO3BOJISIE OTPUMYBATH aHAJITUYHI 3aJI€5KHOCTI [1J151 KiJIBKOCTI YCIIIIHO BaJiOBAHMX Ta HEBAJILOBAHUX
BPA3JIMBOCTEN, a TAKOX JJIs KiJIbKOCTi BUIAAKIB Basigalii Bpa3anBOCTEH, 110 NIPU3BEIU 40 KPUTUYHUX [TIOMUJIOK 33
Yac pauioHaJIbHOTO UMKIY Bajligalil BUSBJIEHMX BPA3JIMBOCTEN IIif] YaC aKTMBHOIO aHAJIi3y 3aXUIIEHOCTI
KOPIIOPaTUBHOI Mepexi. 2. Briepiie po3po6ieHo METOMKY aHali3y SKOCTi po6b0TU MeXaHi3My Basifallii BUSBIeHUX
Bpa3J/IMBOCTEN KOPIIOPAaTUBHOI MepeXxi, sika 6a3yeThCsl HA iHTErpajibHUX PiBHSIHHSX, 110 BPAXOBYIOTh KiJIbKiCHI
XapaKTEePUCTUKH JOCIIIKYBaHOTO MEXaHi3My Bajlifjallii Bpa3InBOCTEN B IEBHUI MOMEHT 4acy. [laHa MeTouKa
I03BOJIsIE OylyBaTU 3aKOHU PO3MOiy IOKa3HUKIB SIKOCTI IIPOLLECY Bajifalii Bpa3anMBOCTEN Ta KiJIbKiCHO OLiHIOBATU
SKiCTh pOOOTH MeXaHi3My Baslifiallil BUSIBJIEHUX BPa3/JIMBOCTEH, IO B CBOIO YEPry [103BOJISE B PEXXUMI peasbHOro
4acy BiJICJIiJKOBYBaTH Ta KOHTPOJIIOBATY XiJl Bajlifallii BUSBJIEHUX BPA3JIMBOCTEN if] 4aC aKTUBHOIO aHAJIi3y
3axXuIIEeHOCTI. 3. Briepiie po3po6seHo MeTo, o6y 10BY HEYiTKOI 6a3U 3HaHb [1J1 MPUMHATTS pilleHb [IPYU Baslifarii
BPa3JIMBOCTEN MPOTPaMHUX Ta allapaTHUX IIaT(OPM MiJ, 4ac aKTUBHOTO aHaJli3y 3aXUIEHOCTI LiJTbOBOI
KOPIIOPaTUBHOI Mepexi, 110 6a3yeThCsl HA BUKOPUCTAaHHI HEUiTKOI JIOTIKY, SIKa 1a€ MOKJIUBICTD 3a0€3MeYnTH
OTPUMaHHS JOCTOBIpHOI iH(popmallii Ipo sIKiCTh MexaHi3My Bajliallii Bpa3IMBOCTE HENPSIMUM IIJISIXOM.
[TobynoBaHa 6a3a 3HaHb 4,03BoJIsIe GOPMYBATU BUPIIIAJIbHI IPaBUJIa MPUMHATTS pillleHb MOA0 peanisalii Tiei un
iHIIOi aTakyoo4oi Aii, 110 B CBOIO YEPTY [103BOJIsIE PO3POOISTU €KCIIEPTHI CUCTEMMU [IJIs1 aBTOMATU3allii poiecy
MPUHATTS pillleHb IPU BaJlifallii BUSIBJIEHUX BPA3JIMBOCTEN I[iTbOBUX iHPOPMaLIiITHUX CUCTEM Ta MepeX. 4.
OTpumas NoJAJbIINNA PO3BUTOK METOM, aBTOMAaTUYHOT'O0 aKTUBHOTO aHaJIi3y 3aXMUILEHOCTi KOPIIOPAaTUBHUX MEPEX,
SIKUI HA OCHOBI CUHTE3Y 3alPOIIOHOBAHMX MOZEJIi, METOAVKMN Ta METOLY LO3BOJISIE€, HA BiIMIHY Bif] iCHYIOUHUX,
abcTparyBaTyrcs Bif, yMOB IMHAMIYHOI 3MiHM cepefoBUILa, TOOTO [TOCTIHHOTO PO3BUTKY iHGOPMALiTHNX TEXHOJIOTIH,
110 [IPUBBOIUTH [10 3pDOCTAaHHS KiJIbKOCTi BPa3IMBOCTEN Ta BiANIOBIIHUX BEKTOPIB aTak, a TAKOX 3POCTAHHS T'OTOBUX
IO BUKOPUCTaHHSI €KCIJIOWTIB BPa3JIMBOCTEM Ta iX JOCTYIIHOCTI, i BpaXOBYBaTH JIMIIE [TapAMETPU SIKOCTi CaMOro
npouecy Bajinauii BpaznuBocTeil. Po3pobyieHui Ta joBeeHnii 1o MPakTUYHOI peasizallii MeTo; aBTOMaTUYHOT'O
AaKTMBHOTO aHaJIi3y 3aXMIIEHOCTI KOPIIOPATUBHUX MEPEXK HA OCHOBI iIHTE€JIEKTYyaJIbHOI Baliallii Bpa3anBOCTEH,
3aBISIKM OIIEPATUBHOMY KOHTPOJIIO Ta KOPETYBAHHIO XOAY Baslifallii BUSBJI€HUX BPa3InBOCTEN 03BOJISIE
MiJBUIIUTY, 3TiIHO 3 €IUHUM iHTErpasibHUM IIOKa3HUKOM, SIKiCTh Bajifauii BpaznuBocTen 1o 20 pasis, o B CBOIO
Yepry CBiUUTD PO MiABUIIEHHS 3arajbHOI pe3yJIbTaTUBHOCTI aBBTOMATUYHOr'O aKTUBHOTO aHaJli3y 3aXUIEHOCTI
KOPIIOPATUBHUX MepeX. [luceprallis BUKOHyBajach B Jlep;KaBHOMY YHIBEPCUTETI T€JIEKOMYHIKalii. Pe3yibTaTn
HAyKOBUX JIOCJIiIKeHb OyJ11 BUKOPUCTaHI Ha Kadeapi inpopMaliiiHOi Ta KibepHeTUYHOI 6e3nexn HaBuasibHO-
HAyKOBOTO iHCTUTYTY 3aXUCTy iH(popMallii mij yac BUKOHAHHS HAyKOBO-IOCIigHOI po60TH Ha TeMy «Po3pobka
METOJiB Ta 3ac00iB MiJBUILEHHS KUBYYOCTi iHpopmMaliiiHO-KOMYHIKaI[ilHUX CUCTEM B YMOBax KibepHETUYHUX
arak» (N2 0114V00391, YT, M. Kuis). Takox pe3ysbTaTy HAYKOBUX AOCJiIPKEHb IPUMHSTI 10 BIPOBAIKEHHS B
nisnbuicTs HAY «IHCTUTYT KIBEPBE3IIEKM» (akT Big 18.02.20); B TOB «€BPOTEJIEKOM» (axT Bim 02.03.20).
KrtouoBi cs10Ba: KOpnopaTuBHA MepeXa, akTUBHUY aHaJli3 3aXUILeHOCTI, LiIbOBa CUCTEMA, Balifiallis Bpa3IuBOCTEH,
€KCIIJIONT, SKiCTb MEXaHi3MYy.

2. Kyrychok R.V. The method of automatic active security analysis of corporate networks based on intelligent
vulnerability validation. — Qualification scientific work on the rights of a manuscript. Dissertation for the degree of
Doctor of Philosophy in specialty 125 “Cybersecurity”. — State University of Telecommunications, MES of Ukraine,



Kyiv, 2021. The dissertation is devoted to solving an urgent scientific problem, the essence of which is the
development of the method of automatic active security analysis of corporate networks based on assessing the
quality of the vulnerability validation mechanism of functioning information systems. To achieve the goal of
increasing the effectiveness of automatic active security analysis of corporate networks by intellectualizing the
process of vulnerability validation of software and hardware platforms based on fuzzy technology, the following
tasks were solved: 1. For the first time, a mathematical model of analysing the quantitative characteristics of the
vulnerability validation process is proposed, based on Bernstein polynomials, which allow describing the dynamics
of this process. The use of this model makes it possible to obtain analytical dependencies for the number of
successfully validated and invalidated vulnerabilities, as well as for the number of vulnerability validation cases that
led to critical errors over the rational cycle of validation of identified vulnerabilities during the active analysis of
the corporate network security. 2. For the first time, a methodology for analysing the quality of the validation
mechanism for the identified vulnerabilities of the corporate network was developed, which is based on integral
equations that take into account the quantitative characteristics of the investigated vulnerability validation
mechanism at a certain point in time. This methodology makes it possible to build laws for the distribution of
quality indicators of the vulnerability validation process and quantitatively assess the quality of the validation
mechanism for the identified vulnerabilities, which in turn allows real-time monitoring and controlling the
validation progress of the identified vulnerabilities during the active security analysis. 3. For the first time, it was
developed the method of building a fuzzy knowledge base for making decisions when validating the vulnerabilities
of software and hardware platforms during the active security analysis of the target corporate network, based on
the use of fuzzy logic, which makes it possible to provide reliable information about the quality of the vulnerability
validation mechanism in an indirect way. The built knowledge base allows the formation of final decision-making
rules for the implementation of one or another attacking action, which in turn makes it possible to develop expert
systems to automate the decision-making process when validating the identified vulnerabilities of target
information systems and networks. 4. The method of automatic active security analysis, formed on the basis of the
synthesis of the proposed model, methodology and method, has received further development. This method, in
contrast to the existing ones, allows one to abstract from the conditions of dynamic changes in the environment,
that is, the constant development of information technologies, which leads to an increase in the number of
vulnerabilities and corresponding attack vectors, as well as to an increase in ready-to-use exploit vulnerabilities
and their availability, and take into account only quality parameters of the vulnerability validation process itself.
The method of automatic active security analysis of corporate networks based on intelligent vulnerability
validation has been developed and brought to practical implementation, due to operational control and correction
of the course of validation of identified vulnerabilities, it allows to increase, according to a single integral indicator,
the quality of vulnerability validation to 20 times, which in turn indicates on improving the overall effectiveness of
the automatic active security analysis of the corporate networks. The dissertation was carried out at the State
University of Telecommunications. The results of scientific research were used at the Department of Information
and cyber security of the Educational-scientific Institute of Information security in carrying out research work on
the topic “Development of methods and means of increasing the survivability of information and communication
systems in the conditions of the impact of cyber-attacks” (N2 0114V00391, SUT, Kyiv). Also, the results of scientific
research were accepted for implementation in the activities of the Research Institution “CYBER SECURITY
INSTITUTE” (act of 18.02.20); in EUROTELEKOM LLC (act of 02.03.20). Keywords: corporate network, active
analysis of the security, target system, vulnerability validation, exploit, mechanism quality.
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