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Pedepar:

1. O6'exT - npouecu popmyBaHHS MOKA3HUKIB CTINKOCTI 6510k0BuX cuMmeTpudHux mudpis (BCII) mo aTax siHiliHOTO
Ta AudepeHLiaNbHOrO KPUIITO aHalidy. MeTa - po3pobka HoBoi MeTogoJiorii ouiHku crifikocTi BCII go atak
Iv(epeHLiabHOTO i JIIHIMHOrO KPUIITOAHali3y, 0 6a3yeThCsl HA BUKOPUCTAHHI 3MeH1IeHnx mogenei BCI ta
MO/IEe/IIOBaHHI MU(PYBaJbHUAX IEPETBOPEHDb BUMNAIKOBMMU MiJICTAHOBKAMMU JJI51 IPUCKOPEHOTO OTPUMAHHSI TOYHUX
MOKAa3HUKIB J,0Ka30Boi cTiiikocTi BCI. MeTonu: Teopiss UMOBIpHOCTEN, MAaTEMAaTUYHA CTaTUCTUKA ~ N1
IOCJIiIKeHHS I0Ka3HMKIB BUMIAJKOBOCT] MiZICTAHOBOK i MiICTAHOBOYHMX IIEPETBOPEHBD (3MEHIIEHNUX MOJelel
mn@piB) i A9 06pOOKM Pe3ysbTaTiB CTATUCTUYHUX €KCIIEPMMEHTIB KOMOIHAaTOPHMKA i CUCTEMHUI aHAI3 - 1151
OOrpyHTYBaHHS 3alIpOIIOHOBAHOI MeTonuKy KpurnrtoaHasuisy BCI Ha OCHOBI BUBYEHHS i OPIiBHSIIBHOI OLIiHKU
MMOKa3HUKIB CTiIKOCTi 3BMEHIIIEHUX MOeJiel Ta Mif, Yac BUKOHaHHS JOCiIKeHb KOMOIHATOPHUX BIaCTUBOCTEN
NiICTaHOBOYHUX KOHCTPYKLiN; METOM CTATUCTUYHUX BUIIPOOYBaHbD - IiJ] YaC BUKOHAHHS €KCIIEPUMEHTAIbHUX
TOCJIiIPKEHD 32 OLIHKOI0 €(PEKTUBHOCTI BUKOPUCTAHHS MiICTAHOBOYHUX KOHCTPYKIiil Pi3HUX THUIIIB y 3MEHIIEHUX
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psany cydacHUX mudpis i S-6J10KiB, CPOPMOBAHMX 32 HOBUM METOLOM Bifj0OPY BUIIQAKOBUX IiICTAHOBOK.
Anaparypa - nepcoHasbHUI KOMI'T0Tep. TeopeTruyHi Ta IpakTU4HiI pe3yibTaTy - po3pobJeHa HOBAa METOL0JIOTIs
IIPUCKOPEHOr0 KPUIITOaHali3y, 110 O6yyeThCsl, 3 OAHOIO 60Ky, Ha OCHOBI OLIiHKM BJIACTMBOCTE! i IOKa3HUKIB
3MEHIIeHUX MOJieJIell TPOTOTUIIIB, a 3 iHIIOTrO - ?Ha IOBEEHill MOKIJIMBOCTI MaTEMAaTUYHOTO MOJIEIOBaHHS NUQPiB
BUIIQIKOBAMH MiICTAHOBKaMHU Ta 03BOJIsI€ BUPIMINTY IPOTUPIvYs MiXK HEMOXJIMBICTIO 6€3M10CEPENHBOT0 BUMIpY
nokasHuKkiB cTifikocTi BCII o arak siHifiHOrO Ta AudepeH1ialbHOrO KPUIITOaHaNi3y i HEOOXiNHICTIO OTPUMAaHHS
OLiHOK BiTIOBiHMX [TOKa3HUKIB 3 BUCOKMM PiBHEM JOBIpU y IPUNHATHI 4aCOBi TEpMiHU. METOLOJIOTiS Ma€ BEJIUKE
MIpaKTU4HE 3HaUYE€HH4 71 BILOCKOHAJIEHHS TEXHOJIOTiH 6JI0KOBOTO CUMETpUYHOro mudpysaHHs. HaykoBa HOBU3HA -
BIIEplIe 3aIIPOIIOHOBAHO Ta OOIPYHTOBAHO METOL0JIOriI0 oLiHKY cTifikocTi BCIII 1o aTak JiHifHOrO Ta
IvdepeHLiaJbHOTO KPUIITOAHA3Y, sIKa Ilepeioayae BUKOPUCTAHHS CYKYITHOCTI LIeCTHU MeTOAiB 17151 GOpMYyBaHHS
BHCHOBKiB CTOCOBHO PiBHS 10Ka30B0i 6e3nexky mudpis, 10 TO3BOJIUIIO iCTOTHO TPUCKOPUTHU MTPOLIeC BUKOHAHHS
€KCIIEPTHU3H i IOPiBHSAHHS pillleHsb Iif, yac no6ynosu anroprutmis BCIL; Briepiue 3arporioHOBAaHO METOL OLiHK!
crifikocti BCII mo aTax JjiHifHOrO Ta gudepeHLiaJbHOr0 KPUITOAHali3y, SIKUH repefbdadyae BUKOPUCTaHHS J1s
(OpMyBaHHS BUCHOBKIB CTOCOBHO PiBH$ [J0Ka30BOi 6e3MeKy M1PiB IOKA3HUKIB iX 3MEHIIEHUX MOeEH, 0
JIO3BOJIMJIO HA OCHOBI aHaJIi3y ITOKA3HMKIB 3MEHIIEHUX MOJ€JIEV BUSHAYNTU [TOKA3HUKU CTiIMKOCTi BEJIMKUX
MIPOTOTUIIIB; BIIEpIIIE 3a[IPOITIOHOBAHO METOJ, OLiHKY MTOKa3HUKIB moka3oBoi 6e3nexu BCIII go arak
IvdepeHLiaTbHOTO 1 JIiHITHOro KpUIITOAHAai3y, o OyAyeThCSl HA OCHOBI BUKOPUCTAHHSI [10Ka3HUKIB BUIIAJJKOBUX
IiICTAaHOBOK BifITIOBiIHOTO CTEMEHS, SIKUH HE [10B'I3aHNI 3 TOKa3HUKAMU HEJIiHIMHUX [1epeTBOPEHb (S-6J10KiB)
mr@piB, 10 TO3BOJINIIO 3HAYHO CIIPOCTUTH IIPOLeC 3HAXO/IKEHHS IOKA3HUKIB 0Ka30Boi 6e3nexku cydacHux BCIII
IO aTak JiiHilHOro Ta AudepeHIiabHOro KpUIIToOaHai3y; Blieplie BCTAaHOBJIEHO IIPUHLUI POPMYBaHHS
MaKCHMMYyMiB [NOBHUX gudepeHLianiB Ta jJiHiiHuxX Koprycis BCI, sikuil pyHTyeTbCs HAa IpUAOGaHHI MUppoM
BJIACTMBOCTEW BUIIAJIKOBOI IMiICTAHOBKH 3i 30i/IbIIIEHHSIM KiJTbKOCTI LIUKJIIB, 110 Jla€ MOXKJIUBICTh BU3HAYATH
MOKA3HUKH JOKA30BOi 6e3MeKu Ha OCHOBI BUKOPHCTAHHS MMOKA3HUKIB BUITAIKOBUX MiJCTAHOBOK; BIIEPIIE
3aIIPOIIOHOBAHO METO/, MIBUJIKOI OLIHKU JIiHIMHUX Ta JyudepeHLiaTbHUX TOKa3HUKiB cyyacHux BCII, sikuit
nepenbadyae BUKOPUCTAHHS CIPOLIEHUX CIiBBIHOLIEHD /1711 PO3PAaXyHKY MaKCUMaJIbHUX 3HaYeHb AudepeHLianbHOl
Ta JIIHIMHOI TMOBIPHOCTEN BUIIAIKOBOI IiZICTAHOBKY BiJIIOBiHOTO CTEIEHS, IO IO3BOJISIE MiIBUIIUTY MIBUIKICTh
OTPUMaHHS NTOKa3HUKIB 1oKka30Boi 6e3neku BCII no aTak nudepeHianbHOro Ta JiHiiHOTO KpUNTOAHali3y; Bliepiie
3aIPOIIOHOBAHO [1Ba MeTOAM OLiHKHU cTifikocTi BCII 1o atak gudepeHuiaabHOro i jiHiliHOro kpunrtoaHanisy AMDP
ta AMLHP, siKi nepe6ayaoTb po3paxyHKU CEpeIHbOTO 3HaY€HHsI MaKCUMyMy AudepeHLiaabHOi IMOBIPHOCTI Ta
CcepenHbOro 3HaYEHHSI MaKCUMyMY MMOBIPHOCTI JIIHIIHOTO KOPIIYCY, 110 LO3BOJISIE OibLI aleKBAaTHO BifobpaskaTu
MMOKa3HUKY JOKA30BOi CTIMKOCTI mudpiB; Briepie 3alIpONIOHOBAHO METO L, OL[iHKU SIKOCTi KpuntorpadiyHux
[IepeTBOPEHb HA OCHOBI BU3HAUYEHHS KiJIbKOCTI LIMKJIB, s1Ki MOTPi6oHI BCII 111 HabyTTS BIaCTUBOCTEN BUIIAAKOBOI
i CTaHOBKY, IO Jae MOXIUBICThL nopiBHI0OBaTy BCII mif yac BUKOHAHHSA €KCIIEPTU3U Ta IIEPEBIPKUA OKPEMUX
pileHs; HabyJ1a OJAJbIIOr0 PO3BUTKY MaTeMaTUYHA MOJIEeJIb BUIAIKOBOI MifICTAHOBKY B YaCTUHI JOBEIEHHS PSLY
TEeOpeM 1100 BUPa3y [1Jis1 3aKOHY pO3NOJiy 3MillleHb TabIULb JiHIMHUX allpOKCUMallili, 110, Ha BiIMiHY Bif,
iCHYI0YMX TIiAXOAiB, JO3BOJIAJIO PO3PAXYHKOBUM LIJIIXOM OTPUMATH 3HAYEHHS MAaKCHMMYMIB JIiHIMHUAX KOPIIYCiB
mr@piB i 32 paxyHOK IbOI'O CyTTEBO IMPUCKOPUTH IPOLIEC BU3HAYEHHS [TOKA3HUKIB iX J0OKa30BOI 6e3IeKy 10 aTaK
JIiHIHOTO KpUNTOAHAi3y; HabyJia MOAAIbIIOr0 PO3BUTKY MaTeMaTUYHA MOJeJIb BUIIaZKOBOI IIiICTAHOBKY B YaCTHHI
BCTAHOBJICHHSI 3B's13KiB MIXX CYCiJHIMM 3HaY€HHSIMU 3aKOHIB Po3noAiny nepexofis XOR Tabauipb Ta 3MilleHb
TabIMLb JHIMHUX alpOKCUMALill BUIIAAKOBUX IIiICTAHOBOK, SIKi MOJaHi y BUIJISIZ] TPOCTUX CIIiBBiAHOIIEHB, [0
IO3BOJIMJIO OTPUMATH GisIbLI IPUIATHE IJ1s1 OOYMCIIeHHS! IIOJJaHHS 3aKOHY po3noainy nepexoni XOR Tabiulipb, Ta
BCTAHOBUTH iCTOTHO 6isbll CKJIQHUH piBEHb IPOBEIEHHS aTaK JIiHITHOrO KpUINITOAHAJIi3y BiTHOCHO aTak
IrudepeHLiaZbHOTO KPUIITOAHai3y; Ha0yJsla MOJajbIIoro pO3BUTKY MaTEMATUYHA MOJIEJb BUIIaIKOBO] MifJCTaHOBKHU
B yacTrHi (GOpPMyBaHHS AOJATKOBUX KPUTEPIiB BiIOOPY IiACTAHOBOK, SIKA, HA BiAMIHY Bifl iCHYIOUMX MiTXOMiB,
BHMKOPHCTOBYE MTOPiBHSIHHS €MIIIpPUYHMX 3aKOHIB PO3M0iny nepexois AudepeHialbHuX TabIULb Ta 3MillleHb
TabaULb JiHIMHUX alpOKCUMAaIlill MiICTAaHOBOK 3 TEOPETUYHUMY, 1110 4AJI0 MOKJIUBICTh IOCUJIUTA BUMOTHY JIO
nepesipky mU@pyBaJbHUX IEPETBOPEHD HA BiIIOBiIHICTh BIACTUBOCTSM BUIAAKOBUX MiICTAHOBOK. Pe3ybTaTtu
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"[HCTUTYT iH(POPMALIIIHUX TEXHOJIOTIH" (aKT BIIPOBaIpKeHHS Bif 24.10.2011 p.), 2 TaKOXX BUKOPUCTaHi B HABYAJIbLHOMY
npoueci kadpenpu 6e3nexku iHGOpPMaLiTHUX TEXHOJIOTIN XapKiBCbKOr0 HAI[iOHAJILHOTO YHIBEPCUTETY
pazioeseKTpOoHiKU (akT BIIpoBagpKeHHs Bif 7.10.2011 p.) Ta npu popmyBaHHi Ta peasizallii HOBUX HaBYaJbHUX
nmporpam Kadeapu 3axucty iHpopmallii 3anopi3bKoro HaliOHaJIbHOTO TEXHIYHOTO YHIBEPCUTETY (aKT BIIPOBAIKEHHS
Biz 12.10.2011 p.). HaykoBi Ta MpaKTU4Hi pe3ybTaT pOOOTA MOXXYTb OYyTU BUKOPUCTAHI B OpraHisalisx: siKi
3alIMaloThCs [IPOEKTYBAHHSIM Ta KOHCTPYIOBaHHSIM 3aCc00iB 3aXUCTy iHopmallii 1711 yTOUHEHHS TOKa3HUKIB
aJNrOpUTMIB MQPYBaHHS, SKi BKe eKCIUIyaTyIOTbCSl; @ TAaKOXK P IIPOEKTYBaHHI Ta po3po06Li HOBUX KOHCTPYKLiN
BCIII; sKi 3aiiMaIOThCS €KCIIEPTU30I0 Ta OL[IHKOIO TPOEKTHUX Ta KOHCTPYKTOPCHKUX PillleHb 1010 TIO0YL0BU

cyyacHux BCII, y TOMy 4mCJIi KOMiCiSIMU IIpU [TPOBEJ€HHI KOHKYPCIB 110 Bil6OPY NePCIEeKTUBHUX PillleHb.

2. Object - the formation process of security characteristics for symmetric block cipher (SBC) to linear and
differential cryptanalysis. Purpose - a development of a new methodology for the security assessment of SBC to
differential and linear cryptanalysis based on the application of scaled models of SBC and simulation of encryption
transformations by random permutations for fast obtaining of provable SBC security indicators. Methods include
probability theory, mathematical statistics for researching the randomness of permutations and permutation
transformations (scaled models of ciphers) and for processing the results of statistical experiments; combinatorics
and system analysis for substantiations of proposed cryptanalysis method based on the research and comparative
evaluation of security characteristics and reduced models during the research of substitution structures
combinatorial properties, methods of statistical tests - during the initial research for evaluation of efficiency
substitution designs and different types of reduced models of a number of modern ciphers; Boolean algebra to
assess the performance of cryptographic S-blocks of some modern ciphers and S-blocks generated by the new
method of selection of random permutations. Equipment - the personal computer. Theoretical and practical
results: it is developed a new methodology for fast cryptanalysis, which is based on the one hand, by assessing the
characteristics and parameters of model prototypes, on the other, on the proven capabilities of mathematical
modeling ciphers and random permutations can solve the contradiction between the impossibility of direct
measurement of security characteristics of SBC to linear attacks and differential cryptanalysis and the need to
obtain estimates of relevant parameters with a high level of confidence in acceptable time limits. The methodology
is of great practical value for improving the technology of block symmetric encryption. Scientific novelty: first
proposed and verified methodology for assessing the security of SBC to linear attacks and differential
cryptanalysis, which involves the use of combination of six methods for forming opinions on the level of evidence
of secure ciphers, thereby greatly accelerate the process of research and comparison of solutions in the building
block algorithms for symmetric encryption, first proposed method for assessing the security of SBC to linear
attacks and differential cryptanalysis, which involves the application to form opinions on the level of evidence of
secure ciphers indicators of reduced models that allowed for the analysis of model performance indicators to
determine the security of large prototypes, first proposed method for assessing the performance of evidence-
based security SBC to differential attacks and linear cryptanalysis, which is based on random permutations of
indices corresponding degree, which is not related to performance of nonlinear transformations (S-block) codes
that greatly simplify the process of finding the parameters of evidence security modern SBC to linear and
differential attacks crypto analysis first established the principle of formation of maxima of complete differentials
and linear hulls symmetric block cipher based on the purchase of a random permutation cipher properties with
increasing number of cycles, which makes it possible to determine the parameters of evidence-based security
through the use of random parameters substitutions, the first time the method rapid estimation of linear and
differential parameters of modern symmetric block ciphers, which involves the use of simplified relations for
calculating the maximum values of the differential and linear probabilities of a random permutation corresponding
degree, which can increase the speed of obtaining evidence of safety indicators symmetric block cipher to
differential attacks and linear crypto analysis, first proposed two methods for evaluating the stability of symmetric
block cipher to differential attacks and linear cryptanalysis AMDP and AMLHP, involving calculations of the
average maximum differential probability and the average maximum likelihood linear body, allowing more
adequately reflect the performance of evidence-based resistance codes, first proposed method of assessing the



quality of cryptographic transformations on the basis of determining the number of cycles required for the
acquisition of properties SBC random permutation, which makes it possible to compare SBC during the
examination and verification of individual solutions, has acquired the further development of mathematical model
of a random permutation in terms of bringing a number of theorems concerning the expression for the law
displacement distribution tables of linear approximations, in contrast to existing approaches, allowed calculation
obtain the maximum linear buildings codes and thus significantly speed up the determination of their evidence-
based security to attack crypto linear analysis came the further development of mathematical model in a random
permutation of the set relations between neighboring values of distribution laws XOR conversion tables and linear
approximations of displacements tables of random permutations, which are presented in the form of simple ratios,
allowing to obtain more suitable for calculating representation of the distribution XOR conversion tables, and set
much more difficult level of linear cryptanalysis attacks differential attacks against crypto analysis gained further
development of mathematical model in a random permutation of the establishment of additional criteria for
selecting substitutions that unlike existing approaches using empirical comparison of distribution laws differential
conversion tables and linear approximations of displacements table lookup with the theoretical, making it possible
to strengthen the requirements for verification of cryptographic transformations to match the properties of
random permutations. The results are implemented in the cryptographic protection of information in the course
of several research and development activity in JSC "Institute of Information Technologies" (the act of
implementation of 24.10.2011), and also used in the learning process of the information technologies security
Department at National University of Radio Electronics (the act of implementation of 10 /07 /2011 City) and the
formation and implementation of new curriculum department of information security Zaporizhzhya National
Technical University (act introduction of 12.10.2011). Scientific and practical results of the thesis can be used: in
organizations that are engaged in designing and constructing information security for the performance
specification encryption algorithms that are already operating, as well as designing and developing new designs
SBC, in organizations that are engaged in examination and evaluation of project and design solutions for building
modern SBC, including commissions during the competitions for the selection of perspective solutions.
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