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€JIEMEHTIB TEKCTOBUX Ta 6iOMETPUYHUX JAaHUX

2. Efficiency improvement methods for security components of computer systems with the usage of masking
elements of text and biometric data

Pedepar:

1. lucepTarniiine nocainykKeHHs TPUCBSYEHE MiBUILIEHHIO e(PeKTUBHOCTI KOMIIOHEHTIB 6€3T€KU KOMIT IOTEPHUX
CHCTEM Ta MEPEX, BUBHAYEHI OCHOBHI HAIIPSIMKY NTOKPAILIEHHS iX €(DEKTUBHOCTI HA OCHOBI BUKOPUCTaHHSIM
MacKyIO4UX eJIEeMEHTIB TEeKCTOBUX Ta 6i0METPUYHUX JaHUX. B poOOTi OTpUMaB pO3BUTOK METO]] aBTeHTUPIKaLLii
KOPUCTYBauiB B KOMIT'IOTEpPHUX MepeXkax Ha OCHOBi 6iOMETPUYHMX JIJAaHUX 32 BiJOUTKaMU NaJlblliB 3 BUKOPHUCTAaHHSIM
MAaCKYIOUMX €JIEMEHTIB. Briepie 3ariponoHOBaHO BOOCKOHAIEHI METOAY MNUQPYBaHHS iHpopMallii B KOMIOHEHTAX
0e31eKy KOMIT'IOTEPHUX CUCTEM 3i CTATUYHUM i AMHAMIYHMM BUKOPUCTAHHSIM MACKYIOUUX €JIEMEHTIB y BiIKpUTOMY
TEKCTi TOBiOMJIEHHS 3 HACTYIIHUM I1IepeTBOPEeHHIM iHdopMalii 6;10KoBUME KpunTorpadiyHMMU 3aCo0aMu.

2. The thesis is devoted to the solution of the problem of the effectiveness increasing of the security components
of computer systems and networks and the main directions of improving their efficiency using masking elements
of text and biometric data. A method for user authentication in computer networks on the basis of biometric data



using masking elements is proposed. Improved data encryption method based on the static and dynamic usage of
masking elements in plain text followed by the information transformation are introduced. Efficiency of those
methods is shown.
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