O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHHH 00J1iKOBHI HOMep: 0415U003528
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peectpaunii: 11-06-2015

Craryc: 3axumeHa

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. ®ecenko AHppilt B'suecnaBoBuy

2. Fesenko Andrij Vyacheslavovech
KBasmigikamis:

InenTudikarop ORCID ID: He 3acrocosyerbcs
Bup, pucepranii: kanguzaar Hayk
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HaykoBOi cneniaabHOCTI: 01.05.01

Ha3Ba HayKoBOIi CIIeNiaJIbHOCTI: TeopeTnyHi 0OCHOBYM iHPOPMATHKM Ta KiGEPHETHKH

T'anyss / ramysi 3HaHB. He 3aCTOCOBYETHCS

OcBiTHBO-HayKOBa Mporpama 3i creniaJbHOCTI: He 3acTocoByeTbCs

JlaTa 3axHCTy: 14-05-2015

CreniaJbHICTh 32 OCBiTOO: 8.05010101

Micue po6otu 3,qo6yBaqa: HanjionasnpHui TeXHIYHUI YHIBEPCUTET YKpaiHU "KniBCbKUM MO TEXHIYHUN

iHcTuTyT imeHi Irops Cikopcbkoro”

Kopg 3a €IPIIOY: 02070921

Micue3Haxom KeHHs: 03056, m.Kuis, np.ITepemoru, 37

dopma ByracHOCTI:

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBiTH i HayKu YKpaiHu

InenTudgikarop ROR: He zacrocosyerscs
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V. BimomocTi npo gucepraniio
Moga guceprariii:
Kopau TeMaTHYHHX PYOPHK: 28.25.23

Tema guceprauii:
1. Anani3 ckyagHOCTI 3aayi 06epHeHHs JI0OKaJIbHO KOMYTaTUBHOI'O BiOOPasKeHHSI B KJIACUYHIN i KBAHTOBIN MOZEJISIX

00YlICJIEHD.

2. Complexity analysis of the locally commutative mapping inverting problem in classical and quantum models of
computation.

Pedepar:

1. Inceprauiiina po6oTa nIpucBsyeHa odyoBi 3araypbHoi anrebpaiyHoi Mogert, o NMoeHYye 3aayi, SIKi BUHUKAIOTh
IIpY KPUIITOAHAi3] KpUIITOrpadiuHMUX CUCTEM i IPOTOKOJIIB 32 LOIIOMOTOI0 anredbpaiuHux Mojesel, Ta aarebpaiuHi
3a7a4i, SIKi JOCiIKYIOTbCS B KBAHTOBIN MOZeli 064nciieHb. BBeIeHO OHATTS CUJIBHO Ta €J1ab0 JI0KaJIbHO
KOMYTaTUBHOTO BiZlO6GPa’keHb i [I0Ka3aHo, 10 iCHYBaHHSI BaXKKOOOOPOTHOI PYHKIIii 3 TAKUMU BJIACTUBOCTSIMMU €
HeOOXiJIHOI0 YMOBOIO 1151 IOOYI0BU 6araTboX KpUNTOrpadivyHUX CUCTEM Ta IPOTOKOJIIB, CTINKUX NPU TEOPETHUKO-
CKJIAIHOCHOMY Iiixo[li. BBeleHO Kylac 6araTOOCHOBHUX anre6paidHyux CUCTEM SIK y3arajabHEHHs anrebpaiyHoi

MO eJli KOMyTaTUBHOTO CUMETPUYHOTO MUQPY Ta MPOAHAII30BaHO iX BJIACTUBOCTI, O JO3BOJIMJIO OBECTU

icHyBaHHS 3BeJIeHHS 3a7la4yi 00€pHEHHS JIOKaJIbHO KOMYTAaTHBHOIO BioOpaskeHHs 10 ayirebpaidyHux 3a7ja4 TakKuX sIK



3a/1aya IIpo IPUXOBaHY Mil0 Ha TOPCOPi Hal abesieBoIo rpymnolo. JJoBeNeHO 3BeIeHHS IPEICTABIEHUX 3a4a4 10
33/1a4i PO IPUXOBaHUH 3CYB, 3aBISIKN YOMY IIOOYIOBaHO KpUTepii iCHyBaHHS €e(pEeKTUBHOTO PO3B'SI3Ky 3aa4i

00€pHEHHS! JIOKAJIbHO KOMYTaTMBHOI'O BiloOpakeHHsI B KBAHTOBIN MO/Iesli 00YUCIIEHB.

2. The thesis is devoted to the construction of general algebraic model to combine problems which are considered
by cryptanalysis of cryptographic systems and protocols with algebraic models, and algebraic problems which are
investigated in quantum model of computation. The concept of strongly and weakly locally commutative mappings
was introduced and shown that the existence of a one-way function with such properties is a necessary condition
to construct many cryptographic protocols which would be secure in complexity-theoretic model. A class of
heterogeneous algebraic systems was proposed as a generalization of the commutative symmetric cipher's
algebraic model and their properties were analyzed, proving the existence of a reduction the locally commutative
mapping inverting problem to algebraic problems such as the hidden action on torsor over abelian group problem.
Proved a reduction of proposed problems to the hidden shift problem which allows to construct criteria of
effective solution's existence for the locally commutative mapping inverting problem in quantum model of
computation.
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