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1. Inceprauiiina po60Ta IpUCBSIY€HA BUPIlIEHHIO aKTyaJIbHOI HAyKOBO-TIPUKJIAIHOI 337ja4i BL,OCKOHAJIEHHH,
PO3pOOKU Ta BIIPOBAKEHHS METOIB ileHTU(iKalLill CTaHy KOMITIOTEPHUX CUCTEM 3 METOIO MTOKPAIIEHHS iX
€(pEeKTHMBHOCTI 3a paXyHOK BUKOPUCTaHHS aHCaM0JI€eBUX METO/IiB MalllMHHOIO HaBYaHHA. MeTOo0 AucepTaliiiHoi
POOOTH € MifBUILeHHS SIKOCTI ifeHTudiKalii cTaHy KOMITIOTEPHUX CUCTEM IJISIXOM PO3POOKHU Ta yIOCKOHAJIEHHS
METO/IiB pO3I1i3HaBaHHS aHOMaJlifl Ta 3710BKMBaHb. O0'€KT JOCIIJIKEHHS — IIPOLEC BUSIBJIEHHS BTOPTHEHD Y

KOMITIOTE€PHI CUCTEMU B YMOBAX 30BHIIlIHIX BIIMBIB. [IpeiMeT fociiKeHHs - MeToAu ineHTudikauii crany



KOMITIOTEPHHUX CUCTEM Ha OCHOBI TEXHOJIOTii MalIMHHOTO HAaBYaHHS 3 BUKOPUCTAHHIM aHCAMOJIEBUX MeTa~
aJIrOPUTMIB. 3a pe3ysibTaTaMu AOCIiIPKEHHS OTPMMAaHO Taki HayKoBi pe3ysbTaty: 1. OTprMaB NOAAbIINN PO3BUTOK
MeToJ, inenTudikauii cTaHy KOMIT'IOTEPHOI CUCTEMU Ha OCHOBI JiepeB pillleHb Ta MeTa-aJIrOPUTMY OEITiHT 32
PaxyHOK BUOOPY ONTMMAJIbHUX TilleprapaMeTpiB HaJIaIITYBaHHS Kiacu@ikaTopa Ta BUKOPUCTAHHS IPOLEeNypy
nornepeHboi 00poOKY NaHuX, sKa c(POKyCcOBaHA HAa BUAAJIIEHHI aHOMaJIbHUX JAHUX Ta 3MEHIIeHHi CTaTUCTUIHO]
3aJIEXKHOCTI MK 03HaKamH, 1110 [03BOJIAJIO MiIBUIIUTHU SIKIicTb ineHTHUdiKanii ctany KC. 2. OTpuMaB nojasbmmi
PO3BUTOK aHCaMmbs1eBUil MeTO], ifeHTudiKallii CTaHy KOMIT'IOTEPHOI CUCTEMU 3aBASKHA BUKOPUCTAHHIO
6araTomapoBOro NEPLENTPOHY Y IKOCTi 6a30BOi MOJEJIi aHCaMO6JII0 Ta BUOOPY ONTUMAJ/IbHUX TrilleprapameTpis
HaJIAIITyBaHHS Kj1acudikaTopa, 110 AO3BOJIUIIO MiABULIUTH SIKICTh 0ro QyHKLIOHYBaHHS. 3. YIOCKOHATIEHO
aHcamb6seBUuil MeTo[, ineHTudikalii cTaHy KOMII'IOTEPHOI CUCTEMY Ha OCHOBi TOMOT€HHOI'O METa-aJIrOPUTMY O€rTiHT
3a paxyHOK pO3pO0KH CIlelialbHOI IPOLeIypY 3MEHLIEHHSI KiJIbKOCTi 6a30BUX KIacKu(iKaTOpiB Ta iX paH>KyBaHHS
Iif1 9ac 3BaKEHOTO roJIOCYBaHHS, 10 LO3BOJIMJIO 3MEHIIUTH Yac pobOTH aHCaMOJIIO Ta MiABUILNATY SKICTb
xiacudikauii crany KC. 4. Biepiie 3ariporioHoBaHO MeToJ, ieHTudikallii cTaHy KOMII'IOTEPHOi CUCTeMHU, SIKUH
BiIpi3HSIE€THCS Bif, BilOMUX METO/IiB BUKOPUCTAHHSIM F€TEPOTr€HHOI0 METa-aJArOPUTMY OEITiHT Ta BKJIIOYA€E
TPUETAIIHUM [IpoLec Nifdopy 6a30BMX Mogesel Kiaacu@ikaTopa Ha OCHOBI TeXHOJIOri1 Pasting, o 103BOINIIO
nigBumyTy epextruBHiCcTh ineHTUdikauii crany KC. [IpakTuyHe 3Ha4eHHSI OTPUMAaHUX Pe3yJIbTaTiB [10JISAra€ B
HACTYITHOMY: - COPMOBaHO IIPOTPaMHy MOZEJb I10IlepeiHbOI 0OPOOKY AAHUX, siIKa CPOKyCOBaHA HA BUJAJIEHHI
aHOMAaJIbHUX TaHUX Ta 3MEHUIEHHI CTaTUCTUYHO]I 3a71€5KHOCTi MiXK O3HAKaMU, 110 TO3BOJISIE 30iIbIIUTY IBUIKICTD
posni3zHaBaHHA 10 1,62 pasiB, 3SMEHIINTU YaC HAaBYAHHS MOZeEJI 10 24,76 pasiB, a TaKOX MiABULIVTU SIKICTb
xiacudikaii; - po3pobyieHo Metoy, ineHTudikallii cTaHy KOMITIOTEPHOI CUCTEeMU, SIKUI BKIIoYae cOOPMOBaHy
IpoLeaypy nomepeiHboi 06pOOKY JAaHUX, IPOLIEC BUOOPY aIrOPUTMY (POPMYBAHHS BXiJHUX JAHUX Ta IOOYA0BY
6errinr-xkuacugikatopa 3 HaJalTyBaHHSIM HOro TineprnapaMeTpis, MO JO3BOJIWIIO NiIBULIUTHU SKiCTb KIacu@ikaLlii:
3HaueHHs1 AUC-ROC knacudikatopy Ha HaBuasbHil BUOipIi 3poctae Ha 11%, a Ha TecToBill BUbipLi — Ha 3%; -
peasizoBaHO IPOrpamMHy MOJiesIb aHCaMbJ1eBOro Kiaacu@ikaTopy Ha OCHOBI 6araTolapoBOro NepLEeNnTPOHY Y SKOCTi
6asoBoro kynacudikatopa Ta IpoLeAypH Migdopy ONTUMANbHUX HAAITyBaHb Or0 IapaMeTpiB, a caMe: aIFTOPUTM
(dopmyBaHHS BUGIPOK IAHUX, KiJIbKOCTi 6a30BUX Ki1acudikaTopis, GYHKII0O ONTUMIi3allii Bar HEIIPOHHUX MEPEXK,
PO3MipiB EpIIOro Ta APYroro MpYUXOBaHUX LIAPIB Ta PYHKIIiI0 aKTHBALlil, 1[0 O3BOJINJIO MiTBUIIUTY 3HAUEHHS
TOYHOCTI Ki1acu@ikauii Ha 4,67%; - po3po06yieHO ITporpaMHe 3a6e3NeYeHHs], sIKe BUKOHY€E O0Pi3Ky aHCaMOJII0 Ha
OCHOBi MakcuMizariii abcosoTHOI TOYHOCTI 6a30BUX KJ1acudikaTopiB Ta ki1acuikye 3a JOMOMOT0I0 3BaKEHOTO
rOJIOCYBaHHS 3 BUKOPUCTAHHSM BaroBux KoediljieHTiB Ha OCHOBI QpyHKUii 1oraprmMivHUX BTPAT, 110 JO3BOJIUIIO
MigBUIINTY NTOKA3HUKU SIKOCTi Kiacudikalii 6errinr-ancamoso, a came 3HayeHHs1 meTpuku F1- Score - Ha 2,4%; -
3aIIPONIOHOBAHO METOJ (POPMYBaHHS FeTEPOTr€HHOI0 aHCaMOJIIO, SKUI BKJIIOYA€ Bifbip 6a30BUX Kiacu@ikaTopis,
HaBYaHH$ Ha iX OCHOBi OJHOPiHMX O€rTiHr-aHcam61iB, CTBOPEHHS KOMOIHALIITHUX IPyII (IyJ1iB) i3 6a30BUX
xiacudikatopis Ta GOpMyBaHHS reTepOreHHOro aHcamoOJIIo 32 IOIIOMOTOI0 Npouenypy Pasting, 1o 103B0OIMIO0
MigBUIIUTY SKICTh Knacudikariii, a came 36inpmuT noka3Huk F1-Score Mmonesni npu po60Ti Ha TECTOBUX AaHUX Ha
9,5% y nopiBHSIHHI 3i CTAHIAPTHUM OLHOPiAHUM OerriHr-ancamb6siemM Ha OCHOBI JiepeB pillleHb Ta Ha 2% y
IIOPiBHSIHHI 3 MaKCHMaJIbHUM 3HAY€HHSIM Cepell OOHOPITHMX aHCaMOJIiB. 3a pe3yJibTaTaMu AOCIiIKEHHS
HiATBEPAKEHO TEOPETUYHY Ta IPAKTUYHY LIiHHICTh, IPOBEIEHO NOCiIKeHHS ix e(peKTUBHOCTI Ta COOPMOBAHO

[IPaKTU4HI peKOMeH AN, om0 ix 3aCTOCyBaHHS.

2. The dissertation work is devoted to the solution of the actual scientific and applied problem of improvement,
development and implementation of methods for identifying the state of computer systems with the aim of
improving their efficiency due to the use of ensemble methods of machine learning. The purpose of the
dissertation is to improve the quality of identification of the state of computer systems by developing and
improving methods for recognizing anomalies and abuses. The object of research is the process of detecting
intrusions into computer systems under conditions of external influences. The subject of research is methods of
identifying the state of computer systems based on machine learning technology using ensemble meta-algorithms.
The following scientific results were obtained within this area: 1. The computer system state identification method
based on decision trees and the bagging meta-algorithm was further developed due to the selection of optimal



hyperparameters of the classifier setting and the use of a data pre-processing procedure, which is focused on
removing anomalous data and reducing the statistical dependence between features, which allowed to improve the
quality of state identification computer systems. 2. The ensemble method of identifying the state of the computer
system was further developed due to the use of a multilayer perceptron as the basic model of the ensemble and
the selection of optimal hyperparameters for the classifier setting, which made it possible to improve the quality of
its functioning. 3. The ensemble method for identifying the state of a computer system based on the homogeneous
meta-algorithm of bagging has been improved by developing a special procedure for reducing the number of basic
classifiers and their ranking during weighted voting, which made it possible to reduce the time of the ensemble
and improve the quality of classification of the state of the CS. 4. For the first time, the method for identifying the
state of a computer system was proposed, which differs from known methods by using a heterogeneous bagging
meta-algorithm and includes a three-stage process for selecting basic classification models based on the Pasting
technology, which made it possible to increase the efficiency of identifying the state of the computer system. The
practical significance of the obtained results includes the following achievements: - a software model for data pre-
processing focused on removing anomalous data and reducing the correlation of features was formed, which
allows to increase the recognition speed up to 1.62 times, reduce the training time up to 24.76 times, and also
improve the quality of their classification; - a method for identifying the state of the computer system was
developed, which includes the established data preprocessing procedure, the process of selecting the input data
generation algorithm, and the construction of a bagging classifier with the adjustment of its hyperparameters,
which made it possible to improve the quality of classification: the AUC-ROC value of the classifier on the training
sample increases by 11% , and on the test sample - by 3%; - the software model of an ensemble classifier based on
a multilayer perceptron as a basic classifier and a procedure for selecting the optimal settings of its parameters
has been implemented, which made it possible to increase the value of classification accuracy by 4.67%; - the
software that performs ensemble pruning based on the maximization of the absolute accuracy of the base
classifiers and classification using weighted voting based on the logarithmic loss function was developed, which
allowed to improve the quality indicators of the bagging ensemble classification, namely the value of the F1-Score
metric up to 2.4%; - the method for forming a heterogeneous ensemble, which includes the selection of basic
classifiers, learning homogeneous bagging ensembles based on them, creating combination groups (pools) from
basic classifiers and forming a heterogeneous ensemble using the Pasting procedure was developed, which made it
possible to improve the quality of classification, namely to increase the F1-Score of models when working on test
data by 9.5% compared to the standard homogeneous bagging ensemble based on decision trees and by 2%
compared to the maximum value among homogeneous ensembles. According to the results of the research, the
theoretical and practical value was confirmed, a study of their effectiveness was conducted and practical
recommendations were formed regarding their application.
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https:/ /www.webofscience.com /wos/author /record /AAD-6538-2022;
https://scholar.google.com.ua/citations?user=hz93GDsAAAAJ

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH: l]eHTpaNbHOYKPAIHCHKMF HALliOHAIbHYI TEXHIYHUIA

yHiBepCcUTET
Kopg 3a €IPIIOY: 02070950

MiCIICSHaXO,I[)KeHHH: npoci. YHiBepcuteTchkuil, 6ya. 8, KponuBaunpkuii, KponiBHULpKUI P-H., 25006,
Ykpaina

dopma BiracHOCTI: JlepxasHa

Cdepa yIIpaBJIiHHﬂ: MiHicTepCcTBO OCBiTH i HayKU YKpaiHu

InenTudikarop ROR:

CeKTop HayKH: YHIBepCUTETChKUI

Baacwue IlpizBumie Im's Ilo-6aTbKOBI:

1. Tpy6buaninoBa Kapuna AprypiBHa

2. Karyna A. Trubchaninova

KBasigikanis: 1. 1. u., npodecop, 05.13.05
Inentudikarop ORCHID ID: 0000-0003-2078-2647

JoparkoBa iHpopMmamist: https://www.scopus.com /authid /detail.uri?authorld=57208109791;
https:/ /www.webofscience.com /wos /author /record /2514056;
https://scholar.google.com.ua/citations?user=tFdGngkAAAAJ&hl=uk

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH: YKpaiHChKMIT eP>KABHUI YHIBEPCUTET 3aJTi3HUYHOTO
TPaHCIIOPTY

Kopg 3a €IPIIOY: 01116472

Micue3Hax0aKeHHS: MaiinaH deiiepbaxa, 6yx. 7, XapkiB, XapKiBcbKuil p-H., 61050, Ykpaina
dopma ByacHOCTI: Jlepxasna

Cdepa ynpaBitiHHS: MinictepcTBo oCBiTH i HayKu YKpaiHu

InenTudikarop ROR:

CeKTop HayKH: YHIBEepCUTETCHKUI

Penensentu

Baacue IlpizBuuie Im's Ilo-6aTbKOBI:
1. [ToBOpO3HIOK AHaTOJIiM IBAHOBUY

2. Anatolii I. Povoroznyuk



KBasigikamnis: g. 1. u., npodecop, 05.13.06
InenTudikarop ORCHID ID: 0000-0003-2499-2350

JoparkoBa iHpopmanist: https://www.scopus.com/authid /detail.uri?authorld=55225664000);
https: / /www.webofscience.com /wos /author /record /2204478;
https://scholar.google.com /citations?user=g6S23QsAAAAJ

IloBHE HaliMEeHYBaHHS IOPUAHYHOL 0CO0H: HanioHanbHUi TEXHIYHMI YHIBEpCUTET "XapKiBChKUiA

MOJITEXHIYHUN IHCTUTYT"

Kopg 3a €IPIIOY: 02071180

Micuesnaxomxemm: ByJ1. Kupnnuoga, 6yz. 2, Xapkis, XapKiBcbkuil p-H., 61002, YkpaiHa
dopma BracHOCTI: JlepxaBHa

Cdepa praBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR:

CeKTop HayKH: YHiBepCHTETChKUIT

Baacue IlpizBume Im'a Ilo-6aTbKOBI:

1. Kyuyk I'eopriit AHaTosifioBAY

2. Heorhii A. Kuchuk

KBasigikamis: n. . u., npodecop, 05.13.06
InenTudikarop ORCHID ID: 0000-0002-2862-438X

JoparkoBa iHpopmanist: https://www.scopus.com/authid /detail.uri?authorld=57057781300;
https:/ /www.webofscience.com /wos /author /record /2485726;
https:/ /scholar.google.com.ua/citations?user=gHejYRUAAAAJ

IloBHE HaliIMeHYBaHHS IOPUAHYHOL 0C00H: HanioHanbHU# TEXHIYHMI YHiBepcUTeT "XapKiBChKUii

MOJIITEXHIYHNN iIHCTUTYT"

Kopg 3a €IPIIOY: 02071180

Micue3HaxoaKeHHS: ByJ1. Kupninioga, 6yz. 2, XapkiB, XapKiBcbkuii p-H., 61002, Ykpaina
dopma BiracHOCTI: /lepxasHa

Coepa yIIpaBJIiHHﬂ: MiHicTepCcTBO OCBITH 1 HayKU YKpaiHu

InenTudikarop ROR:

CeKTop HayKH: YHIBEpCUTETCHKUIL

VIII. 3aKkJII04Hi BiZoMOCTi

Biacue IpizBume Im's I1o-6aThKOBI 3axosopoThuit Onexkcannp HOpiiosuy
TOJIOBH pajgu

Brnacue IlpisBume Im's ITo-6aThKOBI 3akoBopotHuii Onekcanzap IOpiioBry

TOJIOBYIOYOTO Ha 3acCiiaHHi



BigmoBizasibHU 32 MiATOTOBKY 3aiines tOpiit [BaHOBHY

00JIIKOBHX JOKYMEHTIB

PeecTtpartop YkpIHTEI

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaJIbHUM 32 PEECTPalLil0 HayKOBOI IOpuenko TeTsHa AHaTosiiBHA

OisIIBHOCTI




