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Mosga guceprarii:
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1. Mogeni Ta MeToAM 3ab6e3eyeHHs HalilHOCTi iHPOpMaLIITHUX CUCTEM 3 YPAaXyBaHHSM IIPOLIECIB OHOBJIEHHS

MIPOrpaMHUX 3aC00iB

2. Models and methods of information systems dependability providing taking into account of software update
processes

Pedepar:

1. Incepraris npucBsYeHa po3podiii Ta BLOCKOHAJIEHHIO MOJIesIel, METOiB i1 iHCTpYMEHTaIbHUX 3aC00iB
OLIiHIOBaHHS Ta 3a0e3Ie4YeHHsI HaflitHOCTi iHpopMalliliHUX CUCTEM 3 ypaxyBaHHSM BiJMOB allapaTHO-NIPOTPaMHUX
3aco06iB Ta IIPOLIECiB OHOBJIEHHS! IPOrPaMHMX 3aC00iB cucTemMu. HaykoBuMu pesyibTaTamu €: 1) Brieplie ofep>kaHa
MOJI€JIb iIHTEHCUBHOCTI BiIMOB IPOrpaMHUX 3aC006iB iHQOpMaLiTHUX CUCTEM, BUKJINKAHUX 3JI0BMUCHUMMU JiSIMU,
sKa 6a3yeThCsl HA CTATUCTUYHIN 06PO6IIi JaHWX ITPO aTaky i BpaxoBye, Ha BiIMiHY Bif BiloMUX, IapameTpH nedeKTiB
IIPOrpaMHUX 3aco6iB i BIUIMBIB Ha CUCTEMY, 110 AO3BOJIsIE 3a0€3I1€UNTH B IUX YMOBaX HEOOXiTHUI PiBEeHb
HaZiHOCTI iHpOpMaLiHUX CUCTEM 3 OHOBJIIOBAHMMU IIPOrPAMHMMU 3ac06aMU; 2) yIOCKOHAJIIEHO METO],
OLIiHIOBaHHS HAZIIHOCTI iHPpOpMaLIITHMX CUCTEM, SIKUI 6a3yeTbCs Ha IBOPiBHEBOMY IPE/ICTABJIEHH] iX CTaHIB,

BpPaxOBYe€ BiZIMOBU, BUKJIMKaHi HECIIPAaBHOCTSIMHU allapaTHO-TIPOrpaMHUX 3aCO0iB i 30BHILIHIMY BIJIMBAMH, 110



IIO3BOJISIE MiABUILUTY TOYHICTh OL[iHKY IIOKA3HUKA FOTOBHOCTI iHPpOpMaLiiHUX cucTeMm; 3) HabyB [10JAJbIIOTO
PO3BUTKY METO[, IIiABUILIEHHS HaliHHOCTI iHPOpMaL[iiHUX CUCTEM, SIKUM 6a3yeThCsl Ha BUOOPI TUIIIB i mapameTpiB
IIpoLielyp OHOBJIEHb IIPOTPAMHUX 3aC00iB, 1O 03BOJIsIE€ 301IbIIUTY FTOTOBHICTh CUCTEM 32 PAXyHOK YCYHEHHS
IedeKTiB Ha eTali eKcIyaTauii. 3anponoHoBaHi METOIM Peasli3oBaHi y BUIVIAL] PO3PaxyHKOBUX MOJEJIEH,
iH>)KeHepHUX METO/IIB i aITOPUTMIB OLiHIOBAaHHS Ta MiIBULIEHHS HANIITHOCTI, SIKi € iHCTpyMeHTapieM iHpopmMaLifiHO]
TEXHOJIOTII MiATPUMKYU MPUMHSATTS PillleHHs 10 3a6e3Me4YeHHI0 33JaHMX [TOKa3HUKIB HAaNliIMHOCTI iHpopMaLiitHIX
CHCTEM 3 OHOBJIIOBAHUMMU ITPOrPaMHUMU 3aCOOAMU.

2. Dissertation is devoted to development and perfection of estimation and providing models, methods, tools of
information systems dependability taking into account of hardware and software failures and software update
processes. Scientific results are: 1) Model of failure rate of software information systems, with are caused by
malicious faults is obtained for the first time. This model is based on a statistical data handling about attacks and
takes into account, as against known, parameters of software faults and actions to the system, which allows
providing required dependability level of information systems with updated software in these conditions. 2) The
method of information systems dependability estimation is developed. It is based on double-lever representation
of systems states, takes into account the failures, caused by hardware-software faults and exterior actions. The
method allows rising exactitude of an estimation of an index of information systems availability measure. 3) The
method of information systems dependability rising has received the further development. It is based on choice of
types and parameters of software update procedures and allows increasing systems availability at the expense of
defect elimination an operation phase. The offered methods are realized as estimation models, engineering
methods and algorithms of dependability estimation and increase. They are the tools of information technology of
the information system dependability providing.
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