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1. TIpokoneHko A.I'. Mopzeni No6ynoBY iHTENIEeKTyalbHOI IiICUCTEMY MOHITOPUHTY NIPOLIECY YIIPaBJliHHS CTAaHOM
posmogineHoi Mepesxi 3arajJlbHOro KOpUCcTyBaHHS — Kpastigikalliiina HayKoBa I1palis Ha IIpaBax PyKOIUCY.
Juceprauisg Ha 3000yTTS HAyKOBOIO CTyIeHs JoKTopa ¢inocodii 3a cnenianbHicTo 172 «TenekomyHikalii Ta
paziorexHika». — Jlep;kaBHUI yHiBepCUTET iHPOPMaL[iiHO-KOMYHIKaL[iiHNX T€XHOJIOTii MiHicTepcTBa OCBITH i
Hayku YKpainy, Kuis, 2025. ¥ gucepraliiiHiil po60Ti BUPIllyeTbCs aKTyaJlbHE HAYKOBO-TEXHIYHE 3aBJJaHHS
CTBOPEHHS METOJly CUHTE3Y IiICUCTEMHU iHTEJIEKTYyaJIbHOTO MOHITOPUHIY B PO3MOAiNeHil iHpopMaLiiHO-
TesieKoMyHiKauiiHii mepexi (ITKM) 3aranpHoro kopucrysanss (3K). Meror aucepraii € niaBuIeHHS

eeKTUBHOCTI MOHITOPUHTIY pO3NofieHux iHpopMalifiHO TeJIeKOMYHIKALiTHUX MEPeXK 3arajlbHOro KOPUCTYBaHHS.



[IpegMeTOM IOCIIIIKEHHS € METOIU Ta aJITOPUTMU iHTEJIEKTYaJIbHOTO MOHITOPUHTY MOzesli HaykoBa HOBU3HA
ollep>KaHMX pe3ysbTaTiB 1. Briepiue 3ar1ponoHOBaHO 6araTopiBHEBY KOHLENTYalbHY MOJEJIb MiICUCTEMU
MOHITOPUHTY, sIKa 6a3yeTbCsl HA iIHTErPOBAHOMY CTPYKTYPHOMY i IapaMeTpUYHOMY CUHTEe3i, Teopii rpadis Ta Ha
MyJIbTUAr€HTHUX TEXHOJIOTISIX i 1O3BOJIsI€ MiATPUMYBATH CUTYaLliliHe YIIPABJIiHHSI CTAHOM MepeXi Ha (Pi3nyHUX Ta
JIOTIYHUX PiBHAX. 2. YIOCKOHAJIEHO METOJ, CUHTE3Y MiICUCTEMU iHTEJIEKTYaJIbHOTO MOHITOPUHTY, SIKUH, Ha BiIIMiHY
BiJ, BilOMMX, 3aBISIKM 3aCTOCYBAaHHIO aJalITUBHOIO aJIrOPUTMY KJlacTepr3allii Ta IapaMeTpU4YHOro HajlallTyBaHHS
MoJeJiel, O3BOJISI€ 3aBYaCHO BUSIBJISITM aHOMAaJIbHI CTaHM MEPEXi Ta ONTUMIZyBaTH ii pecypcHe 3a6e3nedyeHHs. 3.
OTpumara rnofaabloro po3BUTKY aJaliTUBHA 6araTopiBHEBa MOZIEJIb MOHITOPUHIY, SIKQ, Ha BiIMiHY Bifl iCHYIOUHX,
3aBISIKY iHTerpalLii aJrOpUTMIB IITYYHOTO iHTEJIEKTY 3abe3redye aBToOMaTUYHe BUSIBJIEHHSI aHOMaJiil B mimcucremi
Ta JUHAMIYHY OINTUMI3alliI0 MEPEKEBUX peCypciB. [IpakTUUHe 3HaYE€HHS OLEPKaHUX PE3yJbTaTiB 1. 3apornoHoBaHa
6araTopiBHEBa KOHLENTyalbHa MOJEJIb JO3BOJINJIA CKOPOTUTU CEpPeNHil yac inenTudikauii ctany iHpopmauiiiHo
TesieKoMyHiKaniiiHoi Mmepexi 1o 0,84 Mmc a1 oguHrYHOTO Tpadiky, o ekBiBageHTHO 28593 mapam agpec. 2. Y
MeXKax JPyroro HayKoOBOTO Pe3yJIbTaTy OyJI0 YA,OCKOHAJIEHO METO/, CUHTE3Y MiICUCTEMU iHTEJIEKTYaIbHOTO
MOHITOPUHTY, SKUI NIO€IHY€E CTPYKTYPHUM i NapaMeTpUYHUI NiAX0nU. 32 pe3yabTaTaMyu MOJIE€/IIOBAHHS
BCTAHOBJIEHO, 110 ONTUMi30BaHa CTPYKTypPa 3MEHIIY€E BAPTiCTh BUKOPMCTAHUX KaHAaJliB Ha 3 %, IO BiANOBigae
eKkoHoMii 18,66 M6iT/c y Meskax KaHaiy 3i BUKiCTIO 622 M6iT /c. Takoxx 3a6e3re4eHo rapaHToBaHy MMOBipHICTb
BTpaTtu iHpopMaliiiHUX MTOTOKIB Ha PiBHi He Bullle , 1110 BiANOBifTae BUMOraM [0 BUCOKOHAIIMHUX
TeJIEKOMYHIKal[ilHNMX CUCTEeM. 3. AlIaNITUBHY 6araTOpiBHEBY MOJI€JIb MOHITOPUHTY 3 iHTE€rpalji€lo ITy4HOTrO
inTesexry 6yso BrpoBamkeHoro B TOB «TECEM». Mozenb aBTOMaTUYHO BUSIBIISIE aHOMAJIIi Ta ONITUMI3YeE pecypcu
B PEXXMMI pPeaIbHOTO 4acy, 4acC pPeaklii CEHCOPHOro piBHA — 10 12 MC, MIBUIKICTb TEepEMUKAHHS 3pocia Ha 33 %, a
MOHITOPHHT HE CTBOPIOE IIOMITHOI'O HABAaHTKEHHS. Y NEPIIOMY po3aii gocuigkeHo npegcrasueHHsd ITKM 3K Ta ii
nigcrucrteMu sIK 06'eKTiB 6araTopiBHEBOro CUHTe3Yy. [lifcucTeMa MOHITOPUHTY PO3IJISIIAE€THCS HA CEHCOPHOMY,
TEJIEKOMYHIKallifHOMY Ta JMCIIETYEPCHKOMY PiBHSIX, IO Y3rOIPKYIOThCS 3 Mogesuno OS], a TakoxK MPOBEEHO OIJIs,
Cy4YaCHUX MIXKBIZIOMYMX CUCTEM MEPEXKEBOTO MOHITOPUHIY. BUKIaZieHO METOIMA CTPYKTYPHOI'O Ta NapaMeTPUYHOIO
CHHTEe3Y 3 BUKOPHCTAaHHSM BiICTaHi pefaryBaHHs rpagis, 30iliICHEHO IIOCTaHOBKY HayKOBOi TpobseMu Ta ii
IEKOMIIO3ULIiI0. Y ApYyroMy po3zini c¢popMOBaHO BUMOTHU JI0 NEPCIEKTUBHOI MiICUCTEMHU MEPEXEBOIO MOHITOPUHTY
Ta BU3HAYEHO 3arajibHi IPpUHUMIIY opraHizauii QyHKIIOHyBaHHS MiICUCTEMH iHTeJIeKTyalbHOro MoHiTopuHry ITKM
3K. ITogaHOo 06’'€KTHO-CYO'€KTHUI OIKMC, BUKOPUCTaHO (QYHKILIOHANBbHY Moeb ynpasiinHsa FCAPS, cunTe3oBaHO
CTPYKTYPY Ta 3arajibHy apxiTeKTypy MiflCUCTEMU MOHITOPUHTY. Y TPETbOMY PO3/iJli, CHMPa4YUCh Ha Teopito rpadis
i mpouenypy MOPiBHSIHHS «CepeqHboro rpaday, po3pobyieHo eqUHUIN MiAXin 40 CUHTe3y MiCUCTeMU MOHITOPUHTY,
SIKUI OXOILIIOE SIK CTPYKTYPHM, TaK i TapaMeTPUYHUI CUHTE3 Ta JONOBHIOETHCS €TAllOM CTPYKTYPHOTO aHaJli3y.
[IpencraBieHo OLiHKY €(PEKTUBHOCTI 3alIpONIOHOBAHMX PillleHb. Y Y4€TBEPTOMY PO3LiJi PO3TJISIHYTO IUTaHHS
pearnisanii nigcucreMn iHTeIE€KTyabHOTO MOHITOPUHTY iH(OPMaliiiHO-TeJ1eKOMYHIKalifHUX MEPEX 3arajlbHOrO
KOpUCTyBaHHS. ONKMCAaHO CTPYKTYPY Ta NPUHLMNU (PYHKLIOHYBaHHS MiJCUCTEMU, BKJIIOYAI0YX B3a€EMOJLiI0

arapaTrHUX i NpOorpaMHUX KOMIIOHEHTIB, HEOOXiIHUX 17151 300pY, 00pOOKU Ta iHTeprpeTallii JaHMX MOHITOPUHTY

2. Prokopenko A.G. Models for building an intelligent subsystem for monitoring the state management process of a
distributed public network - Qualification scientific work in the form of a manuscript. Dissertation for the degree
of Doctor of Philosophy in specialty 172 “Telecommunications and Radio Engineering”. - State University of
Information and Communication Technologies of the Ministry of Education and Science of Ukraine, Kyiv, 202 5.
The dissertation solves the current scientific and technical problem of creating a method for synthesizing an
intelligent monitoring subsystem in a distributed information and telecommunications network (ITCM) of general
use (ZK). The aim of the dissertation is to improve the efficiency of monitoring distributed information and
telecommunication networks of public use. The subject of the research is methods and algorithms for intelligent
model monitoring Scientific novelty of the results obtained 1. For the first time, a multi-level conceptual model of
the monitoring subsystem is proposed, which is based on integrated structural and parametric synthesis, graph
theory, and multi-agent technologies and allows supporting situational management of the network state at the
physical and logical levels. 2. The method of synthesis of the intelligent monitoring subsystem has been improved,
which, unlike the known ones, thanks to the use of an adaptive clustering algorithm and parametric model tuning,



allows for early detection of anomalous network states and optimization of its resource provision. 3. The adaptive
multi-level monitoring model has been further developed, which, unlike existing ones, thanks to the integration of
artificial intelligence algorithms, provides automatic detection of anomalies in the subsystem and dynamic
optimization of network resources. Practical significance of the results obtained 1. The proposed multi-level
conceptual model allowed to reduce the average time of identification of the state of the information and
telecommunications network to 0.84 ms for a single traffic, which is equivalent to 28593 address pairs. 2. Within
the framework of the second scientific result, the method of synthesis of the intelligent monitoring subsystem was
improved, which combines structural and parametric approaches. According to the modeling results, it was
established that the optimized structure reduces the cost of the used channels by 3%, which corresponds to a
saving of 18.66 Mbit /s within the channel with a speed of 622 Mbit/s. Also, a guaranteed probability of loss of
information flows at a level not higher than , which meets the requirements for highly reliable telecommunication
systems, is provided. 3. An adaptive multi-level monitoring model with artificial intelligence integration was
implemented in TESEM LLC. The model automatically detects anomalies and optimizes resources in real time, the
sensor level response time is up to 12 ms, the switching speed has increased by 33%, and monitoring does not
create a noticeable load. The first section examines the representation of the ITCM of the ZK and its subsystems as
objects of multilevel synthesis. The monitoring subsystem is considered at the sensor, telecommunication and
dispatcher levels, consistent with the OSI model, and a review of modern interdepartmental network monitoring
systems is also conducted. Methods of structural and parametric synthesis using the graph editing distance are
presented, a scientific problem is formulated and its decomposition is carried out. In the second section,
requirements for a promising network monitoring subsystem are formulated and general principles for organizing
the functioning of the intelligent monitoring subsystem of the ITCM ZK are determined. An object-subject
description is provided, the functional management model FCAPS is used, and the structure and general
architecture of the monitoring subsystem are synthesized. In the third section, based on graph theory and the
“average graph” comparison procedure, a unified approach to the synthesis of the monitoring subsystem is
developed, which covers both structural and parametric synthesis and is supplemented by a structural analysis
stage. An assessment of the effectiveness of the proposed solutions is presented. The fourth section discusses the
implementation of an intelligent monitoring subsystem for public information and telecommunications networks.
The structure and principles of the subsystem'’s operation are described, including the interaction of hardware and
software components necessary for collecting, processing, and interpreting monitoring data.
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