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IIPOrpaMHO-KOH(QIrypOBaHUX MEPEXK

2. Information technology providing functional stability of virtual cloud resources based on software-defined
networking

Pedepar:

1. O6'eKTOM HOCIIIKEHHS € TIPolieC peKOoHQIrypallii XMapHOTO CEPeIOBUILA [1J1 IPOrPaMHO-KOH)IrypoBaHUX
MepeK; MeTa - MiJBUIleHHS (PYHKLIOHAIBbHOI CTIKOCTI BipTyaJIbHUX XMApHUX PECYPCIB HA OCHOBi MOHITOPUHTY iX
CTaHy, OLiHKM HaIPSIMKIB IIPOTHUii BTOPrHEHb Ta iX BIJIMBY Ha (YHKIIOHAJNBbHY CTilKiCTh XMapHOT'O CEpelOBUILA Ta
aBTOMAaTHU30BAHOTO YIIPaBJiHHS IPOrpaMHO-KOHQ)IrypOBaHUMU MepPeKaMU; METOM - MOJIEJIIOBaHHS Ha IM(PPOBUX
EOM, Teopii pyHKIiOHANBHOI CTIMIKOCTI, TEOPii aBTOMAaTU30BaHOTO YIIPABJIiHHS, MaTEMAaTUYHOI CTATUCTUKHU, TEOPIi
rpadis, Teopii anropuTMmis, TeOpil BUNIAAKOBUX MPOLECIB; pe3yJIbTaTU -~ YIOCKOHAJIEHO MAaTEMaTUYHY MOZEJIb
BIJINBY aTaK{ HA BipTyaJIbHI XMapHi peCcypcH, yAOCKOHAJIEHO MAaTEMAaTUYHY MOZEJIb OL[iHKY CTaHY BipTyaJIbHUX
XMapHUX PECYPCiB Ta BIleplle po3po06JIeHO METOIUKY 3a6€e3Ne4eHHs (PYHKLiOHAIbHOI CTIMIKOCTI BipTyaabHOTO
XMapHOTO CepelOBUIIA HA OCHOBI IPOrPaMHO-KOHPIrypoBaHMX MEPEK; BIIPOBAIPKEHO - Y HAYKOBO-JOCJIIIHUX Ta

IIPOEKTYBaJIbHUX POOOTax Jlep>kaBHOrO HAyKOBO-OCJIIHOTO iHCTUTYTY XIMI{YHUX IPOAYKTIB Ta B HABYAJIbLHOMY



npoueci Jlep>kaBHOTO YHIBEPCUTETY TEJIEKOMYHIKaLiiA.

2. The object of the research is the process of reconfiguring the cloud environment for software-configurable
networks; the goal is to increase the functional stability of virtual cloud resources based on monitoring their
status, assessing the directions of counteraction to intrusions and their impact on the functional stability of cloud
environments and automated management of software-configurable networks; methods - modeling on digital
computers, theory of functional stability, the theory of automated control, mathematical statistics, graph theory,
theory of algorithms, the theory of random processes; results - improved mathematical model of the impact of
attacks on virtual cloud resources, improved mathematical model of the estimation of the state of virtual cloud
resources, and first developed a method for ensuring the functional stability of the virtual cloud environment on
the basis of software-configurable networks; implemented - in scientific research and design works of the State
Research Institute of Chemical Products and in the educational process of the State University of

Telecommunications.
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