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V. BimomocTi npo guceprauiio

Mosga guceprarii:

Koau TemaTHYHHUX PYOpPHK: 11.15.23

Tema gucepranii:

1. InctutyuiitHuit Bumip iHpopmauiiiHoi 6e3nexu Ykpainu: TpaHcPopMaliiiHi BUKJIMKY, [7100a7bHi KOHTEKCTH,
CTpaTeriuHi OpieHTUpuU.

2. Institutional Dimension of Information Security of Ukraine: Transformational Challenges, Global Contexts and
Strategic Landmarks.

Pedepar:

1. Pennpe3oHTOBaHe LOCIIIPKEHHS 3 TIO3ULIi Cy4aCHOrO IMOJITOJIOTIYHOTO AYCKYPCY KOMILJIEKCHO aHasli3ye OCHOBHI
TeH[eHLii npouecy ¢popmyBaHHs iHPpopMaliiiiHoi 6e3rexku B TpaHCPOpMalliliHOMY CyCIiIbCTBI, 30KpemMa
iHCTUTYLIMHMI BUMIp TaKOTo IIPOLeCy, POJib AEP>KaBHUX i HEYPSIOBUX iHCTUTYTIB y 3abe3nedeHHi iHpopmaliiiHoi
6e3neku Ykpainu. [Tpobiema inpopmaliifiHoi 6e3rnekyu OCMUCIIOETHCS Ha TPhOX BU3HAYAIbHUX HaNPSIMKaX: y CBITJIi
TpaHc@opmaliii yKpaiHCbKOTO CyCIiIbCTBA 3arajioM Ta MOro MOJITUYHOI CUCTEMU; Y KOHTEKCTI ryiobanizanii
Cy4yacCHOTO CBIiTy; y CTpaTeriuHoMy 6ayeHHi — sIK [IepCIIEKTHUBA PO3BUTKY MOJITUYHUX iHCTUTYTIB, BiAHOCHH i
IIPOLIECIB, 110 3a0€3I1eYyI0Th JeMOKPATUYHI 3MiHU Ta 6e31eKy YKpainu 3aranomM. Cepesi OCHOBHUX PU3MUKIB, SIKi
IIOCTAIOTh Ilepe]] YKpaiHoo, pO3IiIsJaeThCsl 3arpo3a BTpaTH iH(POPMaliiiHOro cyBepeHiTeTy. 3HaunuMy poJib

BigBeneHo iHpopmaliliHil 6e3newi Hawii, 30Kpema TakuM ii CTPyKTYpHHUM KOMIIOHEHTaM: 3aXUCT HEIIOBTOPHUX



HalliOHaJIbHO-KYJIbTYPHUX LIiHHOCTEM, iCTOpUYHUX TPAAULil, iCTOPUYHOI maM’sITi, MOBH, YHIKaJIbHUX CyOKYJIbTYP
to1o. Cepel, aBTOPCHKUX IPOIO3ULLiii BaXKJIUBI Ti, [0 CTOCYIOTHCS iCHYIOUOI iHPPaACTPYKTYpH Aep>KaBHUX
iHcTUTyTiB iHpopMaLifiHOi 6e3nieku Ykpainu. IHpopmaliiiHo-6e3reKoBa [IisyIbHICTh NOJITUYHUX NAPTii B YKpaiHi
BM3HAU€HA CynepewnBow. CTBEPIKYEThCS, 0 y Cy4YacHill cuctemi iHpopMaliiHoi 6e31eKr 3HaYMMa PoJib
BiZlBeJleHa TPOMAaJIIHCbKOMY CYCIIIbCTBY i 3aco6am MacoBoi iHpopmallii. B ymoBax riopuHoi BiliHU cTpaTeriuHi
OpieHTUPU NPOTUAii 30BHIIIHIM i BHYTpilIHIM iHpOpMaLiliHO-ecTabini3aliliHUM BIIJIMBAM OCMUCJIIOIOTHCS Yepes: 1)
BIIPOBAJP)KEHHSI KpaIMX 6€3MeKOBUX [TPAKTHK, SIKi YCHIIIHO 3aXUIAI0Th Cy4acHUH iHdopmaliiiHuii mpocTip Ta
nobyj0BaHi Ha TPbOX BU3HAYa/IbHUX NIPUHIMIAX (1€papXiYHOCTI, Iep>KaBHOI KOOPAMHOBAHOCTI Ta B3aeMO[ii); 2)
HiABUILEHHS POJIi MOJITUYHOI OCBITH i IPOCBITHUILITBA (3MICTOBHOI OCHOBM BUPOOJIEHHS iIMYHITETY 10 6araTbox
3arpos, oB’s13aHuX 3 iHpopMaLiiHO-MaHINYISTUBHUMU BIIMBaMu); 3) IOAAbUIMI PO3BUTOK KyJbTypU
iHopmaliitHoi 6e3neKu.

2. The study from the standpoint of modern political discourse comprehensively analyzes the main trends in the
formation of information security in a transformational society, in particular the institutional dimension of such a
process, the role of state and non-governmental institutions in ensuring information security in Ukraine. The
problem of information security is understood in three main directions: in the light of the transformation of
Ukrainian society and its political system; in the context of the globalization of the modern world; in the strategic
vision - as a prospect for the development of political institutions, relations and processes that ensure democratic
change and security of Ukraine as a whole. Among the main risks facing Ukraine is the threat of losing information
sovereignty. A significant role is assigned to the information security of the nation, in particular to its structural
components: the protection of unique national and cultural values, historical traditions, historical memory,
language, unique subcultures and the alike. Among the author's proposals are important ones concerning the
existing infrastructure of state institutions of information security of Ukraine. The information activity of political
parties in the security system of Ukraine is defined as contradictory. It is argued that a significant role in the
modern information security system is given to civil society and the media. In a hybrid war, strategic guidelines for
counteracting external and internal information and destabilizing effects are understood through: 1) the
introduction of best security practices that successfully protect the modern information space and are based on
three main principles (hierarchy, state coordination and interaction); 2) increasing the role of political education
and enlightenment (substantive basis for developing immunity to many threats associated with information and
manipulative actions) 3) further development of the culture of information security.
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