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1. Kibep6esmneka B cuctemi Hal[ioHaJIbHOI 6e3reKky YKpaiHu: MPaBoOBi BUKJIWKY IiGPUIHOI BiTHU Ta MDKHAPOOHUN
IOCBIf

2. Cybersecurity in the System of National Security of Ukraine: Legal Challenges of Hybrid Warfare and

International Experience

Pedepar:

1. InceprauiiiHa po60Ta NpUCBIY€HA KOMIIJIEKCHOMY JOCIiIKEHHIO KiGepOe3IeKU KK CUCTEMOYTBOPIOBAJIbHOTO
eJIeMEHTAa HallioHa/IbHOI 6e3neKky YKpaiHu B yMOBax riOpUAHOI BifiHU Ta 3 ypaxyBaHHSIM MDKHApOJHO-TIPaBOBOrO
IOCBIiZy NPOBITHUX OEeP>KaB i MKHApOLHUX OpraHisauiil. 3 orjsamy Ha CTpareriyHui Kypc YKpaiHy Ha iHTerpauito go
€sporneiicbkoro Cotosy Ta HATO, po36ynoBy 1@ poBoi neps>kaBy 1 MifABULIEHHS KiGePCTIKOCTI KpUTUYHO]
iHppacTpyKTYypH, npobdaeMa popmyBaHHs ePEKTUBHOI, IPAaBOBO BU3HAYEHOI Ta iIHCTUTYLiIIHO y3roJp)KeHOi CUCTeMU
Kibepbesneky HabyBae 0COOIMBOI aKTyasIbHOCTI. PO3KpUTO TeOpeTUKO-TIPaBOBi 3acafyl CYTHOCTI Kibepbesneky,
3'acyBarTy ii MDKOMCUUIUIIHApHY IPYMPOLy Ta CIiBBiIHOIIEHHS 3 CYMIKHMMU KaTeropisimMu - iHdopmalliitHa 6e3nexa,

Kibep3axucT, KibepcTifKicTb. JlocinkeHo MDKHapOoJHO-TIPaBOBi OCHOBU 3a0e3Ie4YeHHsI Kibep3axuCTy, BUSIBUTH



poJIb i BIUIUB YHiBEpcabHUX Ta perioHanbHux akTiB (OOH, OBCE, Panu €sponuy, €C) y popmMyBaHHi r106a1bHOI
CHCTEMU HOPM Ta IPUHLUIIB. PO3KPUTO CTPYKTYpPY HALIOHAJIbHOI cUCTeMU Kibepbesneky YKpainy, ii 3aKkoHoaByi
3acagy, iHCTUTYLINHY apXiTEeKTypy, [IOBHOBaKEHHS Cy0'€KTIiB i MEXaHi3MHU B3a€MOii 1ep>KaBHOIO Ta IPUBATHOIO
CeKTopiB. PO3KpUTO €BosoLi0 (OPM Ta IPABOBY NPUPOAY Kibepomnepaliil K iHCTpyMEHTa Cy4aCHUX BO€H i
KOH(JIIKTIB, 30KpeMa B KOHTEKCTi pociiicbKkoi ribpuaHoi arpecii. [IpoBeieHO aHali3 OCHOBHUX KibepaTak IpOTU
Ykpainu y 2014-2024 pokax, BUBHAUUTH ixHi L1iji, MacIITabu, HaCiIKU Ta OTPUMaHI YPOKH /1J1s1 POPMYBaHHS
OHOBJIEHO] A€P>KaBHOI NOJIITUKY Oe3I1eKu. BU3HaueHO OCHOBHI iHCTUTYLIIMHO-ITPAaBOBi BPa3JIMBOCTI KpUTUYHOI
iH(ppacTPyKTypu B yMOBax BOEHHOTO CTaHy y IIPAaBOBOMY, iHCTUTYLIITHOMY Ta NPOLIEAYPHOMY BUMipax,
3aIPOIIOHYBATU HaIpSMHU ix MiHimMizauii. BusHaueHo cyyacHi npo6sieMu IpoTUii Kibep3IouNMHHOCTI Ta Kibeparpecii,
30KpeMa e(peKTUBHICTb HOPMATUBHO-TIPABOBUX i OIIEPAaTUBHO-TEXHIUHUX MEXaHi3MiB pearyBaHHs. 31iiCHEHO
NOPiBHSIJIBHO-TIPABOBUIA aHai3 crpateriil Kibepsaxucty CIIA, HATO ta €C, BU3BHaunTH iXx HOPMAaTHUBHI,
OpraisauiiHi Ta TEXHOJIOTYHI Mogeri. JJociigKeHo MexaHi3mu iHTerpauii YKpainu y MibKHapOJHO-TIPaBOBY
cucremy Kibepbesneky, 3okpema y popmarax €C, HATO Tta Panu €Bpomnu, Ta BU3HAUUTU LUIJIIXU FapMOHi3alLii
3aKOHOZABCTBA YKpaiHu. O6rpyHTOBAHO MOSKJIMBOCTI 3aCTOCYBAaHHS €BPOATJIAHTUYHUX IIPAKTUK JEeP>KaBHO-
IIPMBATHOIO MAPTHEPCTBA K iIHCTPYMEHTY MiIBUILIEHHS KiOGePCTIMKOCTI YKpaiHu, chOpMyJIIIOBaTH IPONO3ULi OZ0
YAOCKOHAJIEHH [IPABOBUX 3aCa]l i IpOLeAyp TaKoi B3aeMOZ;i.

2. The dissertation is devoted to a comprehensive study of cybersecurity as a system-forming element of Ukraine's
national security in the conditions of hybrid war and taking into account the international legal experience of
leading states and international organizations. Given Ukraine's strategic course for integration into the European
Union and NATO, the development of a digital state and increasing the cyber resilience of critical infrastructure,
the problem of forming an effective, legally defined and institutionally coordinated cybersecurity system is
becoming particularly relevant. The theoretical and legal foundations of the essence of cybersecurity are revealed,
its interdisciplinary nature and relationship with related categories - information security, cyber defense, cyber
resilience are clarified. The international legal foundations of ensuring cyber defense are investigated, the role and
influence of universal and regional acts (UN, OSCE, Council of Europe, EU) in the formation of a global system of
norms and principles are identified. The structure of the national cybersecurity system of Ukraine, its legislative
foundations, institutional architecture, powers of subjects and mechanisms of interaction between the public and
private sectors are revealed. The evolution of forms and legal nature of cyber operations as a tool of modern wars
and conflicts is revealed, in particular in the context of Russian hybrid aggression. The analysis of the main cyber
attacks against Ukraine in 2014-2024 is carried out, their goals, scope, consequences and lessons learned for the
formation of an updated state security policy are determined. The main institutional and legal vulnerabilities of
critical infrastructure under martial law in the legal, institutional and procedural dimensions are identified, and
directions for their minimization are proposed. Modern problems of countering cybercrime and cyber aggression
are identified, in particular the effectiveness of regulatory and operational and technical response mechanisms. A
comparative legal analysis of the cyber defense strategies of the US, NATO and the EU was carried out, their
regulatory, organizational and technological models were identified. The mechanisms of Ukraine's integration into
the international legal system of cybersecurity were investigated, in particular in the formats of the EU, NATO and
the Council of Europe, and ways of harmonizing the legislation of Ukraine were identified. The possibilities of
applying Euro-Atlantic practices of public-private partnership as a tool for increasing Ukraine's cyber resilience
were substantiated, and proposals were formulated for improving the legal principles and procedures of such

interaction.
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