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Pedepar:

1. Incepraris npucBs4YeHa po3poo1ii Ta AOCIIIKEHHIO CUCTEMU aBTOMAaTHU30BAHOTO aHaJIi3y TPOrPaMHOTrO0 KOLy IJ1st
BUSIBJIEHHS BPa3IMBOCTeN 6e3leKy 3 BUKOPUCTAHHSIM Ti6pUIHOro Mifxoay, o 0eNHYE METOIY ITIMO0KOro
HaBYaHHS Ta METOJY BUSIBJIEHHS NIOIOHOCTI KOAY. AKTyasIbHICTb TEMU 3yMOBJIEHA 3PDOCTAaHHSIM KiJIbKOCT]
BPa3JIMBOCTEN Y IPOrpaMHOMY 3a0e3IeUeHHi Ta MOTpedol0 CTBOPEHHS e(EeKTUBHUX 3aCO0iB X BUSBJIEHHS JIS1
3HIDKEHHS] PUBUKIB KibepaTak. Y po6OTi MpoBeieHO aHaJjli3 Cy4acHOTO CTaHy Ipo6ieMu, PO3IJISIHYTO iCHY0Ui
METOJIU Ta MiAXO0OHY IO AeTEKLii Bpa3JIuBOCTEN, BU3HAUEHO iX [TIepeBaru Ta HejloJliku. Ha 0CHOBI 11bOro
3aIPONIOHOBAHO MAaTEMATUYHI MOJieJli aHali3y 3 BUKOPUCTAHHSIM HEMPOHHUX MEPEX Ta KOB3HOTO XELIyBaHHS
abCTPAKTHUX CMHTAaKCUYHUX JIepeB, SIKi B [TI0€JHaHHI (POPMYIOTb CUCTEMY aHaJi3y mporpamHoro Koxy. Haykosa

HOBUM3HA JIOCJIIKEHHSI [10JIsIrae y po3po0Lii BIOCKOHAJIEHOTO METOY IT0OYZOBU IIPOMIKHOIO IIPeCTaBIEHHS KO



y BUIJISIA] KOGOBUX rapKeTiB Ta METONY Kylacudikallii Bpa3aMBOCTEN HA OCHOBI aJITOPUTMY KOB3HOTO XEIIyBAHHS
By371iB AST. [IpakTU4YHe 3HAaYEHHS NiATBEPIKYETHCS €KCIIEPUMEHTAIbHUMU PE3YIbTaTaMU, 30KPEMA TOYHICTIO
nleTeK1ii Bpa3nuBocTel Ha piBHi 94.1% Ta 6aratoksnacoBoi knacudikaiii B 51.1% nnist 40 Tumnis 3arpo3s. Anpobariis
Pe3yJIbTaTiB 3[iMCHIOBAIACS IIJISIXOM TECTYBAaHHS PO3PO06JIEHOI CUCTEMU Ha TPOTPAMHUX MTPOEKTAX 3 BiIKPUTUM
BUXiIHUM KOZIOM. 3aIIPOIIOHOBAHO ClLieHapii iHTerpauii pilmeHHs B npouecy 6e3nepepBHOi iHTerparii Ta
nepepnpeJizHoi Bepugikariii nporpamHoro 3adesneyeHHs. OTpUMaHi pe3yabTaTy MaloTh TEOPETUYHY LIiHHICTb,
OCKiJIbKM PO3IIMPIOIOTh HAYKOBO-METOI0JIOT YHY 6a3y B cpepi CTATUYHOTO aHali3y IPOrpaMHOro Kogy Ta
BiIKPMBAIOTb IEPCIEKTUBY [JI51 OJAJIBIIAX NOCiIKEHb HA IEPETHHI MAIIMHHOTO HAaBYaHHS Ta KibepOe3NeKn.
[TpakTUyHa 3HAYYIICTh IIOJISITAE Y MOKIIMBOCTI 3aCTOCYBAaHHSI pO3pO0JIEHOI CUCTEMU [1J15 ITiIBULLIEHHS PiBHS

3aXUILEHOCTI IPOrPaMHUX IPOJYKTIB Ta 3HWKEHHS PU3UKIB BPA3JIMBOCTEN.

2. The dissertation is devoted to the development and research of an automated source code analysis system for
detecting security vulnerabilities using a hybrid approach that combines deep learning methods and code
similarity detection methods. The relevance of the topic is due to the increasing number of vulnerabilities in
software and the need to create effective means of detecting them to reduce the risks of cyber attacks. The work
analyzes the current state of the problem, examines existing methods and approaches to vulnerability detection,
and identifies their advantages and disadvantages. Based on this, mathematical models of analysis using neural
networks and sliding hashing of abstract syntax trees are proposed, which together form a system for analyzing
source code. The scientific novelty of the research lies in the development of an improved method for
constructing an intermediate code representation in the form of code gadgets and a method for classifying
vulnerabilities based on the AST node sliding hash algorithm. The practical significance is confirmed by
experimental results, in particular, the accuracy of vulnerability detection at the level of 94.1% and multiclass
classification at 51.1% for 40 types of threats. The results were tested by applying the developed system to open-
source software projects. Scenarios for integrating the solution into the processes of continuous integration and
pre-release verification of software are proposed. The obtained results have theoretical value, as they expand the
scientific and methodological base in the field of static analysis of source code and open up prospects for further
research at the intersection of machine learning and cybersecurity. The practical significance lies in the possibility
of using the developed system to increase the level of security of software products and reduce the risks of
vulnerabilities.
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