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1. KoHcTutyniiHO-1IpaBoBe 3abe3nedeHHs iHdpopMaliiiHOI 6e3leKy Cy4acHUX JAepiKaB: [IOPiBHSJIbHO-TIPAaBOBUI

aHaJi3

2. Constitutional and legal support of information security of modern states: comparative legal analysis

Pedepar:

1. Inceprariiio pucBs9eHO JOCIiIKeHHIO TEOPETUYHMX i IPAaKTUYHUX IUTaHb 3a6e3neyeHHs iHpopmaniitHoi
6esmnexu K QyHKIii cyyacHUx nepxkaB. Ha OCHOBI IOPiBHAIIBHO-TIPABOBOTO aHaJIi3y MXKHAPOHO-TIPAaBOBUX aKTiB Ta
HalliOHAJIbHOTO 3aKOHOJIABCTBA YKpaiHu, 3apyOiKHOr0 3aKOHO/IABCTBA i JOCBily BUOKPEMJIEHO Psif, MOfesIel
3abe3ne4eHHs iH(QOpMaLiHOI 6€3MeKH, a TAKOX ix 0c06MBOCTi. CPOPMYIbOBAHO MPONO3ULil Ta PEKOMEHIallii
OO YOOCKOHAJIeHHs 3abe3nevyeHHs iHpopmaniitHoi 6e3nexkn YKpaiHChKOi iep>kaBu B yMOBaxX €BpOiHTerpariii,
iHTepBeHLii Ta pO3BUTKY I71006a/1bHOTO iHpOpMaLifiHOro npoctopy. ['0710BHUM HanpsiMoM Y peanisauii PpyHKLii
Ilep>kaBu i3 3abe3neyeHHs iHPpopMaliiiHOi 6e3neKku € 3axucT iHpopmaliiiHoi cdepyr ocodu Ta ii mpas y Hiil, ajne Ha
CbOTOJIHI B CUCTEMI LIEHTPAJIbHMX OPraHiB Jep>KaBHOI BUKOHABYOI BaAy YKpaiHU HEMae OpraHy, BillOBiIaJbHOTO

3a 3a6e3nevyeHHs iHpopmaliiiHoi 6e3nexku ocodu. Tomy NIPONIOHYEMO CTBOPUTH CIiellia/IbHUM HalliOHAJIbHU,



KoJIeTia/IbHUil OPTaH i3 3aXMCTy MEPCOHANbHUX IaHUX — HallioHasbHy KOMICiIo i3 3aXUCTy MepcoHaNbHUX TaHuX. [i
dbopmMyBaHHS CJIif 3MiCHUTY Ha 3acafiaX ONTHMI3allii, eKOHOMIYHOI JOLiIbHOCTI, SIKICHOI'O TEXHIYHOTO Ta
KaJIpOBOTO 3a0e3Ie4YeHHs i IUPOKUX MTOBHOBaXeHb. OCHOBHUMMH 3aBAAHHSIMU LIbOTO OPraHy MaloTh OyTU: 3aXUCT
IIpaB rPOMafsiH y cdepi NePCOHANbHUX JAHUX, PETYIIOBAHHS 3aXUCTY IEPCOHAIBHUX NAHUX, KOHTPOJIb Ta CAHKIL],
indopmyBaHHS Ta ocBita. [lepmoyeproBum 3axooM npoTtuii inpopmaniiinum ernuBam PO mae cratu
MOJIepHi30BaHa CUCTeMa KOHTPIIPOINAaraHauCTChKOI AistmbHOCTI. KomnoHeHTamMu edeKTUBHOI MpoTuii peasizariii
IIPOEKTY «PYCBKUI Mip» BBKaeMO PO3POOJIEHHS HalliOHAJIBHOI iflei 3 ypaxyBaHHSIM Cy4aCHUX BUKJIMKIB Ta
NIpUIiJIEHHS YBary 3aXMCTy PEJIriiHUX LIHHOCTEN Ta YKPAiHChbKUX HaLliOHAJNILHUX TPaAULii. BesurKa MomnyaspHiCTb
coljasbHUX Mepex i 6s1orocdepy, ix akTUBHE BUKOPUCTAHHS 3 METOIO MIpoTiaraHiy, nesindopmatii Y1 BTpy4yaHHS B
IOJIITUYH] [TpoLiecy Jep>kaBH, 3yMOBJIIOIOTh HEOOXiIHICTh YCTAHOBUTH 3aCaJly iX IPaBOBOTO PETYJIIOBAHHSI.
30KpeMa, BUAAETHCS BXKJIMBUM PO3NOYATH CYCIIiJIbHE OOTOBOPEHHSI MOXJINBOCTEH PETry/II0BaHHS Hisl/IbHOCTI 3
BeJleHHs! 6JI0TiB MOJIiTUYHOI TeMaTuKu. Ha Haul 1orss, nepcreKTUBHUM € MEXaHi3M OIOATKyBaHHS OHJIAlH-Meia
pecypciB Ta AisIbHOCTI, [TOB'SI3aHOI 3 IX BUKOPUCTAHHSIM, a TAKOX JI€P>KaBHOTO HATJISIAY 32 AisJIbHICTIO IO TUYHUX

6J10repiB, gKi MalOTh BEJIMKY ayauTopio (Big 100 TUC. NiANMCHYKIB) TOLIO.

2. The dissertation is dedicated to the study of theoretical and practical issues related to information security as a
function of modern states. Based on the comparative legal analysis of both international legal acts and national
legislation of Ukraine, foreign legislation and experience, several information security models as well as their
features are identified. The suggestions and recommendations for improving the information security of the
Ukrainian state in the context of European integration, intervention and development of the global information
space have been stated. The main area in the implementation of the information security state function is the
protection of the information field of a person and his or her rights in it, but today there is no body responsible for
information security in the system of central bodies of state executive power of Ukraine. Therefore, we propose to
establish a specialized, national, collegial body for personal data protection - the National Commission for Personal
Data Protection. Its establishment should be carried out based on optimization, economic feasibility, quality
technical and personnel support as well as wide powers. The main tasks of this body should be as follows:
protection of the rights of citizens in the field of personal data, regulation of personal data protection, control and
sanctions, information and education. A priority measure to counteract Russia’s informational influences should
become a modernized system of counter-propaganda activities. We believe that the development of a national idea
taking into account modern challenges and focusing on the protection of religious values and Ukrainian national
traditions should be the components of effective counteraction to the implementation of the “Russkyi Mir” project.
The great popularity of social networks and the blogs, their active use for propaganda, misinformation or
interference in the political processes of the state, lead to the necessity of the establishment of their legal
regulation principles. In particular, it is essential to start a public discussion on the possibilities of regulating
political blogging. In our point of view, the mechanism of taxation of both online media resources and activities
related to their use, as well as state supervision over the activities of political bloggers, having a large audience
(from 100 thousand subscribers), etc., seems the most advanced.
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