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2. Models and methods of postquantum lattice based and code based digital signatures

Pedepar:

1.V nucepraniiiitiii po60Ti JoCAimKeHHO MaTeMaTUYHi MOJIeJli Ta 06GUYMCITIIOBa/IbHI METOAY €JIEKTPOHHOTO
M(pPOBOro HiAnucy y pakTop-KilbLsx MNOJiHOMIB Ta Ha KOJOBUX KOHCTPYKLiSX 3alIPOIIOHOBAHO Ta OOI'PYHTOBAHO
OILIiHKM CTiIKOCTi IIOZ0 LIMX eJIEKTPOHHUX LU(PPOBUX MiJNKCIB 1O iCHYIOUMX METOZiB KpuntorpadiyHoro aHamisy, a
TaKOX po3p06JIeHO PEKOMEH Iallil o0 iX 3aCTOCYBaHHS y [1I0CT-KBaHTOBUI NepioA. B nuceprauiiiziit po6oTi
3aIpPOINIOHOBAHA TibpUHA MOAEJb [IOPYIIHMKA €K3UCTEHLiIHOI MiAPOOKHY, sIKa BpaxOBYy€e 3aCTOCYBAHHS METO[IIB SIK
KJIACUYHOTO, TaK i KBAHTOBOT'O KPUIITOAHAJi3y. 3alIPOIIOHOBAHO MOJEJIb 3arpo3 €JIEKTPOHHOIO MifINUCy y IOCT-
KBaHTOBOMY CE€pPeOBULI], sIka BUKOPHUCTOBY€E METOJ, peayKiiii fokaziB 6e3neky, i 1o3Bossie Kiacu@ikyBaTy 3arpo3u
3a I0[ATKOBOIO CKJIAJIHICTIO KPUIITOAHAJIi3y B [IOPiBHSIHHI 10 6ibll 3araynbHoi 3a4aui. [IpoBeneHo
€KCIIEPMMEHTAJIbHI JOCJiPKEHHS BJIACTUBOCTEN €JIEKTPOHHOIO MiANNUCY Y (PaKTOP-Ki/bLSIX NOJIIHOMIB Ta Ha
KOJIJOBUX KOHCTPYKLSIX Ta OLliHEeHAa CTiMKiCTb [0 iCHYI0YMX MEeTO/iB KpunrorpadiyHoro aHanisy. 3okpema

PO3pO6IeHO MOJIeJIb aTaKy MiAPOOKY Ha €IEKTPOHHUH Hianuc B GaKTOP-KibISAX MOJTIHOMIB i3 TIOCUIEHUMUA



napameTpaMi Ta JOJATKOBUM 3aXMCTOM 32 JJOMOMOTOI0 TeXHIKY NepTypoallii, 1[0 J03BOJINIO OTPUMATH MEHIILY
CKJIaHICTh MiAPOOKY B MOPIBHAHHI 3 TOBHUM riepe6opom. OTPUMAHO OLiHKY CTIKOCTI Bif miIpo6Ku Ta
YIOCKOHAJIEHO MaTeMaTU4Hi MOJIEeJIi aTaK Ha eJIeKTPOHHUH ninnuc Mesbxopa y GakTop-KijIbLsIX II0J1iHOMIB.
3anponoHOBaHO HOBY aTaKy Ha €JIEKTPOHHUI MiJMC HAa KOJOBUX KOHCTPYKISX, Ky 32CHOBAHO Ha 3MiHi Baru
XeMiHra BeKTOpy-IiAI1Cy MIISIXOM JOaBaHHS LOBIJIBHOTO KOJOBOTO CJIOBA 32aCTOCOBAHOI'0 6JI0OKOBOTO KOAY, TAKOX
OOI'PYHTOBAHO I0JATKOBI yMOBU Ta IIPOLIEAYPU [1ePEBIpKU MifIINCY, sIKa YHEMOSKJIUMBIIIOE 1110 aTaky. JocimpKeHo
MaTeMaTU4Hi MOZEJi Ta 00UMCIII0BaIbHI METOAU €JIEKTPOHHOrO MiANNCY Y (PaKTOP-Ki/IbLISIX TIOJIiIHOMIB Ta Ha
KOJJOBUX KOHCTPYKLisIX, OOI'PYHTOBAHO LIOJI0 HUX OLiHKU CTilIKOCTI IO iCHYIOUMX METO[iB KpUnTorpagidyHoro

aHaslizy Ta po3po6yIeHO peKOMEHIALIN 010 MPaKTUYHOI0 3aCTOCYBaHHS Y [1I0CT-KBAaHTOBUI NEPio.

2. The thesis provides research of mathematical models and computational methods of digital signature in
polynomial quotient-rings and code based signatures. For these signature schemes security estimates against
existing methods of cryptographic analysis are scrutinized, and as a result there is also developed
recommendations for practical implementation for post-quantum period. In the dissertation, a hybrid adversary
model of existential forgery is proposed, which consider both classical and quantum cryptanalysis methods
implementation. Under an assumption that adversary acts with a combination of heuristic classical and quantum
computer routines, we consider strong unforgeable security model of signatures, which presumes that even legal
signer can't create another valid signature for one given message. We show with experimental results that such
unforgeability is unattainable for certain primitives of lattice based signatures. Also a digital signature threat model
is proposed. It utilize the methods of security reductions for post-quantum environment, to classify threats by the
additional complexity of cryptanalysis in comparison with a more general cryptanalysis problem. Experimental
researches of digital signatures properties in polynomials quotient-ring as well as code based schemes have been
carried out, and resistance to existing methods of cryptographic analysis has been estimated. In particular, an
attack model against signature in the polynomial quotient-rings with enhanced parameters and additional
protection by perturbation techniques was developed. This model allows to derive a lower complexity of the
counterfeit compared to a brute force. Also, another approach of creating malleable signature was obtained, which
gives new numerical estimates of breaking bijection between signatures and messages for relevant key sizes. This
can invoke to several messages belonging to one signature derived by private key owner. New security estimates of
forgery are obtained. First it has been shown that mathematical model of lattices was the reason of forgery. Finally
it implies that current mathematical model of trapdoor function can't engender signature model with needed
properties. Also new attack against Melchor NTRUSign signature is proposed. And new evidences that Fiat-Shamir
paradigm can't provide security under flows of lattice trapdoor function have been achieved. A new attack against
code based digital signature is proposed. It exploits an addition operation of arbitrary code word of the applied
block code, and changes Hamming weight of signature vector. In thesis also elaborated new countermeasures
against this attack as well as auxiliary conditions for verification procedure. The thesis provides research of
mathematical models and computational methods of digital signature in polynomial quotient-rings and code based
signatures. For these signature schemes security estimates against existing methods of cryptographic analysis are
scrutinized, and as a result there is also developed recommendations for practical implementation for post-
quantum period.
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