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2. Method of defense programmatic facilities from hidden scanning in the computer systems

Pedepar:

1. O6'eKTOM HOCHIIIKEHHS € TIPOLIECH 3aXUCTy IporpaMHoi iHpopmariii. [IpegmeToM JOCTiIKEHHS € METOIM i
MoOJeJli 3aXUCTy IPOrPaMHHUX 3aCO0iB BiJi IPUXOBAHOTO CKaHYBaHHs. MeTa NOCiIPKeHHS II0JISITae B po3pooLi
METOJly 3aXMCTY IPOrPaMHOr0 3a6€311€4eHHS Bifl IPUXOBAHOIO CKAaHYBaHHS IJ1s1 MiJIBULILEHHS CTYIIEHIO IPOTUAii
3aco6aM MOTEHLiHOTO 37I0BMUCHUKA, 1[0 O3BOJISIE€ MTOKPAIINUTH e(PeKTUBHICTb 3aXMCTY KOMII'IOTEPHUX CUCTEM.
JuceprauiiiHa poboTa [IpUCBsiYeHa po3poO1Lli HOBUX 3aC00iB 3aXMCTY IIPOrPaM Bifl IPUXOBAHOT'O CKaHYBaHHSI [JIs1
nifgBUILEHHS €(PEKTUBHOCTI IPOTUAii 3aco0am aHasli3y NOTEHLIHOr0 3/I0BMACHUKA IIJISIXOM IiIBULLIEHHS CTYIIEHS
KOHTPOJIIO 3a iH(pOpMaLiIHUMM IOTOKaMHU B ONE€PaLiiHOMY C€pPeIOBHUIIi Ta PO3pOOLi IPOrpaMHO-arapaTHOro
KOMILJIEKCY 3aXMCTy. B po6OTi BIOCKOHa/TIEHO MaTeMaTUYHy MOZeJib BU3HAYeHHSI IMOBIPHOCTI BUSIBJIEHHSI [IPOLIECY
IIPUXOBAHOTO CKaHYBaHHS IPUKJIAAHOTO IPOrPaMHOr0 3a0€e3IeueHHs, sIKa 3abe3nedye sIKiCHU i KiNbKiCHUI aHaili3
pe3ysbTaTiB pob0TH 3aC00iB IPOTUi IbOMY CKAaHYBaHHIO. PO3p06JI€HO METO, SIKWI PO3MNUPUB HAYyKOBO-TEXHIYHY
6a3y CTBOpEHHS 3aCO0iB JJ1s1 3aXMCTY [IPUKIIAIHOTO IIPOrPaMHOro 3a6e3nedeHHs KOMIT'IOTEPHUX CUCTEM Bif

IIPUXOBAHOTO CKaHyBaHHS. B pe3ysbTarti [OCiiKeHHs i aHasi3y MaTeMaTUYHUX Ta KOMII'IOTEPHUX MOoiesiel 3ac0o0iB



3aXUCTY Bifl IPUXOBAHOI'O CKaHYBaHHS BCTAHOBJIEHO, 1110 BOCKOHAJIEHA MOJIeJIb BUBHAUYEHHS MOBIPHOCTI
BUSIBJIEHHS IIPOTrPaMHUX 32c06iB 3axucTy iHdopMallii 103BOJISE€ CIIPOCTUTHU IIPOLIEC IIPOEKTYBAHHS [IPOTPAMHUX

3aco6iB 3axUCTy iH(popmallii Bii IPUXOBAHOTO CKaHYBaHHSI.

2. Aresearch object are defence processes of programmatic information. The research article are methods and
defence models of programmatic facilities from the hidden scanning. A research purpose consists in method
development of software defence from the hidden scanning for the degree increase of counteraction facilities
potential malefactor, that allows to improve defence efficiency of the computer systems. Dissertation work is
devoted development of new defence facilities of the programs from the hidden scanning for the efficiency
increase of counteraction analysis facilities of potential malefactor by the increase degree control after informative
streams in an operating system and development of software and hardware defence complex. The mathematical
determination model of exposure probability process the hidden scanning software is improved in work, which
provides the high-quality and quantitative analysis job of counteraction facilities this scanning performances A
method which extended the scientific and technical base of creation facilities for protecting software in the
computer systems from the hidden scanning is developed. As a result of research and analysis of mathematical and
computer models of protecting facilities it is set from the hidden scanning, that the model of probability
determination of exposure programmatic facilities information defence is improved allows to simplify the process
planning of programmatic defence facilities information from the hidden scanning.
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