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- [HCTUTYT crielianbHOrO 3B'S13Ky Ta 3axUCTy iHdopmaii HarjjonanpHOro TexHivyHoro yHiBepcurery Ykpainu
«KuiBcpkuii nosnitexHiuHmii iHcTUTyT iMeHi Iropst Cikopebkoro», Kuis, 2020. [luceprauiiiHa po6oTa IpucBsSueHa
BYPIIIEHHIO aKTyaJIbHOI HAyKOBOI 3a1a4i, sIKa M0JISIrae y po3po0Lii MeTOLiB OOIpyHTyBaHH4 cTilikocTi SNOW 2.0-
NOJiOHMX MTOTOKOBUX MIN(PIB BiJHOCHO BilOMUX KOPEJISILIHUX aTaK. 3 pO3BUTKOM iHPOpMaLiliHUX TEXHOJIOTii Ta
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OPiIEHTOBAaHMMU Ta MOXYTb €(EKTUBHO [IPALIOBATH HA CYYaCHUX IIpoLecopax. [IopiBHSAIbHI JOCIiI)KEHHS
aJIrOPUTMIB IOTOKOBOTO MM(PYBaHHS TI0KA3YIOTh, 110 OJHUM i3 Halkpamux cepen cyyacHux [1I e mudpp SNOW
2.0, 110 € Ha CbOTOIHI MDKHAPOJHMUM CTaHJapToM. B cBoo 4yepry, B3ssmu mudp SNOW 2.0 sk npoTorutl, 6yjo
CTBOPEHO BakmBuil ky1ac SNOW 2.0-nozi6Hux I1III. Jlo 1poro Kjuacy BilHOCUTbCS i HEI[OJAABHO CTBOPEHUI B
Ykpaini mudp “CtpymMok”, IpuiHATUH K HauioHanbHUi cTangapT JCTY 8845:2019. BakiinBo0 4aCTMHOIO IIPOLIECY
PO3pOOKU Takux MUQPIB, 10 3yMOBJIIOE BUOIp OKPEMUX KOMIIOHEHT i NapaMeTpiB 18 iX 106y 0B, €
OOI'PYHTYBaHHSI iX CTIMKOCTI BiIHOCHO YCiX BilOMUX Ha CbOTOZHi aTak. B po6oTi yOCKOHAZIEHO aHAJliTUYHY OLIiHKY
iH(popMaLiiHOI CKJIAAHOCTI KOPEJISILIMHMX aTaK Ha NOTOKOBI mKudpu. Ha BinMiHy Bif paHimie BifiomMoi (€BpUCTUYHOI)
OIIiHKH, OTPUMaHa aHaJiTUYHA OLliHKA Ma€ Hajle’KHe HayKOBe OOI'PYHTYBAHHS, MICTUTb SBHY 3aJI€XKHICTb Bif
JIMOBIPHOCTi TIOMUJIKY aTaKY Ta € CIPaBeAJIUBOIO 1J1s1 6YIb-sIKUX KOPEJISLiMHNUX aTak Ha IOTOKOBI udpu
He3aJIeXXKHO Bifi criocoby no6ynosu abo MeTOy PO3B'sI3aHHS CUCTEMHU PiBHSIHD 3i CHOTBOPEHUMMU [TPAaBUMU
YacTMHAMU, SIKa CKJIaJA€ThCs Ha NIEPLUIOMY €Talli aTaku. Briepiie 0TpMMaHO aHaiTUYHE CIiBBIIHOIEHHS [JIs
KBa/IpaTUYHOI €BKJIiJI0OBOi HEe30aJ1aHCOBAHOCTI pO3IOIiy IMOBIpHOCTE CIIOTBOPEHB Y IPaBUX YAaCTUHAX PiBHSIHB,
1110 BUKOPUCTOBYIOTbCS [1J15 [100Y10BU KOpeJsLiiHuxX atak Ha SNOW 2.0-nozi6Hi mudpu. Ha BinMiHy Bif, BitoMux
CITiBBiIHOLIEHb, SIKi BU3HAYAIOTh KBAIPATUYHY €BKJIiJIOBY HE30a71aHCOBAHICTh, OTPUMaHe CHiBBiAHOIEHHS
BCTaHOBJIIOE BMPAa3 L[bOTO I1apaMeTpa B TepMiHax koedinieHTis @yp’e po3nofiiny CIOTBOPEHDb y IPaBUX YaCTUHAX
PIBHSIHBb €JMHOI CUCTEMHY, SIKA HE 3JIEXKUThH Bill KOHKPETHOI aTaky. Lle 103BoJIsie OTPMMYBATH HUKHI OLIIHKA
TPYZLOMICTKOCTI 11 06cAry MaTepiany, NOTpibHOro A peanizauii KopessuiiiHux atak Ha SNOW 2.0-nogi6Hi mudpu
Ta [OPiBHIOBATH 3a TPYLOMICTKICTIO Ta 006CArOM MaTepiany KOpeJssiLiiiHi aTaky, 1o 6yIyTbCs HaJl OJISIMU Pi3HUX
nopsAKiB. Briepie po3po6seHo MeTol, 00rpyHTYBaHHS CTiKOCTI 1BifiKoBux SNOW 2.0-nozi6HMX mK1@piB BifTHOCHO
KOpeJILifHUX aTaK HaJl CKIHYEHHUMU IOJISIMU XapaKTepucTukuy 2. Ha BiiMiHy Bif BifoMuX NiaxofiB 10 N1o6yLoBU
KOPEJILIMHUX aTaK Ha [OJIEM 3 IBOX €JIEMEHTIB, pO3p00JIeHN MEeTO], 6a3y€eThCsl HA OTPMMAHOMY JMCEPTAHTOM
aHaJIITUYHOMY CITiBBiHOIIEHHI [J1s1 TapaMeTpa, SIKU Xapakrepusye eeKTUBHICTb aTaky, Ta JJ03BOJIsIE
OOI'PYHTOBYBATHU CTilKicTh ABiKOBUX SNOW 2.0-11ozi6HMX NOTOKOBUX MUGPIiB 6€310cepeHbO 3a NapaMeTpaMu ix
KOMIIOHEHT. OTpUMaB MOJAJIbIINI PO3BATOK METOJ, OOIDYHTYBaHHS CTIMKOCTI MoaynsapHux SNOW 2.0-nofi6Hux
mwr@piB BiTHOCHO KOPEJILIMHUX aTaK HaJl CKiHYEHHUMU IOJISIMU XapakTepucTuky 2. Ha BiIMiHy Bif BioMuX
niaxoniB 10 No6YI0BU KopeJislLiiiHux aTak Ha SNOW 2.0, po3po06sieHnit MeTo], 6a3yeThCsl HA OTPUMAaHUX
IVCEPTaHTOM aHAJIITUYHUX CIiBBiTHOIIEHHSIX, SIKi y3arajbHIOIOTb HU3KYy OKPEMUX PE3YJIbTaTiB PO MaTPUYHI
[IpeCTaBJIEHHS HE30a1aHCOBAHOCTI BiOOPAKEHbD, 10 Peali3yI0ThCsl CKIHUEHHMMHU aBTOMaTaMu. Po3pobienuit
METO]], € 32CTOCOBHUM [0 MOIYJISIPHUX -Po3psigHuX SNOW 2.0-nionioHux mudpis npu i 103BOJIsSIE OTPUMYBATU
HYDKHI OL[iHKY e(eKTUBHOCTI BilOMUX KOPEJILIiHUX aTak 6e3rocepeHbo 3a NapaMeTpaMu KOMIIOHEHT aJIlOPUTMY
mr@pyBaHH. [IpakTUYHE 3HaYEHHS OLEP>KAaHUX PE3YJIbTATIB N10JISITA€ B TOMY, 110 AUCEPTAHTOM PO3PO06JIEHO
IIporpamHi peasnisatii, sIki J03BOJISIOTh B PESKMMI PEasIbHOTO 4acy OGUMCIIOBATY 3HAUYEHHS HIDKHIX MEX
TPYZOMICTKOCTI Ta 06cCsry Marepiainy, MOTpibHOTo [jisl 31iCHEHHS Oy Ib-5IKOi 3 BilOMUX KOpeJALiHUX aTak Ha
IOBiNBbHUM [BiIKOBUI 41 Mony isspHU SNOW 2.0-nozi6HuI mudp 3 By3jlamMu 3aMiHU JOBXUHU 8§ 6iTiB. Po3pobieHi
IIPOrpaMu 3aCTOCOBAHI [1JIs1 OGI'PYHTYBaHHS CTiliKoCTi mndpy “CTpymMOK’, @ TAKOX HOro ABiIKOBOi Bepcii. Bonu
MOXXYTb OyTH BUKOPUCTAHI Ha TPaKTHULi IPU JOCHiIKeHHI CTifKocTi iHmux SNOW 2.0-11ofji6HHX TOTOKOBUX
mndpis y CITC Ykpainu. HaykoBi Ta npakTu4Hi pe3yibTaTy AucepTaliiiHoi poboTu peanizoBani B Ci1yk6i
30BHILIHBOI PO3BiKM YKpaiHu — B pe3ysbTaTi BUKoHaHHs HIIP “Kopudena” Ta B HayKOBO-TEXHIYHUX po3podkax 3A0

“InctuTyT iHOPMALIITHNIX TEXHOJIOTIN .

2. Poremskyi M. Methods for security evaluation of SNOW 2.0-like stream ciphers against correlation attacks over
a finite fields of order 2°r . - Qualifying scientific work as a manuscript. Thesis for a Candidate of Technical
Science degree in specialty 125 «Cybersecurity». — Institute of Special Communication and Information Protection
of National technical university of Ukraine «Igor Sikorsky Kyiv Polytechnic Institute», Kyiv, 2018. This thesis is
devoted to solving actual scientific problem of development the methods for security evaluation of SNOW 2.0-like
stream ciphers against correlation attacks. With the advancement of information and computer technologies,
significant attention has been drawn to word-based SC that are software-oriented and can run efficiently on
modern processors. Comparative studies of stream encryption algorithms show that one of the best among



current SC is SNOW 2.0, which is currently the international standard. In turn, using SNOW 2.0 cipher as a
prototype, an important class of SNOW 2.0-like ciphers was created. This class includes the recently created in
Ukraine cipher "STRUMOK", adopted as the national standard DSTU 8845: 2019. An important part of the process
of developing such ciphers, which determines the choice of individual components and parameters for their
construction, is their security evaluatin against all known attacks. The analytical estimation of information
complexity of correlation attacks on stream ciphers is improved in thesis. Unlike the previously known (heuristic)
estimate, the analytical estimate obtained has a scientific basis, contains a clear dependence on the probability of
an error of attack and is valid for any correlation attacks on stream ciphers, regardless of the method of creation
or solving the system of equations with right parts corrupted by noise, which is creating on the first stage of the
attack. For the first time, an analytical relation was obtained for the quadratic Euclidean imbalance of the
probability distribution of corruptions in the right part of the equations that are used to construct correlation
attacks on SNOW 2.0-like ciphers. Unlike the known correlations that determine the quadratic Euclidean
imbalance, the obtained relation determines the expression of this parameter in terms of the Fourier coefficients
of the corruption in the right part of the equations of a single system that does not dependent on particular attack.
This allows us to obtain lower bounds of the complexity and amount of material required to SNOW 2.0-like
correlation attack on SNOW 2.0-like ciphers and to compare the complexity and amount of material for different
correlation attacks that are built over fields of different orders. For the first time a method of security evaluation of
binary SNOW 2.0-like ciphers against correlation attacks over finite fields of characteristic 2 was developed. In
contrast to the known approaches of creating correlation attacks over a field of two elements, the developed
method is based on the analytic correlation obtained by researcher for the parameter that characterize the attack
efficiency and allows to evaluate the security of binary SNOW 2.0-like stream ciphers directly by the parameters of
their components. A method of security evaluation of modular SNOW 2.0-like ciphers against correlation attacks
over finite fields of characteristic 2 was further developed. In contrast to the known approaches of creating SNOW
2.0 correlation attacks, the developed method is based on analytical correlations obtained by the thesis, which
summarize a number of separate results on matrix representations that are implementing by finite state machines.
The developed method is applicable to modular SNOW 2.0-like ciphers and allows to obtain lower bounds of the
efficiency of known correlation attacks directly by the parameters of the components of the encryption algorithm.
The practical significance of the obtained results consists in developing the software implementations that allow in
real time to calculate the values of the lower bounds of the complexity and amount of material required to process
any of the known correlative attacks on an arbitrary binary or modular SNOW 2.0-like cipher with 8 bit s-boxes.
The developed programs are used to evaluate ofsecurity of the cipher "Strumok”, as well as its binary version. They
can be used in practice to evaluate the security of other SNOW 2.0-like stream ciphers in SITS of Ukraine. The
scientific and practical results of the thesis were implemented at the Foreign Intelligence Service of Ukraine (in the
research scientific work «Korifena») and in the scientific and technical developments of CJSC «Institute of
Information Technologies».
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