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Pedepar:

1. Y nuceprauii fOCIiIPKEHO METOYM Ta MOJeJli aHaJli3y MEPEXXEBOro TpadiKy, aJIrOPUTMUA MAIMHHOTO HaBYaHHS Ta
nigxoau 0o no6ymoBY ABOPIBHEBUX CUCTEM BUSIBJIEHHS BTOPTHEHb Y KOHTEKCTi 3a6e31e4eHHsI aJalTUBHOTO
Kibep3axucTy iHpopmaliliHo-KoMyHikaliliHux cucteMm. OKpeciieHi TeOpeTUyHi 3acany GoOpMyIOTb METOLOJIOTTYHY
OCHOBY 1711 CTBOPEHHS iH(popMalliiiHOi TeXHOIOrii ABOPiBHEBOI iHTEJIEKTYalIbHOI CUCTEMU aHAJIi3y MEPEsKeBUX
arak, o 3abe3nedyye aBTOMATU30BaHe BUSBIIEHHS, KIacUiKallilo Ta iHTeplpeTalilo aTUII0OBOi MEpEKeBOi
aKTMBHOCTI Y BipTyasli30BaHOMY CE€peLOBUILi. AKTYaJIbHICTb JOCIiIKEHHS 3yMOBJIEHA 3DOCTAHHSIM IHTEHCHMBHOCTI Ta
CKJIaJIHOCTI KibepaTax, [IOIIMPEeHHIM TiOpHUIHUX 3arpo3, a TAKOX HEOOXiTHICTIO Iepexoy Bifi CHTHAaTypHOI'O [0
[IOBEJ,iHKOBOT'O aHaJli3y MEPEXXEBOro TPa@ikKy i3 BUKOPUCTaHHSIM METOJiB MAllMHHOTO HaBYaHHs. PO3BUTOK
XMapHUX TEXHOJIOTi, pO3NOIiIEHNK O0YNCIIIOBATIbHIX CEPEIOBUIL i CepBiC-Opi€eHTOBAaHUX apXiTEKTYpP OOYMOBIIIOE

MiJBUIIEHHS] BUMOT [0 CUCTEM BUSIBJIEHHSI BTOPTHEHb 110710 MacIITaboOBaHOCTI, aalTUBHOCTI Ta 3TATHOCTI



(PYHKLIOHYBaTH B yMOBaX 3MiHHOTO CTaTUCTUYHOrO npodimo Tpadiky. TpaguLiliHi cUrHATypHi Higxoau
I€eMOHCTPYIOTb 0OMeskeHY e(eKTUBHICTh y pasi 0sIBU HOBUX 2060 MOIUQiKOBaHUX CLieHAPiiB aTak. Y 3B'I3KY 3 LIUM
OOI'PYHTOBAHO JIOLiIbHICTh BUKOPUCTAHHS MIMOBIPHICHUX Ta aHCaMObJ1eBUX MOJesiell MallMHHOTO HaBYaHHS SIK
CKJIa[IOBUX i€papxiuHOi cuCTeMU IPUIHATTA pilleHb. Ha ocHOBI nmy6siyHoro Habopy nanux USB-IDS-1 ta BiacHOpy4
copmoBanux HabopiB TpadiKy, OTPUMAHUX B i30JIbOBAHOMY BipTyasibHOMY cepenoBuLii Ha 6a3i GNS3 ta
VirtualBox, cTBopeHO eMIlipu4Hy 6a3y JOCiIKEHHS 00CSIroM IOHAa, 6 MJIH MEpPEe’KeBUX I1aKeTiB, arperoBaHux y
IIOTOKOBE IIP€JICTaBJIEHHS 3 BUKOPUCTAHHSIM BiKOHHOI cermeHTalii. lle 703B01nI0 IPOBECTH KOMIJIEKCHUM aHali3
CTaTUCTUYHUX XapAaKTePUCTUK Tpadiky, chopMyBaT HaBYaJIbHI Ta TECTOBI BUGIPKU 17151 Pi3HUX CLieHApiiB
(dYHKLIOHYBaHHS CUCTEMU Ta IOCIIAUTY BIIIUB 3CyBY foMmeHy (domain shift) Ha skicTs kacudikanii. BctaHoBneHo,
1110 3MiHa PO3MO/iJiB 03HAK iICTOTHO BIJIUBA€E Ha [IOBEIiIHKY MOZeJIell, 110 MiATBEP/AKy€e HeOOXiIHICTh
(opMasli30BaHOTrO BpaxyBaHHs LIbOTO SIBUIIA B IPOLIEAYPi MIPUMHATTS pilleHb. BCTAaHOBJIEHO, 110 BUKOPUCTAHHS HA
nepuomy piBHi iepapxii HaiBHOTO 6aeciBcbKOro Knacugikaropa sik 6iHapHoro ¢ginbrpa 3abesnedyye epeKTrBHE
BiZJOKpeMJIeHHsI HOpMaTrUBHOro TpadiKy Bif aTak i3 MiHiMasipHUMK OOYUCIIOBAIbHUMU BUTpaTaMu. Ha npyromy
piBHi 3acTOCYBaHHS aHCaM0JIeBUX METO/IiB, 30KPEMA BUIIAJIKOBOTO JIiCY, I03BOJISIE€ 3/iICHIOBATH [I€TaJIbHY
6araToksacoBy aTpUOYILIil0 TUIIB aTaK. Y pesKrMMi y3roIKEHOTO JOMEHY CepellHe 3HaYeHHsI accuracy 1jst 6iHapHOi
kinacudikauii gocsrae 0,97, a nys 6araroksnacosoi — 0,89, 10 CBiTYUTD ITPO BUCOKY 3LATHICTb CUCTEMHU 10
PO3IIi3HaBaHHS TUIIB BTOPrHEHb. Y pasi 3MiHU CTaTUCTUYHOrO Npodinio Tpadiky crocTepiraeTbCst 3aKOHOMIpHa
Ierpanalis MeTPUK, 10 NigTBEPIPKy€e YYTIMBICTb MOJEJIEN IO 3CYyBY JOMEHY Ta HEOOXiIHICTh aJallTUBHOTO
HaJIalITyBaHHS MOPOTiB IPUIAHSATTS pimleHb. O6GIPYHTOBAaHO MaT€MATUYHY MOJEJIb ABOPiBHEBOI CUCTEMU
xiiacudikauii K 3a5a4y MiHiMizalii ouikyBaHOro 6a€CiBCbKOT0 pU3UKY 3 YpaxyBaHHSIM aCUMETPii BApTOCTi IOMUJIIOK
IIEpIIOro Ta JPYyroro pojy. AHaliTUYHO BUBEEHO [TOPOrOBi YMOBU IIPUIHSATTS PillleHHS 17151 KOKHOTO PiBHS
iepapxii. 3anponoOHOBaHO MEXaHi3M aJANTUBHOTO KOPUT'YBAaHHS IIOPOTiB HA OCHOBI 3BaKEHOI AVBEPreHIiii
Kynbbaka- Jleitbsepa, 10 403BOJIsIE KibKICHO OL[{HIOBAaTH CTYIiHb CTATUCTUYHOI PO36I’KHOCTI MiXX IIOTOYHUM Ta
eTaJIoOHHUM TpagikoM i Bi[IOBiIHO peryJoBaTy 4yTJIMUBiCTb CUCTEMU 6€3 [I0BHOTO IIepeHaBYaHHs MOJeIe.
Po3pob6seHo apxiTekTypy iHpopMaLiliHOI TEXHOJIOT, sIKa peasidye 3aMKHEHUI LIMKJ «TeHepallig — IeTepMiHOBaHe
MapKyBaHH$ - IOTOKOBA Kyacu@ikallig» y BipTyanai3oBaHOMY cepefoBullli. BUKOpUCTaHHS NeTePMiHOBAaHOTO
MapKyBaHH$ [IaKeTiB Ha eTalli eMyssii 3a6e3nedye ¢popmyBaHHs BepudiKoBaHUX HAOOPiB AaHUX [1J1S1 HABYAHHS Ta
TECTYBaHHSI MOZEJIeH, 110 MiABUIIY€E AOCTOBIPHICTh €KCIIEPUMEHTAJIbHUX Pe3yJbTartiB. [lepexiz, BiJi CTaTUYHUX
IHTerpaJbHUX ITOKA3HUKIB O CUHXPOHHOTO BiKOHHOIO aHaJjli3y METPUK HaJ[iMHOCTI [4aB 3MOr'y OL[iHIOBATU
CTabisbHICTh PYHKIIOHYBAaHHS CUCTEMU Y YaCOBOMY PO3pi3i Ta BUSIBJISATH Aerpajaliio sKocTi knacudikarii B
IWHAMIYHUX YMOBaX. OJlep>KaHi pe3ysIbTaTh peasi3oBaHoO y BUIJIALI [IPOrPaMHOi CUCTEMU aHaJIi3y MEPEKEBOTO
Tpa@iky 3 KEPOBAHOIO MOJITUKOIO MPUMHATTS pillleHb, O Nependayae MexaHisMm 06pOOKMA HEBU3HAYEHUX CTaHIB
(«Unknown») Ta npouenypy BiMOBH Bi[l pillleHHs y BUIMAJKaX MiABUILIEHOI CTATUCTUYHOI HEBU3HAYEHOCTI.
3anpornoHoBaHa MOJYJIbHA apXiTeKTypa 3abe3Ieuye MOXKIINBICTb iHTerpallii 3 HassBHUMHU 3aCO0aMU MOHITOPUHTY
MEepEeXXeBOi 6€3IeKu Ta MiATPUMYe MaCIITaOyBaHHs 3 ypaxyBaHHSIM [IOSIBU HOBUX TUIIIB Kibep3arpo3s. PeasnizoBanuii
IiAXi[ CTBOPIOE NEPENYMOBH JJ1 BIIPOBAIKEHHS aJalITUBHMX CUCTEM BUSIBJIEHHS] BTOPTHEHD i MiIBULLIEHHS
cTifikocTi iHpopMaLitHO-KOMYHIKaL[iITHUX CUCTEM 10 Cy4acCHHX KibepaTax.

2. The dissertation investigates methods and models for network traffic analysis, machine learning algorithms, and
approaches to building two-level intrusion detection systems in the context of ensuring adaptive cybersecurity of
information and communication systems. The outlined theoretical foundations form the methodological basis for
creating an information technology of a two-level intelligent system for network attack analysis, which provides
automated detection, classification, and interpretation of anomalous network activity in a virtualized environment.
The relevance of the study is conditioned by the growing intensity and complexity of cyberattacks, the spread of
hybrid threats, and the need to shift from signature-based to behavioral analysis of network traffic using machine
learning methods. The development of cloud technologies, distributed computing environments, and service-
oriented architectures increases the requirements for intrusion detection systems in terms of scalability,
adaptability, and the ability to operate under dynamically changing traffic profiles. Traditional signature-based
approaches demonstrate limited effectiveness in the case of new or modified attack scenarios. In this regard, the



feasibility of using probabilistic and ensemble machine learning models as components of a hierarchical decision-
making system is substantiated. Based on the public USB-IDS-1 dataset and custom traffic datasets collected in an
isolated virtual environment using GNS3 and VirtualBox, an empirical research base was formed, comprising more
than 6 million network packets aggregated into flowbased representations with window segmentation. This
enabled a comprehensive analysis of traffic statistical characteristics, the formation of training and test datasets
for various operational scenarios, and the study of the impact of domain shift on classification performance. It was
established that changes in feature distributions significantly affect model behavior, confirming the necessity of
formally incorporating this phenomenon into the decision-making procedure. It was found that using a Naive
Bayes classifier as a binary filter at the first level of the hierarchy ensures effective separation of normal traffic
from attacks with minimal computational cost. At the second level, the application of ensemble methods,
particularly Random Forest, enables detailed multiclass attribution of attack types. In the in-domain setting, the
average accuracy reaches 0.97 for binary classification and 0.89 for multiclass attribution, indicating a high
capability of the system to identify intrusion types. When the statistical profile of traffic changes, a consistent
degradation of metrics is observed, confirming model sensitivity to domain shift and the necessity of adaptive
threshold adjustment. A mathematical model of the two-level classification system is substantiated as a problem of
minimizing expected Bayesian risk with consideration of asymmetric costs of type I and type II errors. Threshold
decision rules for each hierarchical level are derived analytically. An adaptive threshold adjustment mechanism
based on weighted Kullback-Leibler divergence is proposed, allowing quantitative estimation of statistical
divergence between current and reference traffic and enabling sensitivity regulation without full model retraining.
An information technology architecture has been developed that implements a closed-loop cycle of “generation —
deterministic labeling - flow-based classification” in a virtualized environment. The use of deterministic packet
labeling at the emulation stage ensures the formation of verified datasets for model training and testing, thereby
increasing the reliability of experimental results. The transition from static integral metrics to synchronous
window-based reliability analysis enables the assessment of system stability over time and the detection of
classification performance degradation under dynamic operating conditions. The obtained results are
implemented in the form of an program system for network traffic analysis with a controlled decision-making
policy, including a mechanism for handling uncertain states (“Unknown”) and a rejection option in cases of
increased statistical uncertainty. The proposed modular architecture ensures integration with existing network
security monitoring tools and supports scalability to accommodate new types of cyber threats. The implemented
approach creates the prerequisites for deploying adaptive intrusion detection systems and enhancing the
resilience of information and communication systems against modern cyberattacks.
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