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Pedepar:

1. B pucepTauiiiniil poboTi BUPIlyeThCS aKTyalbHa HAYKOBO-TIPUKJIANIHA 3 TOKPAIeHHs €(DEKTUBHOCTI
(PYHKIIOHYBaHHS I'PiJj-O0YMCIIOBAIBHUX CUCTEM [17Is1 BUSIBJIEHHS iH(PIKOBAaHUX IIPOrpaM, 0 BUKOPUCTOBYIOTh
METOJIM YHUKHEHHS Bifl BUSIBJIEHHS, 32 PaxyHOK OPraHisallii IpoLuecy po3noiJIeHOTO aHajli3y NOBEiHKY BUKOHAHHS
i3 BUKOpUCTaHHSIM NIPOrPAMHUX IIEPEPUBAaHb HA aBTOHOMHUX OOUMCIIOBA/IBHUX ejleMeHTax. O6’eKTOM JOCIIiIKeHHS
€ TIpoLIeC OpraHisauii po3nofisieHoi cucTeMu 1151 BUSBJIEHHS 3/I0BMUACHOI IIOBEiHKY B iH(piKOBaHMX IIporpamax, sKi
BHMKOPHCTOBYIOTh METOAY YHUKHEHHS BUSIBJIEHHS. [IpeIMeTOM OCIIIKEHHS € METOIM OpraHi3alii po3nofineHnx
CHCTEM i3 06YMCIIIOBAJIbHUMU €JIEMEHTAMU, 1J0 MAIOTh PiBEHb aBTOHOMII 1151 BUSIBJIEHHS 3JI0BMUCHOTO IIPOSIBY B
iH¢pikoBaHUX Nporpamax. MeTow gucepTauiHOro AOCIIIPKEHHS € IOKpalleHHS e(eKTUBHOCTI (PYyHKLiOHYBaHHS
rpif-064YnCIIOBaIbHAX CUCTEM i3 aBTOHOMHUMU 004K CIIIOBAJIbHUMU €J1eMEHTAMU [J151 BUSIBJIEHHS 3JI0BMUCHO]

nepepayvi yrpassliHHS FOJIOBHUM IIOTOKOM B iH(IKOBaHUX ITporpamax, 1o 6a3yeTbCs Ha KOHLENLii TnHaMiYHOTo



CTaHy EMYJIIOBaHHS CEPELOBUILA BilTBOPEHHS TPOrPaMHUX 3aCc00iB. HaykoBa HOBM3HA OTPUMAaHUX PE3YJbTaTiB
II0JISITa€ B HACTYITHOMY: 1) Biepiue po3po6IeHO MOJIeJlb LIeHTPasli30BaHUX I'Pil-004YMCIIIOBAIbHUX CUCTEM, B SIKif
BpPaxO0BaHO BUMOTH 10 3aJy4Y€HHS aBTOHOMHUX Ta FeTepOreHHUX 004K CIII0BAIbHUX €JIEMEHTIB [1J151 3a0€3eYeHHs
BMKOHAHHS 337124 i3 I€PEeBipKOI0 Ha KOPEKTHICTb B AMHAMIYHOMY CEPELOBUILi BUKOHAHHS, i SIKA A€ 3MOTy 3aJIy4nUTH
nig’eHaHI 06YNCITIOBAIbHI €JIEMEHTH 171 aHaJli3y MOBeJ[iHKM BUKOHAHHS iHQIKOBaHUX IIPOrpaMm, 3a6e3nedyodn
po3IofiNeHnii Ipoliec BUSIBJIEHHSI 3JI0BMMCHOTO IIPOSIBY B iH(iIKOBaHUX Nporpamax; 2) po3po6aeH0 HOBUM METO],
CHHTe3Y 3ac00iB (pOpMyBaHH$ 111a0JIOHIB IOBEAiHKY iH(PIKOBAaHMX ITPOrpaM, KU Ha BiMiHY Bifi BifoMux
BiIPi3HSETHCS 3ay4€HHSIM MTICOYHNUL 1J1s iX BUKOHAHHS Y HAbOpi CTBOPIOBAHUX MOIU(IKOBAHMX i30/IbOBAHUX
cepenoBUIIax 3a JOINOMOI0I0 BUKOHAHHS [TPOrPaMHUX [lepepUBaHb Ta 6a30BOr0 eMyJISITOpa i3 BUBHAUEHUM
HabOPOM peasli3oBaHMX HM3bKOPIBHEBUX IHCTPYKIiH, 110 la€ 3MOTY OTPMMYBATU 3 HUX 11a6JI0HU [TOBEIiHKY Ha
MHOJKMHAX CTaHiB €MyJIbOBaHUX LIEHTPAJIbHUX [IPOLIECOPIB 3 METOIO BUSBJIEHHS 3JI0BMUCHOI IIOBEiHKY 3
ypaxyBaHHSM OCOOGIMBOCTEN METO/IiB YHUKHEHHSI BiJ] BUSIBJICHHS], SIKi peasli3oBaHi 3710BMUCHUKaMU; 3)
yIOCKOHAJIEHO METOJ, OpraHisauii QyHKIiOHyBaHHS IPif-06UNCIIOBAILHUX CUCTEM, SIKUW Ha BiIIMiHY Bif| BiTOMUX
3ajlyyae XXaiioHUI alropuT™m JJ1s1 ONITAMI3allii HABaHTaKE€HHS Mi’K aBTOHOMHUMU reTepOreHHUMU
004YMCIIIOBATIbHUMU €JIEMEHTaMU Ta BUKOPUCTOBYE JOAATKOBY YEPTy aKTUBHMX 3aJiay, 10 Ja€ 3MOTy 3a0€311€eYUTH
36a1aHCOBaHe BUKOHAHHS MMOCTABJIEHUX 3371a4 B PO3MOAIEHUX CUCTEMAaX i3 JUHAMIYHO 3MiHIOBAHOIO TOIIOJIOTiE0
L7151 PO3MO/IiJIEHOTO BUSIBJIEHHS 3JI0BMUCHOI II0BE/IiHKU B iH(IKOBaHUX Nporpamax; 4) yoCKOHaJIe€HO METOL
OLIiHIOBAaHHS JOBipY aBTOHOMHMX OOUNCJIIOBAJILHUX €JIEMEHTIB, IKUI Ha BiIMiHY Bifl BilOMMX BUKOPUCTOBYE
MEXaHi3MU NPU3HAYEHHS POJIel i3 BUKOPMCTAaHHSAM €JIEMEHTIB HEUITKOI JIOTIKY, 110 Jja€ 3MOT'y ONTUMI3yBaTH
BHUKOPHUCTaHHS O0YMCIIIOBAaJIbHUX PECYPCIB LIJIIXOM CKOPOYEHHS KiJIbKOCTi IOBTOPHUX OOYUCIIEHb ¥ CUCTEMAX, 110
(OYHKLIOHYIOTb B AMHAMIYHOMY cepefoBulli. [I[pakTryHe 3HaY€HHS] OTPMMAaHUX Pe3yJIbTaTiB MOJIsIrae B po3poo1i
LIEHTPaJi30BaHOI Ipif-004YMCIII0BAIbHOI CUCTEMY BUSBJIEHHS iH(IKOBaHUX IPOrpaM, 30KpeMa TaKUX, 10
3aCTOCOBYIOTb METOJIY BUSIBJIEHHS eMyJIsLii Ta 06dycKkanii komy. 3a pe3ysibTaTaMu IIPOBeeHUX
€KCIIEPMMEHTAJIbHUX JIOCIi/I>KEHb BCTAHOBJIEHO, 1110 PO3pOo0bJieHa LleHTpasli3oBaHa Ipifi-064uciaoBaabHa CUCTEMA
3abe3nedyye KOpeKTHe (PYHKLiOHYBaHHS B YMOBAaxX AMHAMIYHOTIO CepelOBUILA BUKOHAHHS, €(PeKTUBHE 3aJIy4YEHHS
aKyMYJIbOBaHMX OOUMCIIIOBAIbHUX PECYPCIB 11711 BUKOHAHHS 33724 BUSIBJIEHHS iH(DiKOBaHUX Iporpam. TeopeTnydHi
Ta IIPaKTU4HI pe3ysbTaTy AoclimKkeHHs BlipoBamkeHi B TOB «Nolt technologies» (M. Xmenpuuipkuii), TOB «ITT»
(M. XMeJIbHULIBKUI), @ TAaKOXK, B OCBITHBOMY IIpoLieci XMeJIbHUIIBKOT'O HallioOHAJIbHOTO YHIBEPCUTET NPY BUKJIAIaHHI
IOVCLUMIUIIH Ha Kadenpi KOMITIOTEPHOI iHxkeHepii Ta indpopmanitHuX cucteM s cnelianbsHocTi 123 Komm'iotepHa
iHmxeHepis, 30KkpeMa B Kypcax «Teopis i IpoeKTyBaHHS KOMITIOTEPHUX Ta Kibepdi3sMuHNX CUCTEM i Mepex»,

«besneka Ta 3ax1CT KOMITIOTEPHUX CUCTEM», «KOMITIOTEpHI Mepexi, cucTeMHe afMiHiCTpyBaHHS Ta Kibepoesnexka»

2. The dissertation solves a topical scientific and applied problem of improving the efficiency of grid computing
systems for detecting infected programs that use detection evasion methods by organizing a process of
distributed analysis of execution behaviour using program interrupts on autonomous computing elements. The
object of the study is the process of organizing a distributed system for detecting malicious behaviour in infected
programs that employ evasion techniques. The subject of research is methods for organizing distributed systems
with computing elements that possess a level of autonomy for detecting malicious behaviour in infected programs.
The aim of the dissertation research is to improve the efficiency of grid-computing systems with autonomous
computing elements for detecting malicious control flow transfer in infected programs, based on the concept of
dynamic emulation states of the program execution environment. The scientific novelty of the obtained results is
as follows: 1) For the first time, a model of a centralized grid computing system has been developed, which
considers the requirements for involving autonomous and heterogeneous computing elements to ensure task
execution with correctness verification in a dynamic execution environment. This model enables the use of
connected computing elements for analysing the execution behaviour of infected programs, supporting a
distributed process of detecting malicious behaviour in infected programs; 2) A new method for synthesizing tools
to generate behavioural patterns of infected programs has been developed. Unlike existing approaches, this
method incorporates the use of a sandbox to execute the programs within a set of custom-modified isolated

environments. Execution occurs via software interrupts and a basic emulator implementing a defined set of low-



level instructions. This enables the extraction of behavioural patterns from the state sets of emulated central
processing units, facilitating the detection of malicious behaviour while accounting for the specific evasion
techniques employed by malware developers; 3) The method for organizing the operation of grid computing
systems has been improved. In contrast to existing methods, it utilizes a greedy algorithm to optimize workload
distribution among autonomous heterogeneous computing elements and employs an additional active task queue.
This ensures balanced execution of assigned tasks in distributed systems with dynamically changing topology,
enhancing the distributed detection of malicious behaviour in infected programs; 4) The method for trust
evaluation of autonomous computing elements has been improved. Unlike known methods, it introduces a role
assignment mechanism based on elements of fuzzy logic. This allows for the optimization of computational
resource usage by reducing redundant computations in systems operating within dynamic environments. The
practical significance of the results obtained is development of a centralized grid computing system for detecting
infected programs, including those employing anti-emulation and obfuscation techniques. Based on the results of
experimental studies, it has been established that the developed centralized grid computing system ensures
correct operation under dynamic execution environments, efficient utilization of accumulated computing
resources for performing tasks related to the detection of infected programs. The theoretical and practical results
of the research were implemented in ITT LLC (Khmelnytskyi), Nolt technologies LLC (Khmelnytskyi), as well as, in
the educational process of the Khmelnytskyi National University when teaching disciplines at the Department of
Computer Engineering and Information Systems for the specialty 123 Computer Engineering, in particular in the
courses “Theory and Design of Computer and Cyber-Physical Systems and Networks”, “Security and Protection of
Computer Systems”, “Computer Networks, System Administration and Cyber Security”
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