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Pedepar:

1. B po6oTi BupilieHo BaXJIMBY HAYKOBO-TIPAaKTUYHY ITpo6seMy 3a6e31edeHHs] €(peKTUBHOTO BUSIBJIEHHS NIOPYIIEHb
L[iJIICHOCTI M(PPOBOro 306pakeHHS HE3aJIEXXHO Bifl IPUPOAY Ta CUJN 30YPHOI Aii, B TOMY YMCJIi B yMOBax
HE3HAYHMX Ta JIOKAJIbHUX 30YPHUX [Iill LIJIIXOM PO3POOKH BilMOBIIHOI HAYKOBO-06I PYHTOBAHOI METOM0JIOTI],
OopieHTOBaHOI Ha MiABUIIEHHS e(PEeKTUBHOCTI, iHPOPMATUBHOCTI Ta 3a6e3MeYeHHsI 3araJlbHOCTi eKCIIepTU3U
L[iJiCHOCTI IM(PPOBOro 306pakeHHs. B pobOTi OTpuMaHi HOBi HAyKOBi pe3yJIbTaTH, OCHOBHI 3 SIKUX HACTYIIHI: 1.
OTpuMaB NojasbInii PO3BUTOK 3arajbHUN MifXif, 1O BUSIBJIEHHS [TOPYIIEHb LiiCHOCTI [U(POBUX 306paskeHb, 0
I03BOJINJIO PO3pOOUTH e(PEeKTUBHI METOIY BilOKpeMJIEHHS 300paskeHb, 110 36epiraloTecs 3/6e3 BTpaT, METOAU
BUSIBJIEHHSI IIOPYILIEHbD Li1iCHOCTI B pe3yJIbTaTu HE3HAYHOI 30ypHOI Jii, 1110 3a6€31e4yI0Th 3arajlbHiCTh €KCIIepTU3H.

2. YIOCKOHaIeHO 3arajibHUM MiAxif, 10 BUSBIEHHS NOPYIIEHb 1iiCHOCTI IM(POBUX 300paXXeHb, 110 1aJI0



MO>KJIMBICTb 1J151 PO3POOKU METOMY BUSIBJIEHHSI 6JI0KOBOi 06POOKY 300pasKE€HHS, METOZY BUSIBJIEHHSI [TOPYLIEHb
Li7TICHOCTI B pe3yJibTaTi He3HayHoi 30ypHOi Aii, eeKTUBHICTD SIKOTO IepeBullye CydyacHi aHasioru. 3. Bnepie
PO3p06JIEHO TEOPETUYHUIM 6a3UC JJ1s1 BUSIBJIEHHS JIOKQJIBHUX [IOPYIIEeHb LiTiCHOCTI u(pPOBUX 306pa>keHb, 30KpeMa,
3 MJIOK0 OOJIACTIO 3MiH Ta B yMOBax JOJATKOBUX 30yPHUX [iii, O JO3BOJMUB PO3POOUTU e(EKTUBHI METOIU
BUSIBJIEHHS PE3YJIbTATiB KIIOHYBAHHS Ta BiIOKPEMJIEHHS KJIOHY Bifi Ipoo6pasy. 4. Briepie po3po6eHo e(peKTUBHUMN
METOJ, eKCIIepTU3H 11iyliCHOCTI LMPPOBOTo 300pa>KEHHS, SIKUH, Ha BiiMiHY BiJl icHyl04UX, 3a6e31edye 3arajbHiCcTh
BUSBJIEHHS IOPYLIEHb 1Ii/1iICHOCTI, TP 1IbOMY €(EKTUBHICTb HE 3aJ1€XXUTb Bif, popmary (3/6€e3 BTpar)
IOCJiIKyBaHOTO M(MPOBOro 306pakeHHs. 5. Briepie po3pobsieHi MeToau 1j1s BUSBJIEHHS IIOPYLIEHb LIijliCHOCTI B
yMOBax HE3HAYHUX 30YPHUX Zill 3 3a6e3MeYeHHSIM 3arajbHOCTI eKcriepTu3u. EQeKkTUBHICTh METOiB [1epeBulLye
eeKTUBHICTb Cy4yaCHUX aHaJIOTiB B yMOBaX KOHKPETHUX 30yPHUX [Iiil, 30KpemMa IIpu BusiBiieHHi LSB-BkyaneHs. 6.
Brniepiie po3po6sieHa HayKOBO-0OOIPYHTOBAHA METOJ0JIOTiS BUSIBJIEHHS MTOPYIIEHD LiliCHOCTI 1M(POBOro
300pakeHHS, sIKa 3a0e3Me4Ynsia MOKINBICTb €(PEKTUBHOI €KCIIEPTU3M LiIICHOCTI LU(PPOBOTO 300pakKeHHS
He3aJIeXXHO Bifl IpUpPOAU Ta CUJIY 30yPHOI Aii, B TOMY YMCJIi B yMOBax HE3HAYHUX Ta JIOKAJIbHUX 30YPHUX Hiil.
[TpakTUyHa LiHHICTb POOOTU NOJISITAE B JOBEIEHHI OTPMMAHUX HAYKOBUX PE3YJbTATIB 10 KOHKPETHUX METOiB Ta
AJITOPUTMIB, IO MOXXYTb OyTH BUKOPUCTAHI SIK CKJIAJIOBi CUCTEM 3axXUCTy iHPopmaLlii, iHpopmaLiliHuX CUCTEM
pi3HOro HanoOBHEHHS OyAb-SIKOTO 3aKjafy, nianpuemcTtsa. Bci po3pobeHi MeTonu € osliHoMiaJIbHUMU CTyTIeHs 2, 4
MOXXYTb BUKOPUCTOBYBATUCS IJ1s1 EKCIIEPTU3Y 1Ii1iICHOCTI KapiB M POBOro Biieo, 0 PO3IJISIAAETHCS SIK
IIOCJIIOBHICTb 300pakeHb. OTPUMaHi HAyKOBi pe3yJIbTaTU MAIOTh SIK TEOPETUYHE, TAK i IPAaKTUYHE 3HAUYEHHS [1JIS

PO3BUTKY Ta Y OCKOHAJIEHHS CUCTEM 3aXUCTY iHpOopMaliii.

2. An important scientific and practical problem of ensuring effective detection of integrity violations of the digital
images, regardless of the nature and strength of the disturbing influences, including in the conditions of minor and
local disturbing influences has been solved by developing an appropriate scientifically-based methodology aimed
at improving efficiency, informativeness and ensuring the universality of the examination of image integrity. New
scientific results are obtained, the main of which are as follows: 1. The general approach to detection the integrity
violations of digital images was further developed, this made it possible to develop effective methods for
separating images saved in lossy and lossless formats, as well as methods for identifying integrity violations as a
result of minor disturbing influences, which ensured the universality of expertise. 2. The general approach to
detection the integrity violations of digital images was improved; this made it possible to develop a method for
detecting the block image processing, analogues of which were not found in open sources, as well as a method for
detecting integrity violations as a result of minor disturbing influences, the efficiency of which exceeds modern
analogues. 3. For the first time, a theoretical basis for detecting local integrity violations of digital images, in
particular, with a small range of changes and under the conditions of additional disturbing influences, has been
developed; this made it possible to develop effective methods for identifying the results of cloning and separation
of the clone from the pre-image. 4. For the first time, the method for detecting integrity violations of the digital
images has been developed; unlike existing ones, it provides the universality of the examination, while efficiency
does not depend on the format (lossy/lossless) of the studied digital image. 5. For the first time, the universal
methods for detecting integrity violations under conditions of minor disturbances have been developed; the
effectiveness of the methods exceeds the efficiency of modern analogues in the conditions of specific disturbing
influences, in particular when detecting LSB-embedded data. 6. For the first time, a scientifically-based
methodology for the detection of integrity violations of the digital images has been developed, this made it
possible to provide an effective examination of the integrity of digital images regardless of the nature and strength
of the disturbance, including under conditions of minor and local disturbing influences. The practical significance
of the dissertation is to develop a set of methods and algorithms for the detection of integrity violations of the
digital images, which can be used as components of information security systems of any institution, enterprise. All
developed methods are polynomial degrees 2, and 4; and can be used to examine the integrity of digital video
frames. The obtained scientific results are fundamental (theoretical) and applied (practical) for the development

and improvement of information protection systems.
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