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Pedepar:

1. B po6oTi BupimeHo BaxJIMBY HAYKOBO-TIPAaKTUYHY ITp06seMy 3a6e3nedeHHs epeKTUBHOTO BUSIBIIEHHS MTOPYIIEHb
11isicCHOCTI 1M(POBOro 306pakeHHs He3aJIeXHO Bifl IPUPOAM Ta CUJIX 30YPHOI Aii, B TOMY YMCJli B yMOBax
HE3HAYHMX Ta JIOKAJbHUX 30yPHUX i}l IIJIIXOM PO3POOKH BiiNOBiIHOI HAYKOBO-0OOIPYHTOBAHOI METOLOJIOT,
Opi€HTOBAHOI Ha MiJBUIEHHS €(PEKTUBHOCTI, iIHHPOPMATUBHOCTI Ta 3a0€3M€UYEHHS 3arajlbHOCTI €KCIIepTU3U
inicHOCTI 1MPOBOro 306paxkeHHs. B pobOTi OTpuMaHi HOBi HAyKOBi pe3yJIbTaTH, OCHOBHI 3 SIKUX HACTYIIHI: 1.
OTpumaB NoJaJbIINKA PO3BUTOK 3arajbHUM MifXif, 0 BUSBJIEHHS [IOPYIIEHb LiTiCHOCTI [(POBUX 306pa>KeHb, 110
II0O3BOJIUJIO PO3POOUTH €(PEKTHBHI METOAU BiTOKPEMIIEHHS 300pakeHb, 1110 36epiraioTbes 3/6€3 BTpaT, METOAU
BUSIBJIEHHS] TIOPYIIEHb LiJIICHOCTI B pe3yJIbTaTU HE3HAYHOI 30ypHOI [, 1110 3a6€31e4yI0Th 3arajabHiCTh €KCIIEPTU3U.
2. YI0CKOHAJIEHO 3arajlbHUM MifXif 10 BUSIBJIEHHS OPYIIEHD LiiCHOCTI HU(POBUX 300pakeHb, 10 JAJI0
MOXJIMBICTb 7151 PO3POOKM METOLY BUSIBJIEHHSI GJIOKOBOi 0OpPOOKM 306pa>KEHHS1, METOly BUSIBJIEHHS IOPYIIEHb
LiJ1iCHOCTi B pe3yJbTaTi He3HaYHOi 30ypHOI Aii, epeKTUBHICTD SIKOTO NepeBulye Cy4acHi aHanory. 3. Bnepue

PO3p06JIEHO TEOPETUYHUM 6a3UC JJ1s1 BUSIBJIEHHS JIOKQJIbHUX [IOPYIIEeHb LiTiCHOCTI n(poBUX 300pa>keHb, 30Kpema,



3 MaJIOIO O6JIACTIO 3MiH Ta B yMOBaX JOJATKOBUX 30YPHUX [Iiii, IO JO3BOJIUB PO3pOOUTU edeKTUBHI MeTonn
BUSIBJICHHS Pe3yJIbTaTiB KJIOHYBaHHS Ta BilOKpEMJIEHHS KJIOHY Bifl Ipoobpasy. 4. Briepuie po3pob6sieHo edpeKTUBHUN
METOJ, eKCIIEPTU3H LIiliCHOCTI IM(POBOro 300pakeHHs, SIKUL, Ha BiIMiHY Bifi icHyl0uMX, 3abe3nedye 3arajbHiCTh
BUSIBJIEHHS] IIOPYLIEHD LIi/1iICHOCTI, TP LIbOMY €(EKTUBHICTb He 3aJIeXXUTb Bif, popmary (3/6€e3 BTpar)
IOCJIiI>KYBaHOTO LIM(PPOBOTO 300pakeHHsL. 5. Briepiie po3po6iieHi MeTOny /17151 BUSIBJIEHHSI IOPYIIEHb LiJIiCHOCTI B
yMOBaxX He3HAYHUX 30YPHUX Zill 3 3a6e3[1eYeHHSIM 3arajbHOCTi eKcriepTu3u. EQeKTUBHICTh METOiB [1epeBulllye
e(EeKTUBHICTb CyYaCHUX aHAJIOTIB B yMOBaX KOHKPETHUX 30yPHUX [iii, 30KpemMa IIpu BUsiBieHHI LSB-BkyaneHs. 6.
Briepiie po3po6iieHa HayKOBO-OOI'PYHTOBAaHA METO0JIOTSI BUSIBJIEHHS [TOPYIIEHb LiTiCHOCTI dPOBOro
300paskeHHs, sIKa 3a6e3nednsia MOKINBICTh e(PeKTUBHOI eKCIIePTU3U IiTiCHOCTI U POBOTO 300pasKEHHS
He3aJIeXXHO Bif IPUPOAU Ta CUIY 30yPHOI Aii, B TOMY YMCJli B yMOBax HE3HAYHUX Ta JIOKAJIbHUX 30YPHUX Hiil.
[IpakTUyHa LiHHICTb POOOTU NOJISITAE B JOBEIEHHI OTPMMAHNX HAYKOBUX PE3YJIbTATIB 10 KOHKPETHUX METOIB Ta
aJITOPUTMIB, III0 MOXKYTb OYTY BUKOPUCTAHI SIK CKJIal0Bi cuCTeM 3axUCTy iHpopmalii, iHpopmaLiiHUX CUCTEM
pi3HOro HanoBHEHHS OyAb-SIKOTO 3aKjazy, nianpuemcTtsa. Bci po3pobseHi MeTony € osliHOMiaJIbHUMU CTYIIeHs 2, 4
MOXXYTb BUKOPUCTOBYBATHCS IJ1s1 EKCIIEPTU3Y LIi1iCHOCTI KaApiB U(POBOro Bifieo, 0 PO3IJISIAAETHCS SIK
MOCJIiJOBHICTb 300pakeHb. OTpUMaHi HayKOBi pe3y/IbTaTU MAIOTh SIK TEOPETUYHE, TaK i MPaKTUYHE 3HAYEHHS JJIs

PO3BUTKY Ta YIOCKOHAJIEHHS CUCTEM 3axXUCTY iHpopMaliii.

2. An important scientific and practical problem of ensuring effective detection of integrity violations of the digital
images, regardless of the nature and strength of the disturbing influences, including in the conditions of minor and
local disturbing influences has been solved by developing an appropriate scientifically-based methodology aimed
at improving efficiency, informativeness and ensuring the universality of the examination of image integrity. New
scientific results are obtained, the main of which are as follows: 1. The general approach to detection the integrity
violations of digital images was further developed, this made it possible to develop effective methods for
separating images saved in lossy and lossless formats, as well as methods for identifying integrity violations as a
result of minor disturbing influences, which ensured the universality of expertise. 2. The general approach to
detection the integrity violations of digital images was improved; this made it possible to develop a method for
detecting the block image processing, analogues of which were not found in open sources, as well as a method for
detecting integrity violations as a result of minor disturbing influences, the efficiency of which exceeds modern
analogues. 3. For the first time, a theoretical basis for detecting local integrity violations of digital images, in
particular, with a small range of changes and under the conditions of additional disturbing influences, has been
developed; this made it possible to develop effective methods for identifying the results of cloning and separation
of the clone from the pre-image. 4. For the first time, the method for detecting integrity violations of the digital
images has been developed; unlike existing ones, it provides the universality of the examination, while efficiency
does not depend on the format (lossy/lossless) of the studied digital image. 5. For the first time, the universal
methods for detecting integrity violations under conditions of minor disturbances have been developed; the
effectiveness of the methods exceeds the efficiency of modern analogues in the conditions of specific disturbing
influences, in particular when detecting LSB-embedded data. 6. For the first time, a scientifically-based
methodology for the detection of integrity violations of the digital images has been developed, this made it
possible to provide an effective examination of the integrity of digital images regardless of the nature and strength
of the disturbance, including under conditions of minor and local disturbing influences. The practical significance
of the dissertation is to develop a set of methods and algorithms for the detection of integrity violations of the
digital images, which can be used as components of information security systems of any institution, enterprise. All
developed methods are polynomial degrees 2, and 4; and can be used to examine the integrity of digital video
frames. The obtained scientific results are fundamental (theoretical) and applied (practical) for the development

and improvement of information protection systems.
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