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V. BimomocTi npo gucepraniio
Moga guceprariii:
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Tema guceprauii:
1. IndopmaniitHi TeXHOJIOTII 4715 MifBUIIEeHHS rapaHTO3aTHOCTI iHPOPMALiTHUX CHUCTEM KPUTUYHOTO 3aCTOCYBAHHS

i3 aBTeHTUiKALiEI0 CYO'€KTA 32 FOJIOCOM

2. Information technologies for increasing the dependability of the information systems for critical use with person
authentication by voice

Pedepar:

1. luceprarnifina po6oTa opieHTOBaHAa Ha MMiIBUIIEHHS rApaHTO3/IaTHOCTI iHPOPMaIIiiiHOI CUCTEMU KPUTUYHOTO
3aCTOCYBaHHS 3 aBTeHTUiKallielo cy6’eKTa 3a roJIoCOM IJISIXOM PO3po06JIeHHs i peasnisallii MeToxiB i 3ac0o6iB A1
ONTUMI3allii TAKOTO KJIacy CUCTEM 33 OOpPaHMM aTPUOYTOM rapaHTO3LATHOCTI. B po6OTi Brieplie 3alIpONIOHOBAHO: -
CHCTEMY KBa3ileTepMiHOBAHHUX i CTOXaCTUYHUX MOJeJIEN iHAMBINYaNbHOCTI FOJIOCY; - METOJ, OLIIHIOBAaHHS PiBHS
BiZJHOLIIEHHS «CUTHAJ» /«IIyM» B €MIIIpUYHOMY MOBJIEHHEBOMY CUTHAJIi; - METOJ, OOUMCIIEHHS MipU BificTaHi Mix
3BaKEHUMU XapaKTePUCTUYHUMU NIapaMETPaMU €TaJIOHHOTO i eMIIipUYHOTO MOBJIEHHEBUX KOJIMBaHb; -~ METOIHU
IOCTIiIPKEHHS B3AEMO3aJIEKHOCTI «KOHQITEHIINHICTb» - «IIiNiCHICTEY» Ta «KOHQINEHIiNHICTb»-«TOTOBHICTbY; -

indopmaniitny TexHosorio aBTeHTUdiKaLii cy6’ekTa 3a iHIMBINYyaJbHICTIO r0JI0CYy B MOBJIEHHEBOMY CUTHAJI; -



iH(popMaLiiiHy TEXHOJIOTIIO 1J1 ONTUMIi3allii 06paHOro aTpuOyTy rapaHTO34aTHOCTI LiIbOBOi iH(pOpMaLifHOI
CHCTEMU KPUTHUYHOI'O 3aCTOCYBaHHS. B po6oTi yoCKOHAIEHO: - MOJieJib Ipoliecy aBTeHTudikarii cy6’ekra
MaIllMHOIO OMIOPHUX CyIlE€pP- Ta i-BEKTOPIB 3a IapaMeTPU30BAHUM IPE/ICTABJIEHHSM MOBJIEHHEBOTO MaTtepiaiy i3
IIYMOM; - METO/, afianTallii 3ropTKoBoi HefipoMepei AJ1s1 aBTeHTH(IKallil Cy6’eKTa 32 MOBJIEHHEBUM MaTepiaoMm i3

IIYMOM.

2. In the thesis for the first time: - the information technology of person-user authentication by voice in a speech
signal is proposed in which, unlike existing, the speech signal presented by modulating and polyharmonic carrier
fluctuations is parametrized in space of such characteristic parameters as average pitch frequency and amplitudes
of carrier fluctuations in the system of quasi-deterministic and stochastic models of voice individuality; - A
method for estimating the level of the signal-to-noise ratio in an empirical speech signal is proposed in which,
unlike the existing ones, the last is considered as the sum of modulating and polyharmonic carrier fluctuations and
white noise parameterized in the formalism of a refined quasi-deterministic voice individuality model; - A method
for calculating the measure of the distance between the weighted characteristic parameters of the reference and
empirical speech oscillations, parameterized, unlike the existing ones, in the formalism of the methodology of
voice individuality models, where when estimating the confidence intervals for varying the values of the
characteristic parameters of individuality of speech signals, the level of the signal-to-noise ratio is taken into
account; - The information technology for optimization of the chosen attribute of dependability of a target
information system for critical use is offered, for the description of which, unlike existing, the methodology of
Markov, semi-Markov and managed semi-Markov models of confidentiality, integrity, availability, functional
security, survivability, reliability are synthesized; - Methods of research of interdependence "level of
confidentiality-to-integrity" and "level of confidentiality-to-readiness" are proposed in which, unlike existing ones,
for competing attributes of dependability capacity presented in formalism of profile semi-Markov mathematical
models, one-criterion optimization tasks are carried out are offered. Also improved: - The model of the process of
person-user authentication by the machine of reference super- and i-vectors according to the parameterized
representation of speech material with noise is processed; - Method of adaptation of an convolutional neural
network for person-user authentication by speech material with noise.
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